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Definition:

Digital rights management refers generally to the efforts of
owners of intellectual property, in particular copyrights, to
protect their property in digital media. Encryption research refers
to efforts to advance the state of knowledge in encryption
technology, including the development of commercial encryption
products, by analyzing the flaws and vulnerabilities therein.

Background:

The advent of digital media and networks designed to efficiently
disseminate it has prompted some copyright owners to attempt
to protect their property in digital form through various
technological measures, such as encryption. Contemporaneously,
the owners have also urged governments around the world to
outlaw the circumvention of such protective measures, including
the dissemination of products or information that would further
circumvention efforts. Such laws, however, can reach far beyond
the intended objective of protecting copyrights. One such law is
the U.S. Digital Millennium Copyright Act (DMCA). Section
1201 of the DMCA prohibits (1) the circumvention of a
technological measure that "effectively controls access to"
protected material; and (2) the "manufacture, import, offer[ing]
to the public, provid[ing] or traffic[king] in any technology,
product, service, device, component or part thereof"” that is
"primarily designed or produced for the purpose of"
circumventing technology that either (i) controls access to a
protected work, or (ii) otherwise protects a copyright owner's
rights. Although such laws may have an adverse effect on a wide
range of conduct, including innovation, research and education, a
central question for encryption researchers is whether publishing
research results can amount to providing or trafficking in
"technology" primarily produced to circumvent protection in
violation of the DMCA.

Legal analysis:
The DMCA prohibits both the circumvention of technological
measures controlling access to a copyrighted work and the




dissemination of technology that can be used to engage in such
circumvention. Both prohibitions, however, enjoy a limited
exception for encryption research.

For example, it is not prohibited to circumvent measures
controlling access, in this case encryption, in the course of good
faith encryption research if: (i) the researcher lawfully obtained
the encrypted work; (ii) the circumvention was necessary to
conduct the research; (iii) the researcher made a good faith effort
to obtain authorization prior to circumvention; and (iv) such
circumvention does not violate other laws, such as the Computer
Fraud and Abuse Act (accessing a computer without
authorization). It is not specified what kind of authorization is
required prior to circumvention, but presumably it requires
permission from the copyright owner. This assumes, however,
that the encryption researcher is aware that the encrypted
material is protected by copyright. Because U.S. law does not
require copyrighted works, encrypted or not, to include a
discernible copyright notice, encryption researchers -- and
anyone else for that matter -- may unintentionally violate the
DMCA's prohibition by accessing what turns out to be protected
material.

Likewise, it is not a violation of the DMCA to develop
technology to circumvent encryption used to control access to a
protected work "for the sole purpose of... performing
encryption research™ or to provide such technology to "another
person with whom [the researcher] is working collaboratively” on
encryption research, including for the purpose of the
collaborator verifying the researcher's findings. With respect to
technologies that protect the rights of copyright owners in ways
other than by controlling access to a protected work, however,
the exemption for encryption research does not apply. For
example, publishing code designed to circumvent technology
used to prevent or limit digital copies, or to prevent the display
of a copyrighted work on certain devices, is prohibited by the
DMCA. While encryption technology generally is used to control
access rather than directly control the underlying rights of
copyright owners, this may not be true of all uses of encryption.
For example, publishing code designed to de-crypt a technology
that allows the owner of a particular copy of a protected work to
make limited copies of that work, would not be exempt from the
DMCA's prohibitions.

The DMCA sets out criteria for determining whether the
exemption applies, namely, whether: (1) the information derived
from the research was disseminated "in a manner reasonably
calculated to advance the state of knowledge or development of




encryption technology, versus whether is was disseminated in a
manner that facilitates infringement"; (2) the encryption
researcher is "engaged in a legitimate course of study, is
employed, or is appropriately trained and experienced in the field
of encryption technology"; and (3) the researcher provides the
owner of the copyrighted work with "notice of the findings and
documentation of the research.”

Note, however, that these criteria apply only to the encryption
research exemption for the act of circumvention, and not to the
exemption for "offering to the public" technology that may be
used by others to engage in circumvention. This is curious, as the
criteria specifically refer to dissemination. Researchers are
therefore without guidance in determining the scope of the
permissible act of providing "technological means™ to "another
person™ with whom the researcher is working collaboratively.
Taken as a whole, however, it would seem reasonable to
conclude that Congress contemplated researchers widely
disseminating, e.g., publishing, their findings. It would be
nonsensical to suggest, as the DMCA appears to, that
disseminating "information derived from the encryption
research™ is permissible to "advance the state of knowledge"
while prohibiting "offer[ing] to the public or otherwise
traffic[king] in" that same information. Obviously, the state of
knowledge cannot be advanced if the research findings cannot be
disseminated. Further, the prohibition on trafficking applies to
"technology, product[s], service[s], device[s], component][s], or
part[s] thereof." Arguably, “information derived from™
encryption research is none of these things.

More problematic, is the criterion weighing whether research
findings were disseminated "in a manner that facilitates
infringement.” This implies that the intent of the researcher is
immaterial if the findings were disseminated to someone who
used the information to circumvent protections on, and thus
infringe, copyrighted material. Fortunately, the prohibitions on
"offering to the public” apply only when the circumventing
technology is "primarily designed or produced" for the purpose
of circumventing copyright protection. It would seem unlikely,
therefore, that the publishing of findings from research on
encryption widely used for, say, privacy protection would be
prohibited by the DMCA.

Implications:

The anti-circumvention provisions of the DMCA, as well as
other proposed legislation variously mandating or prohibiting the
use of certain technologies, may have an adverse effect on the
freedom to innovate, share information, and engage in




heretofore permissible activity. One field at risk is encryption
research. It would appear, however, that legitimate encryption
researchers have a strong argument that their research and the
publication of their findings are exempt from the anti-
circumvention provisions of the DMCA, at least with respect to
encryption controlling access to copyrighted works.

Nonetheless, researchers are left to guess as to the potential
reach of the DMCA's prohibitions. Congress did not make its
intentions clear, the U.S. Copyright Office has not yet issued
interpretive guidelines, and no final verdict has been reached in a
criminal action. As such, the most prudent course of action may
be to engage in encryption research (which may include
circumventing encryption to gain access to a protected work)
while closely adhering to the criteria set out in the DMCA, which
courts will use to determine the applicability of the encryption
research exemption, but to delay or proceed with extreme
caution in publishing the findings until greater certainty develops.
This is particularly true when it is known or appears likely that
the encryption technology being studied is commonly used to
control access to copyrighted material. At the same time,
researchers should avoid publishing findings on encryption used
to protect the rights of copyright owners in ways other than by
controlling access to a protected work.

ISOC Position:

The Internet Society strongly opposes attempts to impose
governmental technology mandates that are designed to protect
the economic interest of certain owners of intellectual property
over the economic interests of much larger portions of society.
The current debate in many countries of the world regarding
digital rights management (DRM) has illustrated the inevitable
conclusion of technology mandates in law: a world where all
digital media technology is either forbidden or compulsory. The
effect of these mandates is to grant veto power over new
technologies to special interest groups who have continually
opposed innovation. The Internet Society deprecates the
situation that researchers are put in by the DMCA.

For a detailed statement by the Internet Society on Digital Rights
Management, see the ISOC press release of 15 August 2002 :
http://www.isoc.org/isoc/media/releases/020815pr/shtml




