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Abstract

The FreedomSystemis a pseudorymous P network that
provides privacy protection by hiding the user'sreal IP
addressesemail addressesand other personal identify-
ing information from communication partners and eaves-
droppers. The following paper describesa set of protocol
extensionsto the Freedom System architecture to per-
mit a mobile node to seamlesslyroam amongIP subnet-
works and media typeswhile remaining untraceable and
pseudonolymous.

These extensions make it possibleto support trans-
parency above the IP layer, including the maintenance
of active TCP connectionsand UDP port bindings in
the sameway that M obilel P,4 doesbut with the addi-
tion that the home and foreign network are unlinkable.
We call this extensionthe Flying Freedom System.

1

There are seweral important issuesregarding security in
wireless networks. As in all computer communications,
theseinclude messagentegrity, authentication, and con-
dentiality. Messageintegrity meansthat the message
is transmitted without alteration, authentication means
that the sending/receiving user is the one he claims to
be, and con dentialit y meansthat no one other than the
intended party is able to read the transmitted message.
In wirelessnetworks, where usersmove betweendi erent
networks and mediatypes,another issuebecomesqually
important: location priv acy. Location-aware services
take advantage of the user'sor terminal's location infor-
mation, but what happensif the userdoesn't want to be
located? This meansthat it should be impossibleto lo-
cate where a mobile user is currently working, if he/she
sodesires.[1]

In cellular mobile systems, such as GSM/GPRS or
UMTS, it is also possibleto locate usersbasedon the
cell they are in or in somecaseseven where whitin the

Intro duction

cell the useris. In the future, a customer may choose
whether this should be possibleor not. Serviceproviders
could o er location privacy servicesas an add-on service
for their customers.

1.1 Location
roaming

privacy while seamlessly

This paper preseris a set of protocol extensionsto the
Freedom System[7] which provides similar functionality
asin M obilel Py 4 [2] and alsoincludeslocation privacy[4].
The FreedomSystemhasbeendeveloped by the canadian
compary Zero Knowledge Systemsinc.

MobilelP allows usersto move betweendi erent net-
works, while maintaining the samelP address. This is
done by assa@iating a care-of-addresswith the mobile
node when it is away from home. All trac to the mo-
bile node is intercepted in the home network by a home
agert that tunnels the data to the care-of-address.

When providing location privacy to the mobile node
we needto ensurethat:

The home network should have no knowledgeabout
which foreign network the mobile node is currently
connectedto.

Similarly, the foreign or roaming network should
have no knowledge about the mobile node's home
network.

An eavesdropper or man-in-the-middle should not
be able to tell who the communicating parties are.

In addition, all the usual communication security
constraints must apply; i.e., messageintegrity, au-
thentication and con dentialit y.



2 A Pseudonymous IP Network:
Freedom overview

This sectionis a quick overview of the Freedom System
architecture and has beenwritten with the intention of
providing su cien t information to understand our pro-
tocol extensionsto the Freedom System. For a detailed
look at the ertities, systemsand protocolsthat make up
the Freedom Systemwe refer the readerto the Freedom
Network architecture white papers[6,7,8].

The Freedom Systemis a Pseudon ymous IP, PIP,
network [9]. The P1P network provides privacy protec-
tion by hiding the user's real IP addresses,email ad-
dressesand other personalidentifying information from
counter-parts and eavesdroppers.

The FreedomSystemmakesit possiblefor a userto ac-
cessthe Internet without revealing any location or per-
sonal information, through the use of so called Nyms.
The user connectsto the Internet via the Freedom Sys-
tem that encryptsthe trac and reroutesit through spe-
cial seners. Which sernersto beusedin the routing is de-
termined by the userbeforethe connectionis established.
Each sener only knows the next and the previous proxy
on the route. This way a third personeavesdroppingthe
channel can't nd out the sourceand destination of the
connection. Sinceall trac is encrypted, the content is
not visible to anyoneelse.

The Freedom System could be seenas an overlay net-
work composedof globally distributed senersthat runs
on top of the Internet. Freedomrouters or Anon ymous
Internet Pro xies Al P;s are the core network privacy
daemonsand they are in charge of passingencapsulated
padkets betweenthemsehesuntil they reach an exit node
Al Peyit or AIP wormhole. When a certain Al P; runs as
an Al Pq , it works as a traditional network address
translator, N AT .

Symmetric link encryption is applied between node
pairs (AIP to AIP fAI P; Al Pis1 g and freedom-clien
to entry-AIP fFC; Al P1g) to hide the nature and char-
acteristics of the trac betweenthem.

When a freedomclient with IP addressl Prc; commu-
nicateswith a correspondernt node CNy, via a previously
built virtual circuit VCy in the FreedomSystem,the cor-
respondert node seesthat the trac ascoming from the
wormhole IP addressl Pa p.,, instead of the client's real
IP address.

The client createsa virtual circuit inside the freedom
network by sending a route creation padket which con-
tains secretsSy ! to be shared,with eac Al P; in a cho-
senchain. The route create packet usesNested EIGamal

1The Sy, named preKeySeed, is a key seed that is used to gen-
erate keys for the three symmetric algorithms (routeCrypt, bckSy-
mAlg and fwdSymAlg) [7].

encryption to securely transmit the shared secretsand
to ensurethat ead Al P; can only read the part of the
route create packet destined for itself. Hence, Al P; only
knows the previous Al P; ; and the next Al P;j.; in the
chain as given in the route create packet The Nested
ElGamal encryption is performed using the AIPs' public
keysK publicar p; -

The set of encryption layers(multila yer nestedencryp-
tion) is called telescop e encryption andit is usedto
provide freedom client-to-wormhole con dentiality to
both route creation and data padets.

Oncethe route V Cy is created from the freedomclient
to the wormhole Al P , the data padketstravel towards
the wormhole over the virtual circuit, being link de-
crypted, telescope unwrapped and nally link encrypted
at ead point.

The data is routed to the next hop by use of an
Anon ymous Circuit Identier (ACI) mappingtable.
The ACIs indicate, along with a padket's implicit source
addressand port, the next hop in a particular route.

Data coming in over a given[l Pa p,; Porta p, ; ACIl]
is rst link decrypted and then telescope encrypted with
the key generatedfrom Sy . Finally the data is link en-
crypted and sert onits way to | P p,,, with arewritten
ACI value, ACly41 .

When the ACIly from the incoming data packet indi-
catesthat the packets from that entity needto be sen
to the wormhole, the Al Peyit acts asa N AT, for that
connection. In this case,the wormhole will map the ACI
value (ACIlx = ACl¢i ) with a TCP (or UDP) local
port.

2.1 Freedom virtual circuit example.

Let us considera freedomclient FC; that wants to com-
municate with a correspondert node CNy,. The FC;
choosesa set of three Al P; from the globally distributed
Freedom AlPs fAI P; Al Py Al Pei 9. The chosen
chain establishesone virtual circuit VCy between the
freedomclient and the wormhole Al Pgyjt .

The freedom client negotiates a link encryption key
with Al Py = Al Peny y for the fFC; Al P1g link.

During the route creation process eah Al P; re-
ceives from the FC; a unique shared secret Sy =
preKeySeedy for that session. The shared secret is
mapped to the ACIly eld of the incoming route create
packet.

It is alsoduring the route creation when ead Al P; is
responsiblefor choosinga random locally unique AC | k41
that will be usedto sendpacketsto the next Al Pi+1 . The
rst ACI; in the virtual circuit chain is selectedby the
FC.



Figure 1: Freedom Overview

In gure 1 we can seethat:

F C; choosesACI, and sharedsecretS, to commu-
nicate with the freedomerntry AIP, Al P;.

After applying link decryption using the previously
negotiated key with FC;; Al Py knows that packets
coming from | Pec; addresswith ACI, can be de-
crypted with the key generatedfrom shared secret
Sa? and haveto belink encrypted and forwarded to
Al P> with rewritten ACI value, AC 1.

In the sameway Al P, (after link decryption) uses
Sg to decrypt padkets coming from Al Py with ACI1y,
and link encrypts and forwardsthem to Al Pgy;; with

ACl.

After link decryption in Al Peyt the last layer of the
telesope encryption is removed using the key de-
rived from the sharedsecretSc. Al Pgy¢ alsomaps
the padkets coming from Al P, with ACI. and cer-
tain port number to a local non routable IP address
that will act asthe sourceof a N ATy session.

3 Proto col extensions to the Free-
dom System

Our protocol extensionsto the Freedom System can be
divided into two types. The rst type concernslocation
privacy when the mobile node is run only asa client, i.e.
the mobile node is only making outbound connections
(mobile client location privacy). The secondset of ex-
tensionsconcernslocation privacy when the mobile node
alsowants to act as a server accepting inbound connec-
tions from corresponding hosts (mobile server location
privacy).

We have identi ed three di erent subcasesfor mobile
client location privacy:

2The S, is used as key seedmaterial to generate the key for the
algorithm (fwdSymA Ig) that is used to decrypt the corresponding
encryption layer when data travels towards the Al Pyt :

STATE | from | to

Before | FCj[I P;Port](to) - ACIl1(to) | Al P2 - ACI>

Af ter FCi [I P;Port](t1) - ACli(t1) | Al P2 - ACI;

Table 1: Mappings in Al Peny y before and after a han-
dover.

Case O (full route create): The mobile node sendsa
newROUTE CREA TE messagafter changingits
point of attachment rebuilding the whole virtual cir-
cuit but keepingthe sameAl Pe,i and ACl g , i.€.,
to presene TCP connectionsand UDP port bind-
ings.

Case 1 (partial route creating preserving
Al Penye y): The mobile node sends a ROUTE

CREA TEV® messagé to the Al Penry that
updates the partial route. The informa-
tion in the route create packet is used to
renew the [IPgc, (t);Portec, (1);ACI(t)] pa-
rameters while preserving the mapping with
[ Pai p,; Porta p,; ACI 2] If we represen the
stagesbefore and after a handover with t, and ty,
then the ACI mappingsin an ertry AIP (Al Peng y)
are represerned as: [table 1].

Case 2 (partial route creating non-preserving
Al Penyr y): The mobile node sends a ROUTE
CREA TE V3 messageupwards in the hierarchy of
AIPs until the messageaeachesthe switching AIP.
All the routes under the switching AIP are updated
preservingthe higher part of the hierarchy [5].

When talking about mobile server location privacy:

Case 3: The mobile sener is reachable at | P s,

and Portrs, allocated in a choosen Al Peyit , but
the care-of-addressof the serer is not known by
any Al P;. In this casethe mobile server registers
an | Pes; and Portgs;, sered by someAl Pet in
the freedomsystem. When padkets arriveto that 1P
and port, the data travelsback over the network, the
information is passedalong the route indicated by
the AC Iy until it reachesthe Al Peny y and link en-
crypted to the care-of-addresof the freedommaobile
senerl P(codrs; . The dataistransported from the
Al Peit to the client in the sameway as data pack-
etsaretransported in the normal mode of operation,
i.e. the data padkets are link decrypted, telescope
encrypted and nally link encrypted in eac Al P;.

3The ROUTE CREATE and ROUTE CREATE ACK messages
described in casel1-3 are not supported in current Freedom 2.x and
they are part of our proto col extensions proposal.



Figure 2: Case 0:

Al Psw itch

ROUTE CREATE Al Peyit

3.1 Mobile client location priv acy

One of the possible scenarioslooks as follows: A free-
dom client FC; running an IEEE 802.11wirelessinter-
face | Pec; (to)wran  (while communicating with corre-
spondert node CNy,) is moving from an indoor erviron-
ment to an outdoor GPRS wireless network. A ver-
tical handover is performed from one media type to
another and the mobile node obtains a new IP address
I Pec, (t1)ep rs from the GPRS network.

The correspondert nodeis not aware of the mobility of
the mobile node and futhermore the Al Pgyt is also not
aware of which foreign networks the mobile node is roam-
ing in. The Al Pe;t actsasa M obilel P4 homeagert for
the freedomclient and the Al Peny y actsasaM obilel Py4
foreign agert. The Al Peny y and the Al Pe,; are unlink-
able [3].

3.1.1 Case 0: Full route create

The option for a full recreation of a route maintaining the
sameTCP/UDP bindingsis a presert feature in the Free-
dom 2.x architecture [Fig.2] . The specAci eld in the
ROUTE CREA TE V2 packet allows the freedomclient
to specify the ACl it that the wormhole Al Peyi: should
usesothat aroute canbe extendedor changedusing the
sameexit hop. This feature allows a freedom client to
dynamically add a new Al P in the chain, preservingthe
previously allocated ACl it - NATyx mapping.

A successfulroute creation is completed when the
Al Peit chedks and validates the Nym signature . All
padkets received by Al Peyit from Al Peyir 1 with a cer-
tain sourceport number and an ACI value (ACl ¢ ) are
mapped to a local non routable IP addressthat will act
asthe sourceof a N ATy session.

This resened AC | et in the Al Peyit is usedto identify
the socket usedto communicate through TCP/UDP  with
the corresponding host CNy,. The allocated AC | &t IS
sert badk in the ROUTE CREA TE ACK V2 answer
in responseto the client's inital ROUTE CREA TE V2

Figure 3: Case 1:
Al I:’switch

ROUTE CREATE Al Pepyy =

messageA ROUTE CREA TE ACK V2 padet is just
a data padket with the datapadket type eld setto a
special value. The payload carries the 2 byte ACI i
number allocated in the Al P for that session.

When the client wants to changeits point of attach-
mert, it sendsa new ROUTE CREA TE V2 message
using the specAci eld that is set to the ACI gt (to).
The AClexit (to) is acquired from the ROUTE CRE-
ATE ACK V2 messagdrom the previousroute creation.
This way the TCP connection and UDP port bindings
betweenthe Al Pgy;: and the CNy, are presened, and
thus the connectionsbetweenthe mobile client and the
corresponding host.

The whole route is rebuilt betweenthe Al Peny y and
Al Peit , even where those routes are unchanged. The
Nym signature is alsorecheded at the Al Py .

From the point of view of all applications running
on the freedom client the connection looks unchanged
though the client IP addresshas changed (I Pe ¢, (to) 6
| P, (t1)).

3.1.2 Case 1:
Al Penyr y

Route creating a preserving

This is the rst of the proposedextensionsof the Free-
dom System, to be able to change the point of at-
tachment, while preserving TCP/UDP connections,but
without rebuilding the whole route [Fig 3]. The free-
dom client gets a new IP address| Pgc, (t1) (perhaps
due to a move to another network) but usesthe same
Al Pentr y(tO) = Al Pentr y(tl)-

As shown in case O the current solution requires that
the wholeroute is rebuilt (exceptfor the socket binding in
the Al Pyt ) and that the Nym signature is recheded.

Casel preserts an alternative when the mobile node
wants to keepusing the sameertry AIP (Al Peny y(to) =
Al Penyr y(t1)). In this case, the whole route does not
needto be rebuilt.



Case | Al Pgyitch
Case0 Al Pexit
Casel | Al Penyy
Case 2 Al P;

Table 2: Al Pgyitch depending on the case.
In order to update the route binding for the mobile
node, the Al Peny y Needsto be notied that:

the freedomclient has a new IP addressl Pg ¢, (t1).

had a
address

the freedom client already has
route binding for the old IP
[l PEc, (to); Portgc, (to); AC I 1(to)].

The mobile node rst hasto excdhangea new sharedsecret
with the erntry AIP (Al Peny y(t1)) to be ableto establish
new link encryption betweenthe freedom client and the
entry AIP. fFCj(t1) Al Peny y(t1)g .

The mobile node then sendsa ROUTE CREA TE V-3
message, as described in [10], that corntains the
old IP address | Pgc, (to), old port Portgc, (to), old
PreKeySeed p.,, ,(to) and old ACI ACIy(to). The
Al Peny y then chedks the authenticit y of the messageby
cheding that the PreK eySeedy p,,, ,(to) sert with the
update is the sameas the one that was previously ex-
changed between the client and entry AIP. (I Pec, (to)
with ACl(to)). If the messageis veried to be cor-
rect, it then updates its route binding (uniquely iden-
tied with the [I Pec, (to); Portec; (to); ACI1(to)]) with
the new [I Pec, (t1); Portec, (t1); ACl1(t1)] which is ex-
tracted from the ROUTE CREA TE V3 header,see[ta-
ble 1]

3.1.3 Case 2: Route creating a non-preserving
Al Penyr y

To generalize case 1, we introduce the concept of a
switching AIP , Al Pgyiteh [Fig. 4].

When the mobile node changesits point of attach-
ment (IP address), it may not want to use the same
Al Peny y. For example, it may be impossibleto usethe
sameAl Peny y becouseit residesin a private network.

However, someAl Ps in the route can be the same,so
the minimum route that needsto be rebuilt, is the partial
route upwards to the rst commonAIP (Al Psyitch )-

If the mobile node selectsAl Psyicch = Al Peng y, this
would behave asin casel. If Al Psyitch = Al Peyit , this
casewould behave asin caseO [table 2].

In any casethe mobile node rst hasto perform a new
key exchange with the new Al Peny y(t1) to be able to
establishlink encryption betweenthe client with the new
IP addressand the ertry AIP fFC;(t1) Al Peny y(t1)0.

Figure 4: Case2: ROUTE CREATE Al P; = Al Pswitch

The client sendsa ROUTE CREA TE V3 message
along the new speci ed path, up to the switching AIP,
Al Pgyitch © The Al Pgyicn  discoversthat this is actually
an update of an existing route, updatesits bindings and
disables the old route by sending a teardown message
down the old path. If this teardown messagss lost, the
old route will eventually time out, sinceno new data will
go that way.

In the same way as in case 1 the ROUTE
CREA TE V'3 messageveri es to the Al Pgyich that this
messagés authorized to update the binding represened
by  IPaipgun 1(1);POMA Py en 2 (1) ACTswitch ()]
from the valuesat to to the new onesat t;.

To succeedwith this, the ROUTE CREA TE V3
cortains the old IP address and port of the next
lower ertity (I Pai Psw itch 1(t0))' (PortAI Psw itch 1(t0))y
the old PreKeySeedy p,, ., (to) and the old ACI
ACI switch (tO)-

This meansthat the client must know all ACIl; used
along the route. This can be accomplishedby modifying
the ROUTE CREA TE ACK V'3 message,sert back
from the inital ROUTE CREA TE V'3 messagesothat
ead Al P; in the chain adds its own ACIlx number to
the messagebeforeit is passedon along the route. The
client already knowsthe IP addresseof all AIPs (Al P;),
sinceit is the client's responsibility to choosethe chain
of AIPs (Al P;) in the rst place.

If the PreKeySeedy p,, .. (to) is veried to be cor-
rect, the Al Psyitch Sendsa teardown messagedown the
old route, and updatesits bindings to re ect the change.

The ROUTE CREA TE V3 messagds similar to the
standard ROUTE CREA TE V2 message,in the way
that new shared secretsSy (t1) are exchanged between
the client and the newsetof AIPs (Al P;(t1), i < switch),
within ead layer of the telesope encryption.

The multilayer encryption ensuresthat ead secret
is only known by the respective Al P;. The client
reusesthe secret establishedwith the Al Psyich in the
inital ROUTE CREA TE V'® messageSswiwch (to) =
Sswitch (tl)-



The Al Pyyitch hasto sendan adknowledgemen that
the route actually has been updated. This messageis
identical to the ROUTE CREA TE ACK V3 exceptit
only cortains the newly chosenACIs (ACI;, i < switch)
in the partial route.

3.1.4 Switc hing policies

How does the client decide what Al P should be the
switching one? Three possiblepolicies are:

Presene as much of the old route as possible. This
yields a shorter path for the ROUTE CREA TE
messagewhich in turn yields faster handover.

Optimize the route length. This yields fewer hops
in the route from the client to the destination.

Change more of the route than actually needed,to
increasethe privacy level.

3.1.5 Entry AIP discovery

In our scenariowe useda mobile client with both a wire-
lessLAN like 802.11band a GPRS interface. The mobile
client wants to roam betweendi erent IP networks hid-
ing the mobility from both the corresponert node and
the wormhole.

The mobile node needsto know which entry AIPs
(Al Peny y) are available in the di erent IP networks it is
roaming in.

The mobile client determines which Al Pepy y to use
basedon the following discovery procedure:

All AIPs (Al P;) sendsout an AIP advertisemert pe-
riodically. The AIP advertisemert messages a stan-
dard ICMP router advertisemert messagewith a Free-
dom AIP advertisement extension, see[10]. The TTL
eld should be setto 1, and the destination should be
255.255.255.25 limited broadcast).

The client can also force an advertisment by sending
out AIP solicitation messages.The AIP solicitation
messages a standard ICMP router solicitation message
with TTL setto 1.

Which AIPs to usein the rest of the route createdis de-
termined by the user, basedon the information retrieved
from the freedom core seners.

Oneinteresting feature of FreedomSystemthat canbe
usedto speedup handoversis that the client can create
securelinks betweenitself and more than one Al P;. The
fFCj(t1) Al Peny y(t1)g encryption link can be estab-
lished prior a new route creation is requested.

_J (']

<AIP exit>

PserverPorkerver

Figure 5: Mobile Sener

3.1.6 Hando ver

The mobile node performs handover when a changein
point of attachment has beendetected. The changecan
be detectedeither becousehe old connectionis lost or by
the client receiving agernt advertisemert messagesrom
a new network. If a connection is lost then the client
sendsan agert solicitation messageto trigger an agen
advertisment message.

3.2 Mobile server location priv acy

With this secondtype of protocol extensionwe want to
allow an external node to start a connection to a mo-
bile server, using the Freedom System, via an IP ad-
dress| Prs, and port Portgs; previously registeredin
the Al Peyit :

The Al Pgyi actsasahomeagert for the mobile sener,
accepting incoming connections and making the data
travel badk over the network to the care-of-addressthat
the mobile server is using while moving.

The information is passedalong the route indicated
by the ACIs until it readhesthe Al Peny y and then it
is link encrypted to the mobile sener IP address. The
data is transported from the Al Pe: to the client in the
sameway as data padket is transported in the normal
mode of operation, i.e. the data padket is link decrypted,
telescope encrypted and nally link encrypted in eath
AIP. The Al Peny y acts a foreign agert for the mobile
sener. The IP addressof the serer is in fact its care-of-
addressl P (codrs; .

The mobile serer that wants to be reachable via the
Freedom System opens a "control connection" to the
Al Peyit and registersan IP addressand port where the
Al Peit should listen to incoming connections. This reg-
istration is mappedwith an AC it . This ACl e bind-
ing is createdby sendinga ROUTE CREA TE V2 mes-
sagethat includesthe number of IP addressesand ports
to be registeredwith the exit AIP and how those IP ad-
dressesand ports should be mapped to the remote local
ports that the serviceis listening to on the mobile sener.



In the previous casesthe Al Peir maps the mobile
node port number and ACl et With a random port se-
lected by the NAT for the outbound connection? In our
new casethe ROUTE CREA TE V'3 messagevould ex-
plicitly inform the Al P that inbound connectionsto
the mobile serner's home address with port X should
be mappedto ACl ¢ and port X'.

Each Al P; keepsa control timer for eadh virtual circuit
that is resetwhen data is transmitted. When the timer
expires a teardown messageis generatedto destroy the
virtual circuit. If a corresponding host tries to connect
when the route has beendestroyed, this would of course
lead to the inbound connection being lost.

To avoid the destruction of the route we could regu-
larly send keepalive trac. The best way would be
to senda ROUTE KEEP ALIVE messageaegularly at
sometime interval suitable comparedto the route tear-
down timer. This messageis basically a normal data
packet with a specialtype [10]. Data padkets of this type
are passedalong the route to the AClgi where they
are discarded. Each AIP resetstheir expiration timers
before passingthis messageo the next AlIP.

4 Conclusions

Our protocol extensionsof the Freedom System permits
amobile client to seamlesslyroam amongIP subnetworks
and media typeswhile remaining untraceable. Theseex-
tensionsmakesit possibleto support transparency above
the IP layer, including the maintenance of active TCP
connectionsin the sameway that M obilel P,, does but
with the addition that the home network and foreign
network are unlink able [4].

The newproposedrouting messagegrovide the mobile
node the exibilit y of rebuilding partial routes hid-
ing the mobility assaiated with certain pseudeNym.

We have also intro duced the possibility of having an
unlo cated mobile server roaming behind the Freedom
System. The mobile sener is able to accept incoming
connections via a home address/port previously regis-
tered in one of the Freedom System'swormholes.
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