Internet Services in the RegionProc. INET ’95T. KamelThe Communication Infrastructure and the Internet Services as a Base for aRegional Information HighwaybyTarek Kamel, Ph.D., email: tkamel@ritsec.com.egNashwa Abdel Baki, B.Sc., email: nashwa@frcu.eun.egAbstractThis paper presents an overview about theheterogeneous data communication infrastructure andthe existing Internet services in the differentsubregions: North Africa, central Arab and the gulf.It highlights a regional networking initiative calledRAITnet, to link the IT professionals in the regiontogether on top of the Internet as a transport facility.Several further issues and problems related to theInternet expansion and to regional networkingactivities are analyzed. It concludes with somefuture plans and recommendations to upgrade thedata communication infrastructure and the Internetservices in the region as a solid base for a RegionalInformation Highway.1 IntroductionRegional information infrastructure is a part ofthe global information infrastructure. It has severalbuilding blocks; the heterogeneous datacommunication infrastructure, the infostructure inthe different countries as well as other political,cultural, financial and technical issues [1]. TheInternet, a network of networks, is considered as anappropriate transport facility to implement theregional networking as a core of the regionalinformation highway. It is growing fast in variouscountries in the Arab region and its growth shouldbe accelerated in all the other countries.The technical obstacles are considered as a part ofthe barriers towards the growth of the Internet.Some countries like Egypt have overcome thoseobstacles and established successfully a structuredInternet operational domain in the country.Nevertheless the Internet is still affected by othernon-technical financial, political and culturalaspects [2].An initiative has been taken by RITSEC(Regional Information Technology and SoftwareEngineering Center) in Cairo to support the regionalnetworking activities in the region startingDecember 1994. The first seminar was held inCairo and another one will be held in Tunisia topush the cooperation in the area of communicationand networking on a regional level.2 The Data Communication Infra-structure in the Arab Region2.1 OverviewThe data communication infrastructure isconsidered the base for the regional networking andfor the regional information highway. This sectionsummarizes the infrastructure in the differentcountries, highlights its upgrade, plans and analyzeshow suitable it is for the diffusion of the Internet inthe different countries.Public telecommunication services in the Arabregion are provided by state agencies and are veryheterogeneous. They differ from one country to theother. Arab states have an average of 4 maintelephone lines per 100 inhabitants, which is almost10 times less than the average in industrializedcountries. On the other hand, over the last decadeEgypt and Oman had among others the highestgrowth rates in the number of main telephone linesin the world. The telephone networks are around95% automatic with 50% using digital switches andmore than half of the countries have mobilephones.We will divide the Arab Region in differentsubregions, which are more or less homogeneous inthe nature of their data communication andnetworking infrastructure. A focus will be put ontwo to three countries which will be chosen asexamples of each subregion.The first subregion is North Africa and will berepresented by Morocco and Tunisia, the secondsubregion is the central Arab subregion and will berepresented by Syria and Egypt and the thirdsubregion is the gulf area and will be represented byKuwait and the United Arab Emirates.2.2 The North African SubregionThe North African subregion contains severalcountries like Morocco, Tunisia, Algeria and Libya.A focus will be put on Morocco and Tunisia as theyare more active in this domain.Morocco provides its data communicationservices via public phone lines as well as leasedlines connectivity from the PTT [3]. Optical fibreand digital lines are used for inter-exchangeconnectivity and are not used on the subscriber level.

Internet Services in the RegionProc. INET ’95T. KamelThe PTT provides its data communicationservices using an X.25 public data network withX.32 and PAD (X.28) access via telephone lines.This network is used as a base for the various valueadded services in the country such as videotexservices. Some private sector activities from MCIprovides email services via dial-up facilities onX.25. Morocco has registered the Internet .madomain. More than 5 sites in academic andgovernmental agencies with more than 200 users areusing email services. The services are running todaywith basic email services and are planned to beextended to include full interactive Internet servicesusing a 64K leased connection to France. AlAkhawayn University is taking over the activities ofintroducing the Internet to the country with 64Klines to Fnet / EUnet using a set of class Caddresses. It is planned to have other private andpublic Internet service providers soon.Tunisia is also very active in communication andnetworking [4]. The PTT provides its datacommunication services using dial-up and leasedlines. Tunipac, the X.25 data network of Tunisiaprovides its services via X.25 as well as PAD access(X.28).The Internet service in Tunisia is wellestablished within .tn domain since 1991/1992. Theservice is provided via an X.25 connection viaTunipac to France, while a 64K leased lineconnection is under installation. RNRT (ReseauNational de la Recherche et de la Technologie) atIRSIT is the gateway of Tunisia to the Internet andprovides the service to the academic (70%) as well asthe governmental (different ministries) and thecommercial sector (chambers of commerce). Thecenter provides full Internet services with wellestablished information access servers using gopherand World Wide Web. Other value added servicesinclude the videotex (Minitel service) with a lot ofarabization efforts running.Tunisia is ready to play a focal role in the area ofcommunication and networking in the North Africansubregion due to the availability of reliable datacommunication infrastructure, well trained staff aswell as well established value added networkservices.2.3 Central Arab SubregionThis subregion contains various countries likeEgypt, Jordan, Palestine, Syria, Lebanon and Sudan.A focus will be put on Egypt and Syria and theavailable infrastructure and networking services willbe highlighted.Syria provides its data communication servicesvia dial-up and X.25 access [5]. Syriapac, the PDN,is operational since late 1993 and provides itsservices via X.25, X.28 (PAD), dial-up and leasedline connectivity. The PTT upgrades the existinginfrastructure to inter-exchange optical fibre links,which gives a big push to the data communicationprojects.There are no Internet services available in Syriaand the government recognized its need for that. ThePDN (Syriapac) is the gateway of the country viaX.25 protocol to other PDNs and value added serviceproviders. There are successful connections withe.g. Egyptnet, the Egyptian Public Data Network.It has been successfully used to connect someinstitutions in Syria like HIAST to the Internet viaRITSEC in Egypt. Further efforts have to be doneto build upon these links in order to provide Syriawith some Internet service using the tunneling orencapsulation (IP over X.25). The TCP/IP isavailable in Syria on the local and wide area level,but not as a part of the Internet.Egypt is considered to have some major role inthe central Arab subregion due to several reasonssuch as the availability of satisfactory datacommunication infrastructure, its centralgeographical location as well as the availability ofwell established full Internet services.Egypt has a well established Internet domainserving the various sectors [6]. It has a satisfactoryinfrastructure provided by ARENTO, the ArabRepublic of Egypt National TelecommunicationOrganization. ARENTO has established 3 milliontelephone lines as well as inter-exchange opticalfibre links between the various exchanges in greaterCairo and Nile Delta, while other parts such assouthern Egypt, will be covered soon. The digitaldata access is provided to the end user using digitalmultiplexors, the first digital public backbonenetwork installation in Cairo, which has beenestablished jointly between IDSC/RITSEC, theSupreme Council of Universities and ARENTO toprovide a digital connectivity with at least 64kb/secfor the different Internet sites in Egypt. The PDN, Egyptnet, is an X.25 based networkcovering Cairo, Alexandria and Suez with speeds upto 19.2k. It provides X.25 via leased lines as wellas X.28 (PAD) access via dial-up and is connected tointernational PDNs e.g. Transpac using X.75protocols. Its main problems are the limitedgeographical coverage as well as the limited speedon the network. Ongoing activities will raise thespeed of the network and will cover newgeographical areas in Nile Delta. Egypt’sinternational data communication connectivity iswell established via the optical SEMEWE-2 cable aswell as via Intelsat and Arabsat services. The datacommunication services are quite reliable but sufferfrom prohibitive prices especially for theinternational data communication access. VSATservices to provide the data communicationinfrastructure in rural and remote areas are beingintroduced.Concerning network value added services, theInternet is considered as a good representative for thevalue added services. It is operational since October1993 and it has been preceded with a uucp service atEnstinet, an EARN/Bitnet service at EUN and theTradenet service at IDSC/RITSEC. The Internet

Internet Services in the RegionProc. INET ’95T. Kamelgateway to the E-bone in France and domainadministration is with the Supreme Council ofUniversities and the structure covers the followingsubdomains: .eg.eun .sci .gov .comEun stands for the Egyptian UniversitiesNetworks and provides the services for theuniversities and schools, while .sci subdomainserves the scientific research institutes at theAcademy of Scientific Research via Enstinet as wellas for different other research centers like theNational Telecommunication Institute. Thegovernmental domain gets the service via IDSC(Cabinet Information and Decision Support Center)and the commercial domain via RITSEC.The total number of Internet users is above 2000with 70% of the users in the academic sectors, andthe traffic growth rate has been 148% in Q4 1994,the fourth position in the world.A commercialization process has been initiatedto include the private value added service providersunder the .com.eg domain.Egypt has been among the leading countries inthe region in the development of Gopher and WWWservers, but further efforts have to be put in thataspect.The above indicats that Egypt can play asignificant role in communication and networking inthe central Arab region.2.4 The Gulf SubregionThe gulf subregion has special characteristics dueto the wealth of oil and natural resources in themajority of its countries. This has affected thetelecommunication infrastructure in these countriessignificantly as it has helped in the establishment ofa state-of-the-art telecommunication infrastructure inmost countries. This fast development can beconsidered a base for a similar development in thearea of information and value added services.The United Arab Emirates has established via itspublic private shared PTT "Etisalat" the most up-to-date telecommunication infrastructure in the region.It has established about 600,000 telephone lines inthe country. A full fledge fiber optic network coversthe whole country including the offshore island,while future plans include introducing fibre in thesubscriber loop and extending its services to thehomes and offices. GSM service for mobiletelephony has been recently launched as a fullydigitized network [7].The data communication infrastructure is basedon the up-to-date transmission facilities in thecountry. The networks started with classical X.25networks with dedicated and PAD (X.28) access viadial-up with various speeds from 50bps-64kbps.A frame relay service has been recently launchedand provides a LAN-to-LAN connectivity forcorporate customers with various speeds from 64K-2MB with bandwidth on demand functionality.The ISDN service is also available as a primaryrate interface and basic rate interface forvideoconferencing and other value added services.The PTT offers a number of value added serviceswhich include fax on demand facilities, electronicmail (3000 mail boxes) using standard andproprietary mail systems.The value added services at the informationcenters need further attention. The Internet domainhas been registered and is not yet operational in thecountry, and the information and value added servicesneed further development.In Kuwait the PTT is publicly owned but someservices are provided by the private sector. Using astate of the art telecommunication transmissionfacilities with optical fibre and digital connectivityall services are provided by the public PTT except acellular mobile phone and paging system which areprovided by a semi governmental company. TheVSAT service as well as the electronic messagingsystem are also provided by local companies [8].Kuwait public data network uses X.25 protocoland provides its customers with local andinternational services.Various applications include access to theinternational databases, various information retrievalservices as well as telex and fax per email services.Store and forward email system based on theinternational standards are also available. Othervalue added services include the ODS (On-line DataServices) with banking and directory services aresupported by local providers. Kuwait has also anoperational Internet domain .kw with operationalnodes at the University and other private companies.The Internet provides email and full Internet servicesto the academic, governmental and commercialcommunity in Kuwait. Additional efforts will beput in the area of information servers such as gopherand WWW servers to enrich the Internet in theregion with the necessary information wealth.3 Regional NetworkingThere had been several initiatives for regionalnetworking in the Arab Region which has not beenthat fruitful. Various technical obstacles hadcontributed to that, such as the lack of public datanetworks, incompatible transport facilities andproprietary protocols as well as heterogeneousapplications such as various bilingual databasemanagement systems. The lack of standards forarabization and networking had caused the

Internet Services in the RegionProc. INET ’95T. Kamelestablishment of scattered proprietary networks indifferent disciplines like science, trade andagriculture.However the establishment of operationalInternet domains in some countries of the region ischanging the picture of regional networkingsignificantly. The Internet has significant technicaladvantages as a base for regional networking due tothe following [2]:¥It is a homogeneous transport facility onmultivendor platform with TCP/IP protocol.Large investments, which have been donebefore in the developing countries, are goingto be protected and no other large investmentsare needed.¥It provides a full suite of protocols fortransport as well as for application services.The various applications are standard ondifferent platforms.¥It provides simple access mechanisms withdial-up, X.25 and leased line access withdifferent link speeds and access protocols(asynchronous, synchronous, ....).¥The Internet has standard search andnavigation tools in different areas.¥It contains a wealth of information in variousdisciplines e.g. Information Technology,Environment, Commerce, ......Due to the above mentioned reasons, the Internethas been considered as the most suitable transportfacility for regional networking.An initiative called RAITnet, the Regional ArabInformation Technology Network has been launchedin Cairo in December 1994 to bring the ITprofessionals in the region together. Its mainobjectives can be summarized as follows:¥To support the acceleration of the softwareindustry in the Arab region¥To maximize the utilization of the technicalresources available for the software industryin the member countries.¥To help exchange experience amongprofessionals in Information Technology.¥To follow the state-of-the-art internationaldevelopments in the software related fields.It’s main beneficiaries are the IT professionals inthe governmental and non-governmental agencies.The main services include for the first time in theregion an email list, regional gopher and WWWservers as well as regional forum services(discussion groups) in the area of informationtechnology.Fig.1 summarizes the structure and accessmechanisms of RAITnet.RAITnet is gaining more users and can beconsidered a step forward towards regionalnetworking. However this is only an individualstep, which needs to be followed by other structuredsteps. To achieve strong regional networking indifferent areas more efforts have to be exerted in thisdirection. There is a need to strengthen the Internetservices in the region qualitatively andquantitatively. This is related to different issues andproblems which will be summarized in thefollowing section.4 Problems and Issues of theInternet in the RegionThis section gives an overview about the variousproblems which have been faced and the issuesrelated to the expansion of the Internet services inthe region. The issues and problems can beclassified as:¥Financial¥Political¥Cultural¥TechnicalA focus will be set on the technical and culturalissues.4.1 Technical IssuesThe technical issues will be highlighted in thefollowing section:4.1.1 Infrastructure UpgradeFrom the above mentioned overview about thedata communication infrastructure in the region itmay be concluded that, although the infrastructure isvery heterogeneous on the transmission andinterconnectivity level, it is still suitable to startstronger networking and even information highwayson top of it in the different countries. There is aneed, such as in the case of Egypt and Syria that thedigital data communication facilities should cover awider range of their territories. Additionalserviceslike fractional and digital access up to E-1and even E-3 should be provided in the future. ThePTTs in the different countries are expected to comeup with a comprehensive plan for datacommunication infrastructure upgrade, furthermorethis plan should be worked out in cooperation withvalue added network service providers to determine

Internet Services in the RegionProc. INET ’95T. Kamel Fig.1 RAITnet StructureGov’t & non_govAgenciesPrivate companiesInternationalAgenciesNational computerorganizations Users RAITnetInternetServiceProviderAccesstoRegionalNetworksInternationalDatabasesAccessElectronicServicesRegionalInformationAccess PSTN EGYPTnet X.25 Internet National Focal PointsRegional InformationServers (Gopher, WWW, ...)International Information ServersSlip & Dial-upAccess SyriaJordan their needs and requirements. A switched datanetwork with frame relay and ATM upgradabilityshould be installed and established in the differentcountries.4.1.2 Network SecurityNetwork security is considered one of the maintechnical issues for the diffusion of the Internet andfor other regional activities in the region. Acompromise is needed between being open as theInternet is and maintaining a certain level ofnetwork security. The network securityrequirements start at the transport level and includethe different applications. The user and the systemadministrator in the region should be confident inthe security services and mechanisms provided bythe Internet. A threat model with different threatsshould be worked out and the various securityservices to protect the networking environmentshould be outlined. The various securitymechanisms and techniques should then beidentified to be applied for different sectors.4.1.3 ArabizationThe language barrier will be mentioned in thecultural issues and is bound with some technicalobstacles in the arabization of the interfaces of theInternet applications. Different initiatives fordeveloping application interfaces for various naturallanguages are running world wide. The arabizationdoes not have a widely acceptable code to be usedacross the region and across the differentapplications, which makes the development ofbilingual (Arabic/Latin) standard Internetapplications more difficult. First trials has beendone at RITSEC for the arabization of the SimpleMail Transport Protocol (SMTP) using one of theknown arabization codes. But still stronginitiatives are needed to provide a comprehensivearabized interface for the various Internetapplications.Further attention should be given to establish astronger intercountry data communication servicesin the region. More usage of the SEMEWE-2

Internet Services in the RegionProc. INET ’95T. Kameloptical fibre cable and satellite data communicationchannels should be done.4.2 Cultural IssuesThe following summarize some culturalproblems and issues related to the Internet growthin the region.4.2.1 Language BarrierThe language barrier is considered one of theproblems facing the spread of the Internet in theregion on a large scale. The usage of Latincharacters is common in the Arab region but thereal penetration of the Internet to schools andindividuals is bound with being able to handle theInternet applications in Arabic. This issue hasbeen highlighted also in the technical issues andproblems.4.2.2 Open EnvironmentAnother cultural issue is that the Internet is avery open environment, where the users should becompletely open to the rest of the world. Thispoint is combined with some resistance in somecountries due to the fact of being overwhelmed withnew inputs and contributions from different foreigncultures all over the world. The digestion andprocessing of new ideas and new inputs from othercultures need longer time periods in some societiesin the region. It is a compromise between culturalpreservation and being a part of the new trends inthe world.The financial issues and problems include theprohibitive prices of PTT in the region forinternational data communication facilities. Thisproblem should be considered in the context of thederegulation of some services in the PTT’s such asthe various data communication services.5 Plans and Future NeedsThe following section presents the plans andfuture needs for the establishment of well structuredInternet services as a base of an informationhighway in the region.¥The national Internet structure should includethe subdomains to provide the services to theacademic, governmental and commercialcommunity. A necessary mechanism andformula for the cooperation between thevarious service providers in the differentsectors within a comprehensive financial,political and technical framework should beformulated. This should also include thedevelopment of an Acceptable Use Policy(AUP) for the value added network services ineach country.¥Coordinate with various PTTs to upgrade thenational data communication infrastructureand facilities in the country. The Internet,with its multimedia service, is an appropriateguideline for user needs and requirements.This upgrade starts at introducing newtelephone lines in new areas as well as in theoverpopulated areas to run terminalemulation, SLIP and PPP (point-to-pointprotocol). Further steps can includeintroducing the VSAT technology for ruraland remote areas.New services as the LAN emulation servicescan be provided by the upgrade of theexisting X.25 PDNs to frame relay basedservice with speeds up to E-1. Future plansfor comprehensive ATM services should beconsidered early enough and the necessarydata transmission infrastructure up to E-3should be deployed.¥Coordinate with the national PTT’s and theinternational data communication carriers todevelop a new tariff structure for higher speedintercountry connectivity. These facilitieswill strengthen the exchange of informationbetween the different countries and will pushthe regional networking activities strongly.It will help to create network clusters in thevarious subregions and can thus optimize theuse of the expensive international links.¥Intensify efforts in some regional specificproblems such as the arabization of theInternet applications and services using someknown and defacto standard Arabic codes.This will require a close cooperation betweenseveral Arab countries, as well as learningfrom other natural language working groups.¥Accelerate the development of theInformation servers on the Internet (e.g.gopher and WWW servers) covering areas ofinterest to the region (e.g. Tourism, Culture,....). This will integrate the networkingsociety in the region as a part of the globalnetworking society, and will contribute tothe wealth of the information services in theregion. It will also link the immigrants withtheir home countries and make themcontribute to the socio-economicdevelopment of the country. It will reducethe negative effects of the brain drain, fromwhich the developing countries are suffering.¥Professional development is one of the areaswhich needs significant attention incommunication and networking in theregion. It includes the professionaldevelopment on various levels such as thetechnical support in wide area connectivity,network planning and management, networksoftware and application development.Further training is needed in Internet

Internet Services in the RegionProc. INET ’95T. KamelNavigation and the development ofinformation servers on the Internet.6 ConclusionThe conclusion of this paper can be summarizedas follows:¥ There exists a heterogeneous but appropriatedata communication infrastructure in theregion. Further upgrade in a cooperationbetween the PTT and other value addednetworks service providers is needed.¥ The Internet should be used as the transportfacility and the core of the regional networksand the regional information highways inthis phase.¥ Successful individual networking activitiesexist e.g. RAITnet but further work shouldbe done.¥ Focus should be put on professionaldevelopment, as well as on how to promotethe development of information servers andservices.¥ Further technical problems should befocused on such as arabization and networksecurity.From the above mentioned points it is clear thatthe data communication infrastructure and theInternet services can be used as a base for theRegional Information Highway.References[1]H. El Sherif, "The Regional InformationHighway", Keynote presentation at theRegional networking seminar, Cairo,December 1994.[2]D. Lynch, M. Rose, "InternetSystem",Addison & Wesley, 1993.[3]A. Mounir Aloui, "The Moroccan Networks",presentation at the Regional networkingseminar, Cairo, December 1994.[4]M. Chemam, "The Tunisian Networks",presentation at the Regional networkingseminar, Cairo, December 1994.[5]F. Kiwan, "Communication & Networking inSyria", presentation at the Regionalnetworking seminar, Cairo, December 1994.[6]T. Kamel, Nashwa Abdel Baki, "The InternetStructure in Egypt", INET’93 proceedings, SanFrancisco, August 1993.[7]H. Ibrahim, "Telecommunication Services inUAE", presentation at the Regionalnetworking seminar, Cairo, December 1994.[8]F. Abou Hassan, "TelecommunicationServices in Kuwait", presentation at theRegional networking seminar, Cairo,December 1994.Author Information¥Tarek Kamel, Ph.D., is the Manager ofCommunication and Networking Department atIDSC/RITSEC and is an Assistant Professor atERI.¥Nashwa Abdel-Baki, B.Sc., is the TechnicalManager of the Egyptian Universities Network.