Mobility Supp ort in IPv6 Pro c. INET ’95 F. T eraok a and K. Uehara

Mobility Supp ort in IPv6 Based on the VIP Mechanism

F umio T eraok a <tera@csl.sony

.co.jp>

Keisuke Uehara <kei@wide.ad.jp>

Abstract

IPv6, the succ essor of current IP (IPv4), is

now under development. Mobility support is one

of the re quir ements for IPv6. This pap er prop oses

a pr oto c ol for mobility support in IPv6. The pro-

pose d pr oto c ol is base d on the mechanisms of Vir-

tual Internet Proto c ol (VIP), which pr ovides mo-

bility in IPv4. Two Hop-by-Hop options are added

to support mobility, one for user data and another

for contr ol. The prop ose d proto c ol provides rout-

ing optimization and authentication mechanisms

as wel l as seamless mobility. This pap er also pro-

poses an extension of the state transition diagr am

of TCP for quick resumption of TCP communi-

cation when a mobile node re c onne cts to the net-

work.

1 Intro duction

IPv6 the successor of current IP (IPv4) is now

under developmen t. Mobility supp ort is one of

the requirements[2] for IPv6. There are still sev-

eral problems in mobile computing from commu-

nication mechanisms in the physical layer to ap-

plication programs. F ocusing on the middle layers

of the proto col stack, the following four problems

can b e identi�ed. 1) Reassignment of network

parameters: netw ork parameters must b e reas-

signed to a mobile no de when the mobile no de

moves to another subnet. This pro cedure is trou-

blesome and is prone to mistakes. 2) Seamless

mobility: a mobile no de must b e recognized with

an immutable identi�er for seamless mobility . A

mobile no de b ecomes unrecognizable if its iden-

ti�er changes up on moving. 3) Imp ersonation:

it is p ossible to imp ersonate another no de only

in the same subnet of the prop er no de b ecause

the IPv6 unicast address sp eci�es the lo cation of

the no de. In a mobile computing environmen t,

an attacker can imp ersonate any mobile no de re-

gardless of lo cation. 4) Adapting TCP to a mo-

bile computing environmen t: since TCP cannot

distinguish network congestion from no de discon-

nection, TCP communication do es not resume

immediately when a mobile no de is reconnected

to the network due to the TCP retransmission

algorithm[1].

The �rst problem can b e solved by using

an auto-con�guration proto col such as DHCPv6 while it is necessary to introduce a new proto-

col providing seamless no de mobility to solve the

second. This pap er prop oses a proto col for mobil-

ity supp ort in IPv6, fo cusing on the second and

third problems. The prop osed proto col is based

on the basic idea of VIP[9], which provides seam-

less no de mobility in IPv4.

The fourth problem was found in our test op-

eration of VIP . T o solve this problem, this pap er

adds four control messages in TCP and extends

the state transition diagram. Considering com-

patibility with existing TCP implementations, a

simpli�ed mechanism is introduced. The same

mechanism is implemented in VIP and works

well.

2 IPv6 Overview

This section gives a brief overview of the IPv6

sp eci�cation to prepare for the description of mo-

bility supp ort in IPv6. Figure 1 shows the header

format of IPv6. One of the features of IPv6 is

improvemen t of the way to handle extensions and

options. The Proto col �eld of the IPv4 header in-

dicates the type of the next higher layer header.

Option headers are added to the end of the base

IPv4 header. The length of the entire IPv4 header

including options are limited by the length of the

IHL �eld. In contrast, the Next Header �eld of

the IPv6 header, which corresp onds to the Proto-

col �eld of the IPv4 header, indicates the type of

the next inner header, not the next higher lay er

header, of the pack et (see Figure 2). There is no

limit on length of the IPv6 header.

IPv6 has six types of extension headers:

Hop-by-Hop Options header, Destination Op-

tions header-1, Routing header, F ragment header,

Authentication header, and Destination Options

header-2. Except for the Hop-by-Hop Options

header, extension headers are examined or pro-

cessed only on the no de sp eci�ed by the Desti-

nation Address Field, while IPv4 options are ex-

amined by every no de which forwards the IPv4

packet.

3 Mobility Supp ort in IPv4

IETF (Internet Engineering T ask F orce) is the

organization for standardization of proto cols on

the Internet. F or mobility supp ort in IPv4, sev-

eral proto cols including VIP were prop osed to a

Mobility Supp ort in IPv6 Pro c. INET ’95 F. T eraok a and K. Uehara

Figure 1: IPv6 header format

Figure 2: IPv6 options

working group of IETF. The working group did

not choose one of them, but merged these proto-

cols to create a draft proto col (Mobile-IP, here-

after). This section gives overviews of Mobile-IP

and VIP .

3.1 Mobile-IP

The basic mechanisms of Mobile-IP are care-

of-addresses and tunneling. Each mobile no de

has an immutable IP address as its home ad-

dress. A mobile no de is recognized with its home

address regardless of lo cation. A mobile no de

moves among subnets served by foreign agents

(F As), sp ecial routers that act as gateways b e-

tween the conventional internet and subnets for

mobile no des. When a mobile no de moves to a

subnet served by a F

A, the mobile no de is as-

signed the IP address of the F

A as its care-of-

address. Each mobile no de has a home agent

(HA), a sp ecial no de that maintains the current

care-of-address of the mobile no des it manages.

The HA also advertises routing information of

mobile no des it manages.

When a no de sends an IP packet to a mobile

no de, the IP pack et reaches the HA of the mobile

no de due to the routing information advertised

by the HA. The HA encapsulates the original IP

packet within another IP packet. It assigns the

care-of-address of the mobile no de to the Desti-

nation Address �eld of the outer IP header, and

then forwards the packet. This packet is deliv-

ered to the F

A currently serving the mobile no de.

The F

A decapsulates the received packet and for-

wards the original IP packet to the mobile no de.

The pro cess b etween the HA and the F

A is called

tunneling b ecause the original IP pack et seems to

enter a tunnel at the HA and go out of the tunnel

at the F A.

3.2 VIP

The basic concept of VIP is separation b e-

tween identi�ers and addresses. VIP provides

seamless no de mobility by mapping b etween

them. In the transp ort and higher layers, a no de

is recognized by an immutable identi�er, not an

address. The network lay er resolves the identi�er

into an address and routes a packet in accordance

with the address. In other words, an identi�er is

used for \what it is" while an address is used for

\where it is". F rom network architecture view-

p oint, this address resolution should exist in a

sublayer in the network layer. VIP can b e con-

sidered as a sublayer of IP

. The VIP header is

implemented as an IP option.

In VIP

, the VIP address is introduced as an

identi�er in addition to the IP address. Since it

was not intended to mo dify TCP/UDP and appli-

cation programs, b oth the VIP address and the

IP address must have the same format. There-

fore, the VIP address can b e used as the default

IP address of the mobile no de identi�ed by the

VIP address. The subnet sp eci�ed by the VIP

address of a mobile no de is called the home subnet

of the mobile no de. The VIP address of the des-

tination no de is resolved into the corresp onding

IP address by the VIP sublayer, which is inserted

b etween the TCP/UDP layer and the IP layer.

F or e�cient address resolution, each no de has

a cache called the AMT (Addr ess Mapping T able).

When a packet is received or forwarded, an AMT

entry for the source no de is created or up dated,

and address resolution for the destination no de

may also b e executed to the pack et. A no de that

executes address resolution is called an address

resolver. An address resolver in the home sub-

net of a mobile no de is called a primary address

resolver of the mobile no de.

There are four routing cases when a no de

transmits a packet to a mobile no de. (1) If the

source no de has the AMT entry for the mobile

no de, address resolution is executed on the source

no de, and then the packet travels the optimal

route. If the source no de do es not have an AMT

entry for the mobile no de, the source no de uses

the VIP address of the mobile no de as the de-

fault IP address. (2) An intermediate no de which

has the AMT entry for the mobile no de executes

address resolution, and then forwards the packet

to the current lo cation. (3) The packet reaches

the home subnet of the mobile no de, and then

the primary resolver executes address resolution.

Mobility Supp ort in IPv6 Pro c. INET ’95 F. T eraok a and K. Uehara

(4) The packet is forwarded to the previous sub-

net by an obsolete AMT entry for the mobile

no de. Since no des in the previous subnet have

the most recent AMT entry by receiving a VIP

control packet when the mobile no de mov ed, the

packet is forwarded to the current lo cation.

3.3 Discussion

Since Mobile-IP was intended to minimize

changes in the current Internet, it has the fol-

lowing problems from the network architecture

viewp oint: 1) violation of the subnet mo del: in

Mobile-IP

, a mobile no de is identi�ed by its home

address. The IP routing mechanism cannot de-

liver IP packets in the subnet to which mobile

no des are connected b ecause mobile no des hav e

unsp eci�ed di�erent home addresses. 2) redun-

dant routing: every packet destined to a mobile

no de reaches the HA of the mobile no de �rst, and

then it is forwarded to the current F

A by using

tunneling. Every packet travels this redundant

route even if a mobile no de and its p eer no de are

connected to adjacent subnets. 3) single p oint

of failure: if a HA crashes, communication with

mobile no des managed by the HA is disabled. 4)

tunneling: an IP packet to a mobile no de is en-

capsulated within another IP header on the HA of

the mobile no de. In a tunnel, the inner IP header

is not pro cessed on intermediate routers.

It might seem that Mobile-IP separates an

identi�er (the home address) and an address (the

care-of-address). Howev er, it do es not. The care-

of-address sp eci�es the lo cation of the F

A, not

the mobile no de, in the Internet. In the subnet

to which the mobile no de is connected, the packet

must b e routed in accordance with the home ad-

dress. A subnet may have mobile no des which

have several unsp eci�ed network numbers. As a

result, it b ecomes imp ossible to route a packet

in such a subnet by using the normal IP routing

mechanism.

VIP is more elegant than Mobile-IP from the

network architecture viewp oint. The cache mech-

anism of VIP allows a no de to transmit a pack et

through the optimal route to the mobile no de.

Although the current lo cation of a mobile no de

is managed by no des in its home network in VIP ,

the cache mechanism also allows a no de to com-

municate with a mobile no de even if the home

network crashes.

4 Prop osed Proto col

The basic concepts and mechanisms of VIP

can b e applied to IPv6. The proto col derived

from IPv6 by applying VIP is called VIPonV6.

As mentioned in Section 3.2, address resolution

functions should exist in a sublayer in the network layer. It is appropriate to incorp orate mobility

functions in IPv6 by using extension headers.

4.1 Header F ormats

As shown in Section 2, there are six types

of extension headers. Extension headers except

for Hop-by-Hop Options header are not exam-

ined until the packet reaches the no de sp eci�ed

by the Destination Address �eld. An advan tage

of the VIP mechanism is routing optimization

by intermediate routers. T o achieve this feature

in VIPonV6, the Hop-by-Hop Options header is

suitable for the header for VIPonV6.

There are two header types in VIP: data and

control. In VIPonV6, two options are added in

the Hop-by-Hop Options header. One option is

for user data while another is for control

1

. Figure

3 depicts the formats of these headers. In b oth

options, the Option Typ e �eld has the value 2x

16

.

This value means that this option is excluded

from integrity computation of the authentication

header b ecause the option data may change along

the path. The Option Data Length �eld has v alue

64 in the option for user data, or 108 in the option

for control.

The option for user data has the following

�elds:

� Source Identi�er: a 128-bit number that

uniquely identi�es the source no de regard-

less of lo cation, i.e., regardless of the source

address in the IPv6 header.

� Source Address V ersion: a 32-bit number

that sp eci�es the version of the source iden-

ti�er/address pair. This number must b e

incremented monotonously when a new ad-

dress is assigned.

� Holding Time: a 32-bit number that sp eci-

�es the time in second a no de should keep

the AMT entry for the source no de of this

pack et.

� Timestamp: a 32-bit num b er that sp eci�es

the time in second when the source no de

transmits this packet. This �eld is used to

preven t replay attack.

� Authentication Data: the result of keyed

MD5 calculation. A 128-bit number that

authenticates the source no de of this packet

and guarantees the integrity of the option

data.

1

hereafter, an IPv6 packet with the mobility option

for user data is called a VIPonV6 data packet,

and an IPv6 packet with the mobility option for

control is called a VIPonV6 contr ol packet.

Mobility Supp ort in IPv6 Pro c. INET ’95 F. T eraok a and K. Uehara

Figure 3: IPv6 mobility options

Figure 4: AMT entry format

� Destination Identi�er: a 128-bit number

that uniquely identi�es the �nal destina-

tion no de regardless of lo cation, i.e., regard-

less of the destination address in the IPv6

header.

� Destination Address V ersion: a 32-bit num-

b er that sp eci�es the version of the destina-

tion identi�er/address pair.

In the option for control, the Identi�er, Ad-

dress, V ersion, Holding Time, and Timestamp

�elds sp ecify the information of a mobile no de

for which an AMT entry should b e created or up-

dated. F or authentication, RSA digital signature

is used in the option for control.

4.2 AMT Entry F ormat

Similar to VIP

, each no de should have an Ad-

dress Mapping T able (AMT) for address reso-

lution. When a VIPonV6 packet is received or

forwarded, an AMT entry for the no de sp eci-

�ed by the Source Identi�er �eld (in case of a

VIPonV6 data packet) or the Identi�er �eld (in

case of a VIPonV6 control packet) is created or

up date. When a packet is transmitted or for-

warded, the destination address is mo di�ed if an

appropriate AMT entry for the destination no de

exists. Figure 4 shows the format of AMT entry

in VIPonV6.

4.3 Authentication

The goal of authentication in VIPonV6 is to

prevent imp ersonation by using the identi�er of

another no de. T o achieve this goal, in case of

the VIPonV6 data packet, the identi�er/address

pair of the source no de must b e authenticated

on a no de that receives or forwards the packet

b efore creating or up dating the AMT entry

. In

case of the VIPonV6 control packet, the identi-

�er/address pair of the target no de must b e au-

thenticated.

Authentication mechanisms are based on

cryptography

. There are two kinds of cryptosys-

tems: the secret-key cryptosystem (or the sym-

metric cryptosystem) and the public-key cryp-

tosystem (or the asymmetric cryptosystem). In

the former, b oth the sender and the receiver share

the same secret key

. In the latter, the encryption

key and the decryption key are di�erent. The en-

cryption key is made public while the decryption

key must b e kept secret. DES[4] is categorized as

a secret-key cryptosystem, while RSA[7] is cate-

gorized as a public-key cryptosystem. Other than

cryptography

, a kind of checksum algorithm with

a secret key such as keyed MD5[6] can also b e

used for authentication.

One of the advantages of VIPonV6 is to al-

low AMT entries to propagate across the Inter-

net for routing optimization. T o create authen-

ticated AMT entries on intermediate no des, it is

necessary for each intermediate no de to share the

session key of each source no de if the secret-key

cryptosystem is applied. How ever, this is imprac-

tical. Therefore, in VIPonV6, keyed MD5 is ap-

plied only to end-to-end authentication while the

public-key cryptosystem (RSA digital signature)

is used for authentication on intermediate no des

as shown in Figure 3. In Figure 3-(a), the hatched

�elds and the Source Address �eld of the IPv6

header are included in calculation of keyed MD5.

In Figure 3-(b), the hatched �elds are included in

Mobility Supp ort in IPv6 Pro c. INET ’95 F. T eraok a and K. Uehara

Figure 5: Packet ows up on no de moving

calculation of digital signature.

4.4 Connecting to a Subnet

A mobile no de obtains a temp orary address

when it is connected to a subnet, and then it

transmits a VIPonV6 control packet to its home

subnet to register the current address with the

home subnet. This pack et includes RSA digital

signature in the Authentication Data �eld. An

intermediate no de forwarding this packet creates

or up dates the AMT entry for the mobile no de

after authenticating the packet. The primary ad-

dress resolver in the home subnet also forwards

the packet to the subnet to which the mobile no de

was previously connected (see Figure 5). A mo-

bile no de p erio dically transmits a VIPonV6 con-

trol packet to its home subnet.

4.5 Data communication

Similar to VIP

, there are four routing cases

when a no de transmits a packet to a mobile no de

(see Figure 6). (1) If the source no de has the

AMT entry for the mobile no de, address resolu-

tion is executed on the source no de, and then the

packet travels the optimal route. If the source

no de do es not have an AMT entry for the mobile

no de, the source no de uses the identi�er of the

mobile no de as the default address. (2) An inter-

mediate no de which has the AMT entry for the

mobile no de executes address resolution, and then

forwards the packet to the current lo cation. (3)

The packet reaches the home subnet of the mo-

bile no de, and then the primary resolver executes

address resolution. (4) The packet is forwarded

to the previous subnet by an obsolete AMT entry

for the mobile no de. Since no des in the previ-

ous subnet have the most recent AMT entry as

describ ed ab ove, the pack et is forwarded to the

current lo cation.

Figure 6: Packet ows in data communication

5 Discussion

5.1 Overhead

The basic IPv6 header is 40 o ctets long. The

Hop-by-Hop options header including only the

mobility option for user data is 72 o ctets

2

long.

This increase of the header length will reduce the

throughput of application layer data.

A mobile no de p erio dically transmits a control

packet to its home subnet. The control packet

is 152 o ctets long. Assume that a mobile no de

transmits a control packet every t second. The

control packet communication consumes 152 � 8=t

= 1216=t bps bandwidth. If t is �ve minutes, the

control packet communication consumes only 4

bps p er mobile no de.

Up on forwarding or receiving a VIPonV6

packet, the no de may authenticate the source

no de of the packet for AMT up date. In case of

the VIPonV6 data packet, the forwarding no de

must calculate keyed MD5 if it has the secret key

of the source no de. In case of the VIPonV6 con-

trol packet, the forwarding no de must decrypt the

digital signature. This pro cessing requires much

time in comparison with communication time. If

authentication checking is executed b efore packet

forwarding on each router on the path, communi-

cation time will b ecome much larger. This over-

head can b e avoided if authentication checking

and AMT up date are executed as a background

job. F or example, assume that a daemon pro-

cess is running in the user space of the op erat-

ing system for authentication checking and AMT

up date. Up on forwarding a VIPonV6 packet, the

proto col handler immediately forwards the packet

after triggering the daemon.

2

although the length of the entire mobility option

for user data is 68 o ctets, each extension header of

IPv6 must b e an integer multiple of 8 o ctets long.

Mobility Supp ort in IPv6 Pro c. INET ’95 F. T eraok a and K. Uehara

5.2 Robustness of Authentication

Assume that a mobile no de is connected to a

subnet and communicates with other no des. An

attacker can obtain examples of a pair of plain

data and its MD5 from VIPonV6 data packets.

Therefore, the robustness of the VIPonV6 data

packet authentication dep ends on the robustness

of keyed MD5 against \known-plain-text attack".

The mobile no de p erio dically transmits a

VIPonV6 control pack et to its home network.

Since the mobile no de inserts a random number

in the plain data for the RSA digital signature,

an attacker cannot �nd out the pair of plain data

and its encrypted data. Therefore, the robust-

ness of the VIPonV6 control packet authentica-

tion dep ends on the robustness of RSA against

\cipher-text-only attack". The robustness of the

cryptosystem itself is b eyond the scop e of this pa-

p er.

5.3 Key Distribution

VIPonV6 do es not include a key distribution

proto col. F or the RSA digital signature, public

keys must b e obtained on demand. The name

server is a candidate of the public key distribu-

tion server. F or this purp ose, it is necessary to

add a new record type to the name server system,

which indicates the public key of a no de. In addi-

tion, communication with the name server must

b e secure. Since IETF is working on secure com-

munication with the name server, its result will

b e employed for public key distribution by the

name server. In keyed MD5, the secret key must

b e shared b etween p eer no des. F or this purp ose,

the algorithms in [3, 8, 10] can b e used.

6 Quick Resumption of TCP Com-

munication

TCP cannot distinguish no de disconnection

from network congestion. A corresp ondent no de

of a mobile no de cannot recognize disconnec-

tion/reconnection of the mobile no de. If retrans-

mission of TCP packet o ccurred while the mobile

no de was disconnected, the corresp ondent no de

do es not resume transmission of data packets un-

til its retransmission timer expires. This section

prop oses extending the TCP state transition dia-

gram to include host mobility .

6.1 Extending the State T ransition

Diagram

Figure 7 depicts the TCP state transition

diagram[5]. This diagram do es not take no de mo-

bility into account. T o allow TCP communication

to resume quickly up on no de reconnection, the

EST AB state of the diagram should b e extended.

In Figure 8, the EST

AB state is expanded to six

states: EST

AB, R-DISCONN, DISCONN, DISC-

ACK W

AIT, DISC-IND W

AIT, and CONN-ACK

W AIT. State transition among these six states

o ccurs due to no de connection and disconnec-

tion. F or the state transition among these six

states, four new control messages should b e added

in TCP: CONN, CONN-ACK, DISC, and DISC-

ACK.

There are many p ossible scenarios for no de

connection/disconnection. This pap er chooses

the following tw o cases and describ es the state

transitions according to Figure 8.

Case 1. No de X is suddenly disconnected

from the netw ork, and is then reconnected to the

network when no des X and Y are communicating

with a TCP connection. This event will o ccur

when no de X is connected to an Ethernet and

moves to another.

Case 2. Before disconnection from the net-

work, no de X prepares for it, and is then re-

connected to the network when no des X and Y

are communicating with a TCP connection. This

event will o ccur when no de X enters the area over-

lapping b etween two radio cells, and it changes

from the current cell to the new cell.

In case 1, the state of no de X transfers from

EST AB to DISCONN when no de X is discon-

nected from the network. The state of no de Y

remains unchanged (EST

AB) b ecause there is no

means for no de X to notify no de Y of its dis-

connection. When no de X is reconnected to the

network, it transmits a control pack et CONN to

no de Y and its state transfers from DISCONN

to CONN-ACK W

AIT. When no de Y receives

this CONN packet, it transmits a control pack et

CONN-ACK to no de X and re-initializes the pa-

rameters of the TCP connection to no des X.

When no de X receives the CONN-ACK pack et,

the state of no de X transfers from CONN-ACK

W AIT to EST

AB, and no de X re-initializes the

parameters of the TCP connection to no de Y.

In case 2, let us assume that the physical layer

or the data link layer can detect the event which

is no de X entering the area overlapping b etween

the two cells. When no de X receives a signal

for disconnection from the lower layer, it trans-

mits a control packet DISC to no de Y and the

state of no de X transfers from EST

AB to DISC-

ACK W

AIT. When no de Y receives this DISC

packet, it transmits a control packet DISC-ACK

to no de X and the state of no de Y transfers

from EST

AB to R-DISCONN. When no de X re-

ceives the DISC-ACK packet, the state of no de X

transfers from DISC-ACK W

AIT to DISC-IND

W AIT. When no de X disconnected from the net-

Mobility Supp ort in IPv6 Pro c. INET ’95 F. T eraok a and K. Uehara

Figure 7: State transition diagram of a TCP connection[11]

Figure 8: State transition diagram of an established transp ort connection

Mobility Supp ort in IPv6 Pro c. INET ’95 F. T eraok a and K. Uehara

work, its state transfers from DISC-IND W

AIT to

DISCONN. When no de X is reconnected to the

network, it transmits a control packet CONN to

no de Y and its state transfers from DISCONN

to CONN-ACK W

AIT. When no de Y receives

the CONN packet, it transmits a control packet

CONN-ACK to no de X and its state transfers

from R-DISCONN to EST

AB, and it then re-

initialize the parameters of the TCP connection

to no de X. When no de X receives the CONN-

ACK packet, its state transfers from CONN-ACK

W AIT to EST

AB, and it then re-initializes the

parameters of the TCP connection to no de Y.

In case 1, no de Y continues to transmit pack-

ets while no de X is disconnected. However, no de

Y can resume the communication as so on as no de

X is reconnected. In case 2, since no de Y can de-

tect the disconnection of no de X, no de Y can sus-

p end the transmission while X is disconnected. In

addition, no de Y can resume the communication

as so on as no de X is reconnected.

6.2 Simpli�ed Mechanism

Considering compatibility with existing TCP

implementations, a simpli�ed mechanism should

b e introduced in VIPonV6, instead of implement-

ing the prop osed mechanism in TCP

. When a mo-

bile no de is reconnected to the network, it trans-

mits a VIPonV6 control packet to the p eer no de

of each active TCP connection and re-initializes

its parameters. When a no de receives a VIPonV6

control packet and �nds that the p eer no de has

just b een reconnected to the netw ork, the receiv-

ing no de re-initializes the parameters of active

TCP connections to the mobile no de.

7 Conclusions

This pap er prop oses VIPonV6, a proto col pro-

viding no de mobility in IPv6. VIPonV6 adds tw o

options in the Hop-by-Hop extension header as

the VIPonV6 headers. One is for user data and

another is for control. Authentication mecha-

nisms of VIPonV6 allow each no de to have au-

thenticated cache of mapping information. This

cache mechanism achiev es routing optimization.

This pap er also prop oses extensions of TCP to re-

sume communication immediately when a mobile

no de is reconnected. W e are implementing IPv6

on an op erating system based on BSD-UNIX. W e

plan to implement VIPonV6 on our IPv6 imple-

mentation.

Acknowledgmen t

The authors thank Prof. Jun Murai and the

members of the WIDE Pro ject for their valuable

discussion on the design of VIPonV6 and its au-

thentication mechanisms.

References

[1] R. C� aceres and L. Ifto de. The E�ects of Mo-

bility on Reliable T ransport Proto cols. In

Pro c e e dings of the 14th International Con-

ferenc e on Distributed Computing Systems,

pp. 12{20, June 1994.

[2] F. Kastenholz and C. Partridge. T e chnic al

Criteria for Choosing IP:The Next Gener a-

tion (IPng), December 1994. RFC 1726.

[3] R. M. Needham and M. D. Schroeder. Using

Encryption for Authentication in Large Net-

works of Computers. CACM, V ol. 21, No. 12,

pp. 993{999, December 1978.

[4] National Bureau of Standard. Data Encryp-

tion Standard, January 1977. F ederal Infor-

mation Pro cessing Standards Publications,

46.

[5] J. Postel. T r ansmission Contr ol Proto c ol,

September 1981. RFC 793.

[6] R. Rivest. The MD5 Message-Digest Algo-

rithm, April 1992. RFC 1321.

[7] R. Rivest, A. Shamir, and L. Adelman. A

Metho d for Obtaining Digital Signatures and

Public-Key Cryptosystem. CACM, V ol. 21,

No. 2,, F ebruary 1978.

[8] J. G. Steiner, C. Neuman, and J. I. Schiller.

Kerb eros: An Authentication Service for

Op en Netw ork Systems. In Pro c e e dings of

USENIX Winter Conferenc e, F ebruary 1988.

[9] F. T eraok a, K. Uehara, H. Sunahara, and

J. Murai. Vip: A proto col providing host

mobility

. CACM, V ol. 37, No. 8, pp. 67{75,

August 1994.

[10] S. Y amaguchi, K. Okayama, and H. Miya-

hara. Design and Implementation of an Au-

thentication System in WIDE Internet Envi-

ronment. In Pro c e e dings of the 5th IEEE Re-

gion 10 International Conferenc e, pp. 653{

657, September 1990.

Author Information

F umio T eraok a is a researcher of Sony Com-

puter Science Lab oratory Inc. Current research

interests include computer networks, op erating

systems, and distributed pro cessing.

Keisuke Uehara is a researcher of Keio Univer-

sity

. Current research interests include computer

networks, op erating systems, distributed �le sys-

tems and programming languages.