MMMGateProc. INET ’95M. Bogen and A. KrechelMMMGate - Enabling Overall Multimedia MessagingManfred A. Bogen <Manfred.Bogen@gmd.de>Arnold Krechel <Arnold.Krechel@gmd.de>KeywordsMultimedia, Electronic Mail, MIME, X.400,BERKOM, Global Store, External References,TeleservicesAbstractElectronic mail is one of the most popular value-added services in networking today. It is the basis formany multimedia applications, it belongs to theenabling technology for computer-supported co-operative work (CSCW) and it is a built-in feature ofmany desktop applications like text editors, wordprocessors or presentation programs.Up to now, messages and e-mail services aremostly text- and ASCII-based. With the availabilityand high user acceptance of multimedia-basedservices, the need for the transport of multimediaobjects arises even in message-based applications.In the BERKOM environment, a PTT-drivenproject to realise the communication infrastructure ofBerlin, a superset of the X.400 protocol has beenimplemented to overcome deficiencies of presentX.400 and the handling of large multimediamessages has been defined. GMD has been awardedby the DFN association being responsible for majormail components within the BERKOM environmentto implement a multimedia mail gateway in thiscontext.In this paper the development of this gateway(MMMGate), is described. Major attention is paidto the handling of large multimedia messages, themanagement of partial messages and the co-operationwith a global store. The experiences made and theplanned embedding of the gateway into the nationalmultimedia reference centre and into user-drivenprojects is presented finally.1IntroductionIn this paper we assume a certain familiarity ofthe reader with e-mail protocols and formats likeX.400, SMTP and MIME. Its structure is asfollows: Section 1 provides the background whyoverall messaging and multimedia are needed today.Section 2 describes the MMMGate development. Insection 3 we present our experiences and ideas aboutthe future of MMMGate.1 . 1 Why Multimedia?More and more companies world-wide areorganised following decentralisation principlesgiving more responsibility to individual groups (e.g.cost centres). Working groups and collaborativeteams thereby need new communication and co-operation facilities which are more efficient, lessexpensive and more reliable than the traditionalcombination of telephone, fax and travelling. Thegoal is to improve the quality of work and theproductivity of the teams and to strengthen thecompetitiveness of the company. Multimedia is/ arepart of this process.People get 80% of information by sight, 11% byhearing and 3.5% by smell (which is not supportedby any multimedia format today). From thisinformation they retain 20% of the information theysee and 30% of the information they hear [1]. Thismeans that people heavily rely on images in theirinformation acquisition and that exchangingmultimedia information is efficient. The price to payare increased storage and bandwidth requirements(table 1).Table 1: Document LengthsContentK i l o B y t e s text30 text and graphics200 stored video clips> 1.000 interactive video clips> 1.000/min

Multimedia can be classified as interactive andreal-time on one side and message-oriented andasynchronous on the other side. Speaking about e-mail in the following we restrict ourselves to thelatter category as message-oriented multimediaobviously is based on message transfers. Thesemessages are called compound, hyper or multimediadocuments as they not only contain the informationitself but also structural information about thedocument. Multimedia documents can contain- word-processed text,- revisable graphics,- images,- fax,- spreadsheets,- CAD drawings,- digitised voice,- audio clips and- video clips.1 . 2 Overall MessagingIn the previous chapter we saw that the exchangeof multimedia information and documents is a musttoday. This is especially true for electronic mail (e-mail) applications as e-mail is the most widely usedInternet service today and is part of many CSCWapplications being responsible for the transport anddistribution of information. About 45 million usersare estimated to use it. Its high acceptance is

MMMGateProc. INET ’95M. Bogen and A. Krechelsomewhere between telephone and fax machines. Itis the basis for communication and co-operationworld-wide. Electronic mail systems are available fornotebooks, mainframes and everything in between.Figure 1: Overall Messaging Model

E-Mail ContextE-mail Service/E-mail BackboneDesktopSystemDesktopSystemEnterpriseSystemEnterpriseSystemDesktopSystemEnterpriseSystemWe can classify e-mail systems into threedifferent categories depending on their operation(figure 1):- desktop systems,- enterprise systems,- backbone systems.In the local area networks people use desktop andenterprise e-mail systems, in the wide area networksenterprise and backbone e-mail systems.Most of the desktop e-mail systems likeQuickMail, Microsoft Mail, Lotus cc:Mail, orNOVELL Global MHS use proprietary, non-standarde-mail protocols and formats internally. Thereby it ispossible to offer a functionality and complexity forend users which is perfectly adopted to theproprietary architecture and system.For the path through wide area networks they usedirectly, through gateways or through their enterprisee-mail systems (figure 1) SMTP and X.400 for themessage transport. The same applies to CSCWsoftware like Lotus Notes or Microsoft Exchangewhen they use embedded e-mail capabilities. Forenterprise and backbone systems SMTP and X.400is a must. By using SMTP and X.400 as openstandards in the enterprise and backbone systems thee-mail backbone is kept simple.In spite of the simplicity of the backbone, thesesystems must support multimedia body partsbecause otherwise the enhanced functionality of thedesktop systems and information as such would belost by passing the e-mail backbone.The effective handling of large messages (seetable 1) may not be important within anorganisation in a local area network and individualsolutions are acceptable here. But it becomes veryimportant for world-wide enterprises in wide areanetwork and for people using the e-mail backbone.Due to the simplicity principle open solutions haveto be implemented here too.[RFC1521] enhances the old format of ARPAInternet text messages [RFC822] without changingthe related SMTP [RFC821], i.e. withoutimplications on the message transfer- to carry multimedia information effectively,- "to permit the fragmented transmission ofbodies that are thought to be too large to bepassed through mail transport facilities,"- to specify "large bodies by reference to anexternal data source."These capabilities to handle large messages withmultimedia body parts effectively are important forthe quality of e-mail systems [2]. The questionwhich arises immediately: does X.400 as secondopen standard in a simple e-mail backbone supportsimilar capabilities? The answer is: [X.400-84,X.400-88] does not. The multimedia body typesare supported in principle, however the precisedefinitions are still missing ("for further study").1 . 3 The BERKOM EnvironmentThese problems and deficiencies have beeninvestigated and solved by the BERKOM people [3].They invented X.400(BERKOM), a kind ofmultimedia-capable X.400-88 protocol, takingalmost the same approach as the MIME people, i.e.without changing the underlying message transferprotocol (X.400-P1) but using the X.400-88 basicbody part externally-defined for their extensions.Figure 2: The BERKOM Multimedia-MailTeleservice

MMM UA (originator)MMM UA (recipient) extend/transferextend/transferGlobal Store Server produce/reserveresults/errors

ERPSERDTSERDTSE

Reference ManagerERPSEresults/errorsresults/errorsservice elementstoresystem componentaccess (local)communication(remote)

Reference Manager

User Interface submitdeliver

Store Manager

Reference ManagerIPM UAEditor/Viewer/ConverterEditor/Viewer/ConverterIPM UAX.400ERPSEUser Interface

RDTSE

MMMGateProc. INET ’95M. Bogen and A. KrechelThe BERKOM Interpersonal Messaging Service(IPMS) is part of the BERKOM Multimedia MailTeleservices (figure 2) and it supports (externally-defined) body parts for- audio (G.711)- audio-video (MPEG)- compound documents (PostScript)- external reference [DOR]- image (IIF)- link (Clear Text)- binary (for anything not defined above)Other Basic Body Part Types used in BERKOMare ia5text and message.A mechanism (reference manager) wasimplemented to handle external references in messagebodies via distinguished object references (DORs)[DOR] and to access a globally available storeservice, the global store server.1 A special ISO filetransfer protocol, Referenced Data Transfer [RDT], isused for all components of the external referencemechanism.As long as the BERKOM people onlycommunicated with partners in the BERKOM andnative OSI world, everything worked fine. Finally itwas decided to enable interoperability with the largeInternet community.2The MMMGate DevelopmentThe DFN association, Verein zur F�rderung einesDeutschen Forschungsnetzes, was a co-operationpartner in the BERKOM project from the earlyyears. They signed responsible for mail aspects andespecially for a multimedia mail gateway(MMMGate) called "X.400(88-BERKOM)-X.400(88-MIME) gateway" in the beginning.MMMGate should offer the following functionality:¥ mail gateway between X.400-88 andSMTP/MIME¥ mail gateway between X.400(MIME) andX.400(BERKOM)¥ conversion of multimedia messages withdifferent body parts¥ file transfer gateway between RDT and FTP¥ handling of externally-defined body parts(BERKOM)¥ handling and mapping of external references¥ co-operation with the global store serverThe plan was to base the development on agateway specification written by a national expertgroup [4]. IC Release 2.0 with ISODE and PPshould be the implementation platform for the mailpart as PP already offered an X.400-88 to MIMEgateway. The gateway should run under UNIX andthe development should take 6 months.

1 An external reference is similar to MIME aglobally unique identification of the stored data(server, file, directory, access type ...).The DFN association started a call for tender inDecember 1993. A GMD consortium, consisting oftwo GMD groups (the FOKUS institute in Berlinand the Research Department for NetworkEngineering (NW) in Sankt Augustin2) and theFraunhofer Institute for Computer Graphics inDarmstadt, was awarded in March 1994. The projectstarted in July 1994 and was finally completed inMay 1995 after the approval of the results by theDFN association and the DFN multimediateleservices reference centre at the TechnicalUniversity of Dresden. The Fraunhofer Institute wasresponsible for the development of graphicconverters, GMD’s FOKUS institute in Berlin forthe file transfer component and the NW group for themail component and project management.2 . 1 The MMMGate DesignAt first, a new version of the gatewayspecification had to be written incorporatingcomments to the early specification, experiences inanswering the call for tender and changes (newdefinitions) which had happened in the meantime inthe BERKOM context. Apart from that, thespecification looked quite different for us now thatwe had to implement it and we did it in parallel tothe first tests and implementation steps.2.1.1The MMMGate ArchitectureMMMGate was designed to consist of threecomponents (figure 3):- an enhanced PP (X.400-88 MTA+) beingresponsible for the handling of X.400-84,X.400-88 and SMTP messages.- a mail component (Mail-GW) being responsiblefor the conversion of individual body parts, thehandling of the generic message structure andthe processing of partial messages following[RFC1521].- a file transfer component (FT-GW) offeringgateway functionality between FTP and RDTand access to the global store.Following the specification MMMGate shouldlogically be located in between X.400 andX.400(BERKOM). We decided to respect this in ourdesign strictly. The gateway from X.400 toX.400(BERKOM) should be called if and only if amessage has to be sent to a BERKOM MTA (viaX.400) and has arrived at the current MTA from anon-BERKOM SMTP or X.400 MTA. The otherway round an X.400 message from BERKOMshould pass the X.400(BERKOM) to X.400 gatewayif and only if it has been accepted from a BERKOMMTA and has to be sent to a non-BERKOM MTAvia SMTP or X.400. Both parts of the gateway

2 We had been and still are responsible for theestablishment and operation of DFN multiprotocolvalue-added services.

MMMGateProc. INET ’95M. Bogen and A. Krechelshould operate on the complete P22 content of themessages.Figure 3: MMMGate Architecture and Embedding

X.400-88-MTA

X.400-84-MTAX.400-88-UA

FTPServer

X.400-84-MTA

XRMFTPXRMFTPMMMGateX.400-88 MTA +FT-GWMail-GW

File TransferMailOSIBERKOMInternetMIME UASMTPX.400-84 UAX.400-88 UAX.400-84 MTAX.400-88 MTASMTPX.400-84 MTABERKOM UAX.400(BERKOM) MTAX.400(BERKOM) MTAGlobalStore2.1.2About Messages and Body PartsThough most of the gateway’s conversions couldhave been done on the level of body parts, followingthe PP philosophy, we detected that for internalreasons PP was not at all inclined to manage allconversations desired and we found two situations inwhich the gateway really needs the contents of theheading part of the P22 message:- The MIME to X.400 gateway part getsconfused if it detects rfc987 heading extensionsaccording to [RFC1327] which do notcorrespond to the contents of the mail.Therefore these heading extensions have to beremoved as soon as the operation of the gatewayleads to deviations between heading extensionsand the contents of the message.- The partial message assembler (to be describedin the next section) needs the whole of thepartial message (heading and body) for theassembly of a message.We finally wanted the gateway to operateprimarily, i.e. by default on body part leveleventually thus following more the philosophy ofPP.2.1.3MIME Partial MessagesThe treatment of MIME partial messages has notbeen included in the MIME to X.400 gateway of PPIC Release 2.0. According to the implementors ofthis gateway there are no plans to incorporate thehandling of partial message in a future release. Theyconsider partial messages to be a mistake and arguelike this:- How long should a gateway store the differentparts of a message if not all of them havearrived? A day? A week? A month?- Partial messages to a certain destination mayarrive via different routes to the final recipient.It’s only the final destination UA which may besure to see all the different components of apartial message. Therefore it should be the taskof the UA to assemble partial messages.- UAs very often run on small systems andshould not bear the burden of complex time andstorage consuming operations like thereassembly of partial messages.Though we saw their points as well we had todeal with the problem of partial messages at ourgateway as the BERKOM community is purelyX.400 located and will never have any knowledge onMIME partial messages.The overall design of the partial messageassembler is a client/server architecture (figure 4).A MIME partial message content part will bemapped to a Generic MIME defined Extended BodyPart (GMEBP) in X.400 by PP’s MIME gatewayaccording to [RFC1494,RFC1495]. If the BERKOMgateway detects such a body part in the P22 contentof the message (using the content-type and content-parameters of the parameter part of the GMEBP (see

MMMGateProc. INET ’95M. Bogen and A. Krechelparagraph 5.2 [RFC1494])) several steps will beperformed.Figure 4: Handling of Partial MessagesPP MIME-GatewayBERKOM-Gateway pmacli

BERKOM pmaservcmfservcmsubmit partial messages via TCPintermediate messagecontaining composedbodies via TCPcomposed(pseudo)messagevia X.400�nishedMIMEmessage

MIME pmaserv: partial message assembler serverpmacl: partial message assembler clientcmfserv: composed message forwarding servercmsubmit: composed message submitter1. The set of P1 recipients for which the MTA isresponsible is determined by pmacli. Thisinformation together with the message (P22content) is sent via TCP to the partial messageassembler pmaserv.2. If the partial message has been delivered topmaserv, it must be removed from PP. This isdone by setting the responsibility bits for all P1recipients to false implicitly.3. Steps 1. to 2. are repeated until all the differentcomponents that sum up to the complete messagehave been received by pmaserv which is now ableto assemble the message to an intermediate result.The result of this assembly is an X.400 messagewith the following drawbacks:a) The body of the message is a X.400-88 GMEBPconsisting of the whole of the partial message asif having been gatewayed as number 1 of a partialmessage consisting of a single component(number=1,total=1 according to [RFC1521]).b) The header mixing as described in [RFC1521] hasnot taken place and the content of the partialmessage has not been affected. The message willbe sent/resubmitted to the set of P1 recipients asin 1.The information on these P1 recipients is passedto the steps 4 and 5 which have to follow now.4. The preliminary assembled message of step 3 issent via TCP to cmfserv which is responsible forthe further processing. The message is passed toPP in such a way that it will traverse the PPgateway from X.400 back to MIME.5. The resulting MIME message looks now like aMIME partial message consisting of one singlecomponent. The header mixing will now takeplace so that the reassembled MIME message canbe produced. cmsubmit resubmits the MIMEmessage to the list of P1 recipients determined instep 3.The advantages justifying the additional overheadto simpler solutions with respect to implementationeffort and system resources are as follows:- Only if partial messages arrive at the X.400side and are destined for the BERKOMcommunity the message will be reassembled.- Incoming partial messages may arrive viaX.400 or SMTP and thus may have takendifferent routes. Nevertheless they can bereassembled.- If several instances of MMMGate are inoperation pmaserv could be located on adedicated system thus eliminating the differentroute problem completely.- Simply as a matter of configuration of PP theimplementation of the partial messageassembler allows the assembly of partialmessages for any other community.2 . 2 The MMMGate ImplementationWe had to modify PP’s SUBMIT process slightlyin order to make sure the behaviour of PP asindicated in figure 5.Figure 5: Modification of PP forMMMGateOutbound Channels

SUBMIT

X.400(88-BERKOM)X.400(88) berkomtop22p22toberkomX.400(88)X.400(88-BERKOM)

FilterFlattenerExploder

Inbound ChannelsQMGRQueuesFor an incoming X.400 message PP computesit’s internal routing on a per recipient basis accordingto the encoded information types contained in the P1envelope of the message and it’s configuration. Foreach recipient the internal routing consists of a listof PP channels. These channels process the messagein turn under control of PP’s queue manager QMGR.To the list of channels computed by the SUBMITprocess we had to add our gateway channel (from

MMMGateProc. INET ’95M. Bogen and A. KrechelX.400 to X.400(BERKOM) or vice versa dependingon the concrete situation).This could be achieved by a single subroutinecall which had to be inserted in the PP sources.Along with this we assigned the queue id of themessage to an additional global variable which isused by the FTP/RDT part of the gateway for the co-operation and communication of non-correlatedprocesses operating on the same message.Our modifications of PP could remain very smalland should not lead to real problems when adaptingthe gateway to subsequent releases of PP.2 . 3 The Functionality of MMMGateIn the following we highlight only some aspectsof the MMMGate functionality.2.3.1 Body PartsTables 2 to 4 show the functionality as far as themapping of the different body parts is concerned.Table 2: MIME to X.400(BERKOM)MIME Body Parts[RFC1521]X.400(88) Body Parts[ R F C 1 4 9 4 / 1 4 9 5 ] X.400(BERKOM) Body Parts [5] text/plain; charset=iso-8859-xEBP-General Textmessage with two body parts: IA5Textand EBP-generaltext (in link bpdescription alternative) multipart/mixedmessage; Heading Extension mixedsummary/description in link bp multipart/digestmessage; Heading Extension digestsummary/description in link bp multipart/alternativemessage; Heading Extensionalternativesummary/description in link bp multipart/parallelmessage; Heading Extensionparallelsummary/description in link bp message/partialGMEBP; Heading Extensionpartial-messagethe message will be composed andmapped.

Table 3: X.400(BERKOM) to MIMEX.400(BERKOM) Body Parts[ 3 ] X.400(88-MIME) Body Parts[ 5 ] MIME Body Parts[ R F C 1 4 9 4 / 1 4 9 5 ]

BEBP-linkia5Texttext/plain

Table 4: Reversible MappingsMIME Body Parts[RFC1521]X.400(88-MIME) Body Parts[ R F C 1 4 9 4 / 1 4 9 5 ] X.400(BERKOM) Body Parts [5] text/plain;charset=us-asciiia5Textia5Text message/rfc822message BPmessage BP message/external-bodyGMEBPBEBP-External Reference(DOR) application/octet-streambilaterally-definedBEBP-Binary application/postscriptMEBP-postscriptBEBP-document (postscript) image/gifMEBP-gifBEBP-Image (IIF - Colour look up table,uncompressed) image/jpegMEBP-jpegBEBP-Image (IIF-greyscale orJPEG-coloured) audio/basicGMEBPBEBP-audio (G.711) video/mpegGMEBPBEBP-audio-video (mpeg) image/g3faxG3-facsimileBEBP-Image application/x400-bp(g4-class1)g4-class1BEBP-Image

MMMGateProc. INET ’95M. Bogen and A. Krechel2.3.2 External ReferencesOn the message originator’s request largemessages or body parts are stored in a file server orthe BERKOM global store and only an externalreference pointing to the file store or the global storeis passed through to the recipients of a message. It istheir choice afterwards whether they want to fetch itor not. Figures 6 and 7 show the operation of thegateway in both directions, from MIME toBERKOM where a MIME extended reference (MEX)is translated to a BERKOM distinguished objectreference (DOR) and from BERKOM to MIME.Figure 6: External References at the Mail-GW (MIME2BERKOM)X.400MIMEBERKOMExternalReference(DOR)MIMEExternalReference(MEX)

FTP ServerDATA gw_mex2dorFT-GWRDT AccessFTP Access

Mapping the referenceFetching the referenced dataStoring the referenced dataFigure 7: External References at the Mail-GW (BERKOM2MIME)gw_dor2mexX.400MIME

Global Store

DATA

BERKOMExternalReference(DOR)MIMEExternalReference(mex)

FT-GWRDT AccessFTP Access

FTPAccount

<file>.dor

Figure 8 shows the operation of the FT-GW aftera MIME external reference (MEX) was translated to aDOR: the recipient of the message in the BERKOMenvironment decided to fetch the referenced data. Theexternal reference manager (XRM) opens as RDT-client a connection to the FT-GW. The XRM at thegateway takes all the data needed in the DOR andopens an FTP connection as FTP client to the targetFTP server. From there the data are sent back to thegateway. They have to pass the gateway’s mailcomponent (Mail-GW) in order to assure the samemapping functionality as for messages. Then theyare sent as BERKOM data to the BERKOM RDT-client having started the whole process.Figure 8: External References at the FT-GW (X.400)

RDT (DOR)

BERKOM DataMIME DataFTP (filename)

RDTSEFTPClientXRM ServerFTP-ID

1234567X.400-BERKOM MIME

DORMMMGateMail-GW

Figure 9 shows the operation of the FT-GW aftera BERKOM DOR was translated to a MEX: theprocedures are analogous.Figure 9: External References at the FT-GW (MIME)

FTP (DOR-fn)

124657

MIME X.400-BERKOM

3MMMGateMail-GWMIME DataBERKOM DataFTPServerRDTClientFTP Account

2.3.3 Conversion of the MessageStructureMIME allows to structure messages by thecontent types multipart/mixed, multipart/alternative,multipart/digest, multipart/parallel, and message/rfc.MMMGate transforms these body parts to a bodypart of type message and puts the information of themessage structure into a Heading Extension.The gateway component responsible for theconversion of the message structure uses thisHeading Extension to check whether it is a body partof type message/rfc822 or multipart. In the lattercase or if a message contains a multipart message, aMIME Heading Extension, a BERKOM Link Partand a message summary (figure 10) are produced.

MMMGateProc. INET ’95M. Bogen and A. KrechelFigure 10: BERKOM Message SummaryTHIS IS A BODY PART GENERATED BY THE BERKOMMIME GATEWAYType nowMIME TypeLevelBP No-multipart/mixed1 ia5texttext/plain23audio_g711_dataaudio/basicmodified by GW24image_iif_dataimage/gifmodified by GW252 . 4 Testing MMMGateIn order to have a clean test environment withoutidentical components, especially ISODE and PP,influencing each other we built up a configurationwith two different machines (figure 11). TheBERKOM UA in particular could not be used asSMTP mail user agent.Figure 11: MMMGate Test Configuration

ISODEIC 2.0 SMTPMIME-UA:PPISODEIC 2.0PP

GlobalStore

FTPServerZ-Mailelm ...xRefBERKOM-UAFTP Client

RDTFTP baloo.gmd.debagheera.gmd.deMail-GWFT-GWX.400-88

X.400++After the gateway development itself weadditionally performed some negative and stresstesting with multimedia messages containingmultipart/mixed with external references, GIF,JPEG, and PostScript body parts with the followingresults:- MMMGate as a server is as robust as theunderlying ISODE and PP software,- the new parts can slow down the performancecompared to an unmodified PP system for about17%,- we were able to pass 300-400 multimediamessages per hour through MMMGate,- in handling hundreds of multimedia messagesthe gateway is able to consume up to 80% ofthe CPU power of a Sun Sparc Station 10/41easily,- we discovered some software bugs in theseadditional tests but no bottlenecks in ourimplementation.3�Results and ExperiencesDuring the project lifetime the following resultshave been delivered:- a revised version of the first gatewayspecification [5],- the gateway software as such (one compressedfile) including a collection of small test tools,- the combined installation manual and programdescription [6] which will be published as GMDArbeitspapier soon,- an assessment of the underlying PP software tobe MIME-X.400-88-compliant3,- a wish list and alternative solutions for thefuture improvements of MMMGate,- the final report, and- some presentations on national andinternational level.Apart from that we are planning an article in oneof the next editions of the DFN Mitteilungen.3 . 1 Lessons learntAfter the MMMGate development we knowmore, as expected, about multimedia messaging,software development in a group and the team workin a consortium.3.1.1Multimedia MessagingThere are still different interpretations of thestandardised or well-accepted communicationprotocols. We found this especially related to X.208,the ASN.1 specification. The BERKOM people andthe PP suppliers had different opinions about theencoding so that we had to take all of them into ourconsideration.It’s difficult to get all the examples needed for thetests as multimedia messages are hard to composeand as there are more standards and RFCs involvedthan expected.We found several bugs i.e. deviations from therespective RFCs in the underlying software andreported them so that we expect improvement in thenext official version (IC Release 2.1). The public-domain ISODE/PP software used had to be modified(RFC 1495). It is not really suited for a productionenvironment. Configuration of PP is a pain which isconfirmed by its supplier.3.1.2Software Development in a GroupAs different parties were involved in the softwaredevelopment process on a single developmentmachine we tried to introduce a UNIX group conceptwith individual access rights and individualdevelopment environments. The root password forthe machine was only known to two projectmembers. This failed especially towards the end of

3 We doubted this in the beginning.

MMMGateProc. INET ’95M. Bogen and A. Krechelthe project. We very often had the conflict betweenthe people feeling hindered by the group concept andby not knowing the root password and people notwanting to maintain and administer a machine withsystem privileges for almost everybody. Ourattempts to work with a professional softwaredevelopment environment failed due to thecomplexity of the basis software ISODE and PP.The better (and more expensive) way seems to beto have stand-alone work stations for each softwaredeveloper and to have a machine for the systemintegration and the overall tests maintained by thesystem administrators.It is very difficult to base a software developmenton prototype components still under development.Whenever errors or undefined conditions occur it isnot possible to locate the reason on easy terms. Tohave the sources for each software componentinvolved is a must.3.1.3Communication, Co-operation andResponsibilitiesNaturally the distribution of tasks has to be veryprecise with a clear understanding of the deliverablesand the time schedule in the consortium. Controlmechanisms have to be set up and agreed upon fromthe beginning.The installation of the test configuration neededmore time than expected. Our approach to install andconfigure all components by ourselves independentwhether they belonged to the gateway developmentor not was wrong. It is a better way to let the peopleresponsible for the respective components installthem so that they can detect the problems directly.As we participated in the work of the nationalgroup writing the first gateway specification [4] werestricted the number of meetings among theconsortium members and with our contractor, theDFN association, during the project lifetime to- one meeting with the contractor in Berlin,- one meeting as project kick-off meeting inSankt Augustin, and- one workshop with the BERKOM people inBerlin.The rest of the co-operation and communicationamong the consortium partners was done through thenetwork and via telephone. In Sankt Augustin, wehad an informal, internal project meeting once aweek.In spite of the higher travel costs, it is better tohave monthly consortium meetings so that problemsamong the people in the consortium can be solveddirectly and face-to-face. This is not achievablethrough the network or with telephone only.We finally found out that we needed four kinds ofdistribution lists:a) local for the daily work,b) company-internal for the synchronisationwithin GMD,c) consortium-internal for the synchronisationwithin the consortium, andd) a high-official one for the informal co-operation and communication between theconsortium and the contractor.3 . 2 Recommended ImprovementsIn our documentation we provided a rather longlist of possible improvements on different levels. Inthe following only some issues are mentioned. The MMMGate was developed on top of ICRelease 2.0. We found problems in the internal PProuting of MIME messages to several recipientshindering a use of today’s MMMGate for productionpurposes. We recommend to adopt it to IC Release2.1.From the experience with the public domainversion of PP made in the establishment andoperation of message-based value-added services andmade in the development of MMMGate we stronglyrecommend to use the product version of PP as basisfor the future work.The BERKOM specification has been changed inthe meantime, version 3.2 is available now. Theimplications on MMMGate have to be identified andnecessary changes have to be implemented.The handling of large messages can be improvedin a way that MMMGate itself decides to put largemessages into the global store and to send only anexternal reference to the recipient. This could beespecially useful for composed messages being builtout of partial messages. At present, this is only doneby the originator of a message.At last, to ease future developments, installationand maintenance we recommend to embed theMMMGate functionality into IC Release 2.1.4ConclusionThe target users of MMMGate are the peopleworking in the DFN regional test beds (DFN-RTBs).At the end of 1994, the DFN association startedunder this name several application-oriented projectsin different parts of Germany. The goal was toenable multimedia teleservices, new forms of co-operation and resource sharing on top of a high-speednetworking infrastructure (34 and 155 Mbps) withATM technology [7]. These people will besupported by the DFN multimedia teleservicesreference centre at the Technical University Dresdenwhere MMMGate has been installed for the firsttime outside of GMD.At present, MMMGate is not in a state to beembedded into a multiprotocol e-mail backbone. Toovercome this we have identified a list of issues tobe worked on next. However, through theMMMGate development the possibility to

MMMGateProc. INET ’95M. Bogen and A. Krechelinterconnect SMTP/MIME, X.400 and theBERKOM environment via multimedia e-mail andto guarantee the interoperability of the e-mailsystems involved with minimal loss of functionalitywas shown. The biggest part of the work has alreadybeen done.AcknowledgementsThe authors would like to thank the colleagues ofthe DFN office in Berlin, of the FraunhoferGesellschaft in Darmstadt, of GMD’s FOKUSinstitute in Berlin and of GMD’s ResearchDepartment for Network Engineering for their co-operation and support. Parts of this work has beenfunded by the German Federal Ministry of Education,Science, Research and Technology (BMBF, formerlyBMFT).References[1]Fl�ckiger, F., "Understanding MultimediaApplications and Technologies," Proceedings of theInterop 93 Engineers Conference, Paris, 1993[2]Juan Altmayer-Pizzorno, Manfred Bogen,Clemens Wermelskirchen, "E-Mail Quality as aPrerequisite for CSCW Applications," JENC6, toappear in: Proceedings of JENC6, Tel Aviv,[3]DeÆTeÆBerkom, "The BERKOM Multimedia-Mail Teleservice," Release 3.1, TechnischesZentrum, Berlin, Mai 1994[4]M. Bogen et al, "X.400(88-BERKOM)-X.400(88-MIME) Gateway Specification, Technicalreport, DFN-Verein, Berlin, 1993 October[5]C. Blum, M. Bogen, I. Br�ning, V. Kobelt,A. Kraft, A. Krechel, C. Kumpf, H. Pusch, S. Zier,"MMMGate: Das Multimedia-Mail-Gateway,"Spezifikation, GMD, Sankt Augustin,Arbeitspapiere der GMD Nr. 883[6]Manfred Bogen, Thorsten Hennings,Volkmar Kobelt, Inke Kolb, Arnold Krechel,Herwart Pusch, Susanne Zier, "MMMGate: DasMultimedia-Mail-Gateway, Installationshandbuchund Programmbeschreibung," to appear as: GMD-Arbeitspapier, GMD, Sankt Augustin[7]Kaufmann, P., "Start der RegionalenTestbeds," DFN Mitteilungen, Heft 36, November1994, pp. 10-12, DFN-Verein, Berlin, 1994[RFC821]Postel, J., "Simple Mail TransferProtocol." 1982 August[RFC822]Crocker, D., "Standard for theformat of ARPA Internet text messages." 1982August 13[RFC1327] Hardcastle-Kille, S., "Mapping betweenX.400(1988) / ISO 10021 and RFC 822." 1992 May[RFC1494] Alvestrand, H.; Thompson, S.,"Equivalences between 1988 X.400 and RFC-822Message Bodies." 1993 August[RFC1495] Alvestrand, H.; Kille, S.; Miles, R.; Rose,M.; Thompson, S., "Mapping between X.400 andRFC-822 Message Bodies." 1993 August;[RFC1521] Borenstein, N.; Freed, N.,"MIME (Multipurpose Internet Mail Extensions)Part One: Mechanisms for Specifying andDescribing the Format of Internet Message Bodies."1993 September;[X.400-84]CCITT. Data communicationnetworks: message handling systems.Recommendations X.400-X.430, Malaga-Torremolinos, October 1984[X.400-88]CCITT. Data communicationnetworks: message handling systems.Recommendations X.400-X.430, Melbourne,November 1988[DOR]ISO/IEC, "ISO/IEC DIS 10031-2:Information Technology - Text and Office Systems -Distributed-Office-Application model (DOAM) - Part2: Distinguished Object Reference (DOR) andassociated procedures," 1991[RDT]ISO/IEC, "ISO/IEC IS 10740: InformationTechnology - Text and Office Systems - ReferencedData Transfer (RDT)," 1992Author InformationManfred Bogen has been active in the area of groupcommunication, X.400 development, and X.400standardisation as expert of the German PTT since1983. In 1987 he became head of the VaS group beingresponsible for the provision of value-added services.He studied computer science at the University of Bonnand is co-author of two books about X.400 anddistributed group communication. At present, he is theconvenor of the TERENA working group on qualitymanagement for networking (WG-QMN) and a memberof the TERENA Technical Committee and the InternetSociety.Arnold Krechel received his master’s degree inmathematics from the University of Bonn, Germany in1985. He worked in the area of parallelization ofnumerical algorithms till 1992. Since then he isengaged in the networking area, mainly concerningX.400 and its flavours. He is responsible for theoperation, customisation and integration of the X.400software at GMD, he performed the successful transitionfrom EAN to PP in 1992 and he is an active contributorto the development of the ISODE and PP packages.The authors can be reached at GMD - GermanNational Research Center for Information Technology,D-53754 Sankt Augustin.