Issues of Binding and ProtectionProc. INET �95J. Galvin and S. MurphyUsing Public Key Technology�Issues of Binding and ProtectionJames M. Galvin <galvin@tis.com>Sandra L. Murphy <murphy@tis.com>AbstractPublic key technology is ideal for supportingdigital signatures. Given a data object, a signatureobject, and a public key, it can be determined if thethree elements are related. Specifically, at theconclusion of the signature verification calculation itwill be known if the private key corresponding tothe given public key was used to create the signatureobject of the data object. However, the calculationonly answers half the question. What is missing isthe identity of the user claiming to control access tothe private key component that was used to createthe signature. Further, believing the identityrequires knowing how well the private keycomponent is protected from disclosure. Theseissues are examined.1IntroductionPublic key technology is well suited to providingdigital signatures. Often, the signature for a dataobject is created by:1. hashing the object to be signed with a one-wayhash function and2. encrypting (signing) the hash value with theprivate key component of a public/private keypair.The hash value is encrypted instead of the dataitself because the encryption function is typicallyvery slow compared to the time it takes to completethe hash of the data. The object created by these twosteps is called the signature and is bound to the dataobject according to an application specificmechanism.In conjunction with the public key component ofthe correct public/private key pair, the signature of adata object can be verified by:1. decrypting the signature object with the publickey component to expose the original hashvalue,2. re-computing a hash value over the data object,and3. comparing the exposed hash value to the re-computed hash value.If the two values are equal the signature is oftenconsidered valid. Specifically, at the conclusion ofthe calculation it will be known if the private keycorresponding to the given public key was used tocreate the signature object of the data object. From amechanical (and programmatic) point of view, thesignature is valid. However, from a user�s point ofview, the calculation only answers half the question.When a user creates a digital signature, the useris asserting ownership of the data object. Theownership would be defined according to the contextin which the signature was created. The digitalsignature is intended to be a mechanism with whichother users can verify the ownership of the data.In the paper world, a signature has two importantproperties: it identifies the signatory and it isunforgeable. The signature identifies the signatoryinsofar as the mark used represents the signatory�sname. The signature is unforgeable insofar as themark used has a very low probability of beingaccurately recreated by any person other than thesignatory. The ownership asserted by a digitalsignature must satisfy these same two properties.The mechanical validation described above doesnot satisfy either of these two properties. Theproblem is, it does not identify the owner of thepublic/private key pair, i.e., the identity of the userclaiming to control access to the private keycomponent that was used to create the digitalsignature. A signature is of little value when it isnot known who created it since the significance ofthe data object can not be quantified withoutknowledge of its origin. Also, if an owner does notprotect a private key from disclosure, then there isno way of knowing if it was really the owner whocreated the signature.When the user knows the identity of the owner ofa public/private key pair and how well that ownerprotects the private key from disclosure, the userknows the probability that the owner�s identity isthe signatory and that it was the signatory whocreated the signature.Within a small community of users, it isreasonable to assume that all users know the publickeys of all other users and that all users know thedegree to which all other users protect their privatekeys from disclosure. Individual users may constructtheir own quasi-small communities by contactingother users and exchanging public keys and otherrelevant information via various ad hoc and semi-formal mechanisms. This model has served andcontinues to serve a growing community of usersconcerned about the security of theircommunications. However, it falls far short ofbeing a solution for the global internet.The global internet needs a mechanism withwhich users can acquire the public key of any otheruser and be able to quantify two things:

Issues of Binding and ProtectionProc. INET �95J. Galvin and S. Murphy1. the assurance that the identity bound to thepublic key correctly identifies its owner and2. the degree to which the owner protects thecorresponding private key from disclosure.Quantifying these values is essential todeveloping application programs that can processdata without explicit and direct user interaction, e.g.,application programs that can process data in a batchmode. With this information, interactive userprograms will be better able to support their users.Users who do not determine whether the publickey used to verify a signature is the correct publickey are no better off than if the data object was notdigitally signed. This is because there is nothing toprevent an interloper from substituting a public keyfor which the interloper controls the private key.Such an interloper could assert the identity of anyowner and claim to own whatever is believed to beinteresting.To date, there has been very little examination ofthese subtle but important issues. The OSIDirectory community defined certificates inX.509˚[1] but provided little guidance on how to usethem effectively and how to protect thecorresponding private key. In the Internet, PrivacyEnhanced Mail (PEM)˚[6] restricted the general rulesof X.509 and specified a strict hierarchicalorganization for certificates, with enough rules toensure that signatures and identities could beevaluated programmatically˚[2]. PEM also includeda discussion of some of the issues related toprotecting the corresponding private keys. PrettyGood Privacy (PGP)˚[3] includes a mechanism thatlends itself to individual users and convenientlysupports the bottom-up construction of public keydatabases. It also includes a discussion of some ofthe issues related to protecting the correspondingprivate keys. The MIME Object Security Services(MOSS)˚[4] protocol supports all of the abovesuggestions but does not add to the discussion ofthese issues.Each of these applications provides a similarmechanism for mechanically validating digitalsignatures, the first half of verifying a digitalsignature. However, each provides different guidanceon the issue of validating the binding between theowner�s name and the public key and none have anyguidance for the recipients of signed data objectsabout evaluating the protection accorded private keysby their owners.1Succeeding sections will examine the issuesassociated with binding identities to public keys andprotecting the corresponding private keys. First, thenext section will present what is available for use

1 There is another binding that is important but notincluded in this discussion: the binding between thephysical user and the computing environment. Spacedoes not permit a complete discussion of these issues.today to represent the identity of the owner, toprotect the private key of a public/private key pair,and to bind public keys to identities.2Identities, Protection, andBindingsIn order to examine binding and protectionissues, users must understand the mechanisms usedto identify owners of public keys, to protect theprivate components of public/private key pairs, andto bind the identities to the public keys.2 . 1 Signatory IdentitiesTraditionally, a person�s identity is indicated bytheir name as given to them by their parents. Insmall communities of users, using this name as auser�s identity and binding it to a public key wouldprobably serve to uniquely identify the public key�sowner. However, as the community of usersincreases in size, the probability that this identitywill be unique decreases and, as a result, additionalinformation is required to be part of the identity toguarantee its uniqueness. For a user creating adigital signature, the signature object must containat least the user�s identity, which must provideenough information such that the public key of theuser can be retrieved by those who need it.2For a user validating a digital signature, however,the signatory�s identity is only required if the userdoes not have the public key immediately available,since, presumably, the identity contains enoughinformation that the public key can be retrieved.Once the user has retrieved the public key, if the userexpects to regularly received signed objects from thesignatory, the user will store the public key and itsidentity in a local database. If the identity is lengthyor otherwise cumbersome to work with, a user mayalso assign a local handle, or alias, to the databaseentry, to facilitate using the public key and quicklyrecognizing the signatory.These two perspectives demonstrate that anidentity serves two purposes. For a signatory, theidentity must provide enough information to usersvalidating signatures to retrieve the public key ifthey do not have it; the identity must be globallyunique and unambiguous. For a user, the identitymust provide enough information that the signatorycan be easily recognized; the identity must be uniqueand unambiguous within the user�s database ofpublic keys. There are three identity marks incommon use today.

2 Current technology does not typically distribute thepublic key with the signature. There are two principalreasons for this: the size of the identity is oftensignificantly smaller than the size of the public key andthe identity is useful to human users while the publickey appears to be little more than a string of randomcharacters.

Issues of Binding and ProtectionProc. INET �95J. Galvin and S. MurphyIn the case of the OSI Directory, an identity isrepresented by a distinguished name, an object thattypically conveys quite a bit of information inaddition to what would ordinarily be considered auser�s name, e.g., perhaps an employer�s name or ahome address. Distinguished names are by definitionglobally unique and unambiguous. Their adoptionin the internet has been limited, in part due to thefact that they are lengthy and cumbersome. Most ofthe usability issues could be addressed by moreintelligent user interfaces but none have beenforthcoming.In the case of PGP, an identity is represented byan arbitrary string chosen by the signatory. This hasthe advantage of supporting short and easy to usemarks that address the principal disadvantage ofdistinguished names. However, it has thedisadvantages of a lack of structure and no guaranteeof uniqueness. Thus, arbitrary strings are onlysuitable for use in small communities or closedcommunities with a centrally managed database ofidentities.In addition to supporting the two identity marksdescribed above, the MOSS protocol introduces athird mark. The internet community has a great dealof experience with email addresses. Users are oftenrecognized by other users by their email addresses.Email addresses have the advantages of being short,easy to remember and use; having structure suitablefor application processing without direct userinteraction; and being globally unique andunambiguous. The disadvantage is that there is stillan installed base of users who do not haveRFC822˚[5] compliant mail systems or gatewaysthat support acceptable communications.From the perspective of a signatory, thedistinguished name or the email address is the mostsuitable mark. Both are structured to providesufficient information that users can retrieve publickeys if they do not already have them. The emailaddress has the additional advantage of being shortand easy to use and remember.From the perspective of a user validating asignature, the arbitrary string or the email address isthe most suitable mark. Both are short and easy touse and remember. The email address has theadditional advantage of being structured and suitablefor processing by applications without directinteraction with the user.2 . 2 Private Key ProtectionProtecting the private component of thepublic/private key pair from disclosure is essential tothe correct operation of the security services. If theprivate key is ever disclosed any digital signaturecreated with it is invalid.Ideally, the private key should be created, stored,and used within a closed environment, e.g., in atrusted system or in a PCMCIA card. In both cases,the functionality being enforced is that the privatekey is only accessible to authorized users. In bothcases, a physical user performs an authenticationstep to ensure that only the correct user has access tothe private key. The trusted system has theadditional advantage that the software used is notvulnerable Trojan horses or substitution.Unfortunately, in both cases, specialized hardwareand software is required for which, for large numbersof users, the cost may be prohibitive. In any case,there are two alternatives to protecting private keysthat are in common use today. Both involve storingthe private key in a file: in one case off-line and inone case on-line.In the off-line case, the private key is placed in afile on a removable media, e.g., a diskette. This hasthe advantage of a low initial cost since no specialhardware is needed; diskette drives are standard onmost hardware configurations. It has thedisadvantage of allowing the private key to bedisclosed if the diskette is ever lost. However, thisdisadvantage can be addressed by including supportfor the encryption of the private key as provided inthe on-line case.Many users do not have personal workstationsthat are used only by themselves. Invariably, thehardware is shared either by design (e.g., in the caseof a multi-user computing environment) or bynecessity (e.g., borrowing a colleague�s single-userenvironment because it includes applications notavailable in a user�s own environment). Also, a usermay not have easy access to the diskette drive,particularly in a multi-user environment.In this situation, the only option available to auser may be to store the private key in an on-linefile. Obviously, the contents of this file must beprotected from disclosure. All computingenvironments provide a mechanism with which atleast one user has access to the contents of all thefiles. To protect the contents of a file from thisuser, a signatory must encrypt the contents with apassword known only to the signatory. In this way,if anyone acquires the contents of the file, they willnot be able to read the private key.32 . 3 Public Key and IdentityBindingsGiven a public key and a purported identity of itsowner, a user needs to verify that the identityidentifies the owner of the public key. By doing so,

3 However, in a multi-user environment, encrypting theprivate key file may be insufficient to guarantee non-disclosure of the private key. The applications that areused to access the private key must also be validated,since they necessarily capture the password a user entersto decrypt the private key. If the applications can bereplaced by an interloper that not only behaves asexpected but also logs the captured passwords, then asignatory is vulnerable to the disclosure of the privatekey. Trusted Systems do not have this vulnerability.

Issues of Binding and ProtectionProc. INET �95J. Galvin and S. Murphythe user will know, when a signature is validated,who is the signatory of the data object.In the simplest case, an implicit binding iscreated when a user receives a public key directlyfrom a signatory. The user takes the public key asreceived and associates the signatory�s identity withit, e.g., by storing the public key with the identityin a file on disk. It is essential that the filecontaining the public key be protected frommodification since otherwise an interloper couldsubstitute a public key for which the interloper hascontrol of the private key. This would allow theinterloper to create signatures that would appear tohave been created by the signatory.The threat of modification is significantly reducedif a user creates an explicit binding between thepublic key and identity. An explicit bindingestablishes a cryptographic relationship between thepublic key and the identity, similar to thecryptographic relationship established between a dataobject and an identity by a digital signature. A usercould create a data object composed of a public keyand the identity of its owner, sign the data object,and store the data with the signature. As long as theuser�s private key is protected and the binding isverified each time the public key is used, the user isassured that the identity purported when a signaturevalidates is the identity of the signatory.There are two common mechanisms in use todayfor providing explicit bindings between identities andpublic keys. The OSI Directory defines a certificate,which is an embodiment of a binding between anidentity (a distinguished name) and a public key. Acertificate is composed of several componentsintended to facilitate the management of its binding.Two of the components are the signature over thecontents of the certificate and the identity of thesignatory, called an issuer. A user validates acertificate by obtaining the public key of its issuerand verifying its signature. If the signature in thecertificate is valid then its public key is believed tobe owned by the user identified by its distinguishedname. (See also Section˚3.) According to theDirectory, issuers are well known, easily identifiableusers trusted to create valid certificates. PEM usescertificates as defined by the Directory but addsspecific requirements to users acting in the role of anissuer.The PGP and MOSS protocols both definealternative embodiments of bindings.4 A userexchanges public keys with a second user and theneach creates a signature binding the other�s publickey with the other�s identity. If a third user acquiresthe first user�s embodiment and the third user hasalso exchanged public keys with the second user, thethird user can validate the first user�s public keywithout direct interaction. In both protocols a user

4 It should be noted that MOSS also supports the use ofcertificates as defined by the Directory.may solicit signatures from many other users, thusincreasing the probability that new users will be ableto validate their public key without directinteraction. PGP differs from MOSS in that itallows a user to include all of the signatures obtainedin a single embodiment.3Validating Public KeysMechanical validation, as described above,establishes a relationship between a data object, asignature object, and a public key. Specifically, therelationship is that the private key corresponding tothe given public key was used to create the signatureobject of the data object. This validation is ideallysuited to be performed automatically, i.e., by anapplication without direct interaction with a user. Itis the validation of the identity of the owner of thepublic key that may not be conveniently performedautomatically.In the paper world, a user evaluates the validityof a signature by recognizing the mark used andassociating a signatory with it. If the mark isrecognized, the user completes the validation byevaluating whether the signature is valid in thecontext in which it was used.If the mark is not recognized, the user must findthe signatory or someone the user trusts to establishthe validity of the signature. If the mark is legible,the user can read the name and may be able to findthe signatory based on it. Alternatively, a colleaguemay recognize the mark and be able to complete thevalidation for the user. The latter option may beiterated: the colleague may know another colleaguewho may recognize the mark and be able to completethe validation. The iteration may continue as manytimes as are necessary or until the user decides thesignature should be considered invalid.The interative process creates a chain of trustedusers between a signatory and a user. The usermust evaluate the length of the chain in the contextin which the signature was created. Presumably, theuser trusted the first colleague�s evaluation of thevalidity of the signature. Depending on the context,this trust may or may not extend to other colleaguestrusted by this first colleague.In the digital world, given that a mechanicalvalidation has completed successfully, a user mustnow determine if the public key used in themechanical validation was the correct public key.The public key used corresponds to the mark used bya signatory. Validating that the public key used wasthe correct public key corresponds to associating asignatory with it, i.e., the identity of the user whohas control of the corresponding private key andevaluating the degree to which the private key isprotected from disclosure.In the simplest case, a user stores the public keysof signatories in a file with their identities, thusbinding the two values together. The binding is

Issues of Binding and ProtectionProc. INET �95J. Galvin and S. Murphyassumed to be valid as long as the file is protectedfrom modification. If the user stores the file in asingle user environment that is inaccessible to allother users, no additional validation is necessary.This method of validating public keys corresponds tothe paper world case of a user immediatelyrecognizing a mark and associating a signatory withit. The validation process is complete after the userevaluates whether the signature is valid in thecontext in which it was used. It is suitable for userswho:• work in a single user environment,• maintain a small number of public keys of otherusers, i.e., communicate with a small number ofsignatories,• do not mind direct interaction with other users inorder to obtain their public keys and identities.Users who do not meet one or more of therequirements above must have mechanisms availableto them to create and manage explicit embodimentsof bindings between public key and identity pairs.In the simplest case, a user creates each embodimentlocally and stores it with its respective pair. Thevalidation of the public key requires the additionalstep of validating the embodiment. Including thisadditional step, this method of validating public keysalso corresponds to the paper world case of a userimmediately recognizing a mark and associating asignatory with it.The digital world supports the case where a usermust ask a colleague to complete the validation byallowing other users, called issuers, to createembodiments that are trusted. A user stores theseembodiments with their respective public key andidentity pairs. The process by which theseembodiments are used to validate public keys is asfollows.1. The embodiment of the public key to be validatedis retrieved.2. The public key of the issuer who created theembodiment is retrieved.3. The issuer�s public key is used to mechanicallyvalidate the public key from Step˚1.4. The issuer�s public key must now be validated bystarting again at Step˚1 with it.The sequence of steps is iterated until the issueris the user who began the validation process, i.e., achain of trusted users is created between thesignatory and the user, or the process can notcontinue, e.g., an issuer�s public key may not beavailable. The most popular implementation of eachof PGP, PEM, and MOSS supports mechanisms forconstructing, evaluating, and displaying a chain ofembodiments. The validation process is completedby the user evaluating the significance of the lengthof the chain in addition to whether the signature isvalid in the context in which it was used.The significance of the length of the chain oftrusted users depends entirely on context. As in thepaper world, a user may choose to trust a particularissuer, but whether that trust extends to issuerstrusted by the first issuer is context dependent.PEM is unique because it includes a specificationof rules for its certificate-based key managementinfrastructure that provide a mechanism with which auser can decide if an issuer in the infrastructure istrusted. The infrastructure makes use of a single,global, hierarchically structured graph of allembodiments with a single root. When validatingpublic keys the constructed chain must form a pathfrom the signatory to the root of the infrastructure.The root of the infrastructure is trusted by all userswithin the infrastructure. The root creates anembodiment for each issuer who is required toestablish and publish a policy by which all issuersin their sub-tree must abide when issuingembodiments. A user decides if an issuer is trustedby reviewing the policy of the sub-tree in which theissuer appears. As a result, the length of the chainis of little consequence to users of certificate-basedkey management.5PGP implementations typically include amechanism with which a user may specify the degreeto which an issuer is trusted. The default, of course,is no trust. This requires a user to explicitlyevaluate each issuer of interest, as opposed toevaluating a much smaller set of policies as ispossible in the PEM case.The MOSS protocol specification explicitlydeclares public key validation a separate andindependent topic. As a result, a MOSSimplementation could easily support both the PEMand PGP paradigms.4Protecting Private KeysThere is no explicit mechanism that a user canuse to judge how well the private key component ofa signatory is protected from disclosure. Themechanisms described above are implementationspecific. Further, there is no way to be sure that asignatory makes use of the features available forprotecting private keys. The significance of thismust not be underestimated. It must be re-iteratedthat a digital signature is only valid if the privatekey used to create it is protected from disclosure andonly used by the user to which it belongs. As aresult, associating less trust in lengthy validationchains, especially chains with more than 3 links: thesignatory, a trusted user, and the user performing thevalidation, is inevitable. A user must choose trustedusers very carefully, expecting them to be as carefulas the user when creating embodiments for others.

5 A long chain increases the number of issuers who mustprotect their private keys from disclosure, thusincreasing the probability of at least one beingcompromised.

Issues of Binding and ProtectionProc. INET �95J. Galvin and S. Murphy5ConclusionsAlthough mechanical validation is necessary andstraightforward, it does not and must not be assumedto validate a digital signature. An essentialcomponent of the validation process is making surethe correct public key is used to validate thesignature. Establishing that the correct public keywas used to validate the signature ensures that theuser has identified the signatory.Users and vendors must consider how to addressthis issue. Initially, users will not be concerned,since the number of public keys that must bemanaged will be small. However, initialcomplacence on the part of users ultimately resultsin non-compliance on the part of vendors. As digitalsignatures become an integral part of the workplace,both users and vendors have a responsibility to do itright.In the future, the legal significance of digitalsignatures will be determined. The informalacceptance and usage of digital signatures now willshape it. More research and usage of digitalsignatures are needed to fully understand the issues.References[1] The Directory�Authentication Framework.X.509, 1993. Developed in collaboration andtechnically aligned with ISO 9594-8.[2] Steve Kent. Privacy Enhancement for InternetElectronic Mail: Part II: Certificate-Based KeyManagement. RFC1422, BBN Communications,February 1993.[3] Simson Garfinkel. PGP: Pretty Good Privacy.O�Reilly & Associates, Inc. ISBN: 1-56592-098-8.[4] Steve Crocker, Ned Freed, Jim Galvin, SandyMurphy. MIME Object Security Services.Work in progress.[5] David Crocker. Standard for the Format ofARPA Internet Text Messages. RFC822,University of Delaware, August 1982.[6] John Linn. Privacy Enhancement for InternetElectronic Mail: Part I: Message Encryption andAuthentication Procedures. RFC1421, IETFPEM Working Group, February 1993.James M. Galvin is a Senior Computer Scientist atTrusted Information Systems, Glenwood, MD,where his responsibilities emphasize networksecurity. Dr.˚Galvin has been active in thedevelopment of both the PEM and MOSS protocolsand has been responsible for referenceimplementations of both. He is active in theSecurity Area of the IETF serving on the SecurityArea Directorate, co-authoring the SNMP SecurityProtocols, and participating in the security review ofInternet protocols. He is currently a project leaderfor TIS�s Internet Infrastructure Protection task, withresponsibility for cryptographic protection of thedomain name system. Dr.˚Galvin received hisPh.D. from the University of Delaware, where heconcentrated on communications security.Sandra L. Murphy is a Senior Computer Scientist atTrusted Information Systems, Glenwood, MD,where she works in protocol and network securityanalysis. She is currently a project leader for TIS�sInternet Infrastructure Protection task, withresponsibility for cryptographic protection ofrouting. Prior to her joining TIS, Dr. Murphyreceived a Ph.D. in 1990 from the University ofMaryland for work in network protocol specificationand verification, and worked as a computer scientistat the Defense Communications Agency (1973-1982).