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Mobile IPv6 - intention

Mol
A Grow
A Mobility
®m Addressing
A Reachability of use
A Automatic configuratio
Transparency
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Mobile IPv6 — Home registration

Home
network A
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Horﬁé Agent

:0 Bill sends mapping to Home Agent (registration)
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“@ Home Agent confirms receipt of mapping and start to receive packets

E'/ for Bill (proxy)



Mobile IPv6 — Triangle routing
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“Home Agent

O Mike initiates communication to Bill and sends packets to
Bill's address on home network A

® Home Agent intercepts packets and forward them to Bill’s
address on visited network B
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Bill replies directly to Mike
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Mobile IPv6 — route optimization

network A
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Homféngﬂéfnt

O Bill sends mapping to Mike
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® Wmike sends following packets directly to Bill's address on
visited network B
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Mobile IPv6 — attack scenario

Home
network A

Attacker

O Bill sends mapping to Mike

@ Attacker re-directs traffic sent from Mike to Bill towards himself



Mobile IPv6 - Trust relationship

Home
network A (1

> > > > > > > > > > > > > > > >

O Trust relationship between MN and HA --> [IPSec can be used
® No trust relationship between MN and CN --> 2?77
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Mobile IPv6 - Return routability

home
network A

> > > > > > > > > > > > > b e

p Home Test Init (HOT cookie)
® care-of Test Init (CoT cookie)
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B Home Test (HOT cookie, home keygen token, home nonce index)

é Care-of Test (CoT cookie, care-of keygen token, care-of nonce index)
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Mobile IPv6 — remaining security issues

and CN will be

m This attacker could sti
the MN

m Cryptographically Generate Addre
slides)

®m This still requires Return Routability itself to proc
of MN’s addresses
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CGA - overview

key in the ide

Benefits

A Provide similar to certifice
without requiring a key mana

A Help to secure IPv6 Neighbor D
problem of IPsec)

A Could help to further secure Mobile IPv6
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CGA - parameters

®m Address prefix
A 8 octet long
A Prefix valid on the respective

m Collision count
A 1 octet long

®m public key
A Variable length
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1. Generate public / private key pair
2. Choose an arbitrary value for the 16 octet modifier

3. Select an appropriate value for the security parameter (0: « low
resistance » to brute-force to 7: « high resistance to brute-
force »

4. Hash (SHA-1) concatenation of modifier, address prefix (set to
zero), collision count (set to zero) and public key

If first 16 times security parameter bits are not zero, increase
modifier by 1 and repeat hash computation (back to 4)

6. Hash (SHA-1) concatenation of final modifier, real address
prefix, collision count (set to zero) and public key

7. The identifier are the first 64 bits of the result with overriding
the first 3 bits by the security parameter and setting u and g bit
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8. If duplicate address detection fails, increase collision counter
and go back to 6
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,g" bit

Lu” bit

security
parameter

Subnet prefix (64 bit)
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m  Supports separation of ISP and NAP authentication

PANA - overview

Intention
A Enable netwc
A Provide a link laye

Protocol aspects
A PANA is an own protocol
A Runs on top of UDP / IP

A Carries EAP authentication messages (E
EAP LEAP, EAP- TLS, EAP TTLS, ..))

A Additional information in Attribute Value Pairs (C
Capalbility, Device-ID, EP-Device-ID, EAP, MAC
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PANA - PAA discovery phase
Client trig

PANA Start Answe

Data / L2 triggered
PaC EP

Data or L2 trigger PANA PAA Disco\
[device ID]

PANA Start ReqLest [opt. Cookie]
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PANA Start Ansiver [opt. Cookie]
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PANA - authentication phase

PANA Auth Request [EA

PANA Auth Answer [EAP respo

PANA Bind Request [EAP success, opt. protection];

PANA Bind Answer [opt. protection]
;—E
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PANA - termination phase

PANA Ter

Client triggered

Pz_aC

PANA Termination Request [MAC]

PANA Termination Answer [MAC]

Mobile authentication and access control, INET'2004 Barcelona, May 10th 2004

G}bbbbbbbbbbbbbbbbbbbb

SEINE

19



PANA — open issues

A Requires co
A Not in scope of the
A COPS, SNMP, Diame

® Mobility support

A |f client roams between different PA
session would be nice

A Communication between involved PAAS rec
A Not in scope of the PANA specification
A Context Transfer Protocol could be a candidate here
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