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Abstract

Thesizeandcomplexity of softwaresystemsis growing,
increasingthenumber of bugs.Manyof thesebugsconsti-
tutesecurityvulnerabilities. Most common of thesebugs
is thebuffer over�ow vulnerability. In this paperwe im-
plementa testbedof 20 different buffer over�ow attacks,
and use it to compare four publicly available tools for
dynamic intrusionprevention aiming to stopbuffer over-
�ows. Thetools are compared empirically and theoreti-
cally. Thebesttool is effectiveagainst only 50% of the
attacks and there are six attack formswhich noneof the
toolscanhandle.
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1 Intr oduction

The sizeandcomplexity of softwaresystemsis grow-
ing, increasingthenumberof bugs.According tostatistics
from CoordinationCenterat Carnegie Mellon University,
CERT, thenumberof reportedvulnerabilities in software
hasincreasedwith nearly500% in two years[5] asshown
in �gure 1.

Now there is good news and bad news. The good
news is that there is lots of information available on
how thesesecurityvulnerabilitiesoccur, how the attacks
against them work, andmost importantly how they can
beavoided. Thebadnews is that this informationappar-
entlydoesnotleadto fewervulnerabilities.Thesamemis-
takesaremadeoverandover againwhich,for instance,is
shown in the statisticsfor the infamous buffer over�ow
vulnerability. David Wagneret al from University of Cal-
ifornia atBerkeley show thatbuffer over�owsalonestand
for about50% of the vulnerabilities reported by CERT
[35].

�
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Figure 1. Software vulnerabilities reported to
CERT 1995–2001.

In themiddleof January2002thediscussionabout re-
sponsibilityfor securityintrusions took a new turn. The
US National Academies releaseda prepublication rec-
ommending that policy-makers createlaws that would
hold companies accountablefor securitybreachesresult-
ing from vulnerableproducts[30], which receivedglobal
mediaattention[3, 28]. So far, only the intruder canbe
charged in court. In the future, softwarecompaniesmay
be charged for not preventing intrusions. This stresses
the importance of helping softwareengineersto produce
moresecuresoftware. Automateddevelopmentandtest-
ing toolsaimedfor securitycould beoneof thesolutions
for this growing problem.

Onestartingpoint would, or couldbetools thatcanbe
applieddirectlyto thesourcecodeandsolveorwarnabout
securityvulnerabilities. This meanstrying to solve the
problemsin theimplementation andtestingphase.Apply-
ing securityrelatedmethodologies throughout the whole
developmentcycle would most likely be moreeffective,
but giventheamount of existingsoftware(“legacy code”),
thedesirefor modular designusingsoftwarecomponents
programmedearlier, and the time it would take to edu-
catesoftwareengineersin secureanalysisanddesign,we
argue that securitytools that aim to cleanup vulnerable



sourcecodearenecessary. A furtherdiscussionof this is-
suecanbe found in the January/February2002 issueof
IEEESoftware[18].

In this paperwe investigatethe effectivenessof four
publicly availabletools for dynamic preventionof buffer
over�o w attacks–namely the GCC compiler patches
StackGuard, StackShield,andProPolice, andthesecurity
library Libsafe/Libverify. Our approachhasbeento �rst
develop anin-depthunderstandingof how buffer over�o w
attackswork andfromthisknowledgebuild atestbedwith
all the identi�ed attackforms. Then the four tools are
comparedtheoreticallyandempirically with the testbed.
Thiswork is afollow-upof JohnWilander'sMaster'sThe-
sis“SecurityIntrusionsandIntrusionPrevention” [36].

1.1 Scope

Wehavetestedpubliclyavailabletoolsfor run-timepre-
vention of buffer over�ow attacks.Thetoolsall apply to
C source code,but usingthemrequires no modi�cations
of the source code. We do not considerapproachesthat
usesystemspeci�c features,modi�ed kernels,or require
theuserto install separaterun-time securitycomponents.
Thetwentybufferover�o wsrepresentasampleof thepo-
tential instancesof buffer over�o w attacksandnot on the
likelihood of aspeci�c attackusingthesampleinstance.

1.2 Paper Overview

Therestof thepaperis organizedasfollows. Section2
describesprocessmemory managementin UNIX andhow
buffer over�o w attackswork. Section3 presentsthecon-
ceptof intrusionprevention anddescribesthe techniques
usedin the four analyzed tools. Section4 de�nes our
testbedof twenty attackforms andpresentsour theoret-
ical andempirical comparisonof the tools' effectiveness
against the previously describedattackforms. Section5
describesthe common shortcomings of current dynamic
intrusionprevention. Finally sections6 and7 presentre-
latedwork andourconclusions.

2 Attack Methods

Theanalysisof intrusions in this paperconcernsa sub-
set of all violations of securitypolicies that would con-
stitutea securityintrusionaccording to de�nitions in, for
example, theInternet SecurityGlossary[31]. In our con-
text anintrusion or a successfulattackaimsto change the
�ow of control, letting theattackerexecute arbitrarycode.
We considerthis classof vulnerabilities the worst possi-
blesince“arbitrarycode”oftenmeansstartinganew shell.
This shell will have thesameaccessrights to thesystem
astheprocessattacked. If theprocesshadroot access, so
will theattackerin thenew shell,leaving thewholesystem
openfor any kind of manipulation.

2.1 Changingthe Flow of Control

Changingthe �o w of control and executing arbitrary
codeinvolvestwo stepsfor anattacker:

1. Injectingattack codeor attack parameters into some
memorystructure (e.g. a buffer) of the vulnerable
process.

2. Abusing some vulnerable function that writes to
memoryof theprocessto alterdatathatcontrols ex-
ecution�o w.

Attack codecould meanassemblycodefor startinga
shell(lessthan100bytesof spacewill do)whereasattack
parameters areusedas input to codealready existing in
the vulnerableprocess,for example usingthe parameter
"/bin/sh" asinput to thesystem( ) library function
wouldstartashell.

Our biggest concernis step two—redirecting control
�o w by writing to memory. That is the hard part and
thepossibilityof changing the�o w of control in this way
is the most unlikely condition of the two to hold. The
possibility of injecting attackcodeor attackparameters
is higher sinceit doesnot necessarilyhave to violateany
rulesor restrictionsof theprogram.

Changingthe �o w of control occursby alteringa code
pointer. A code pointeris basicallya valuewhich gives
theprogramcounter a new memory addressto startexe-
cutingcodeat. If a codepointercanbemadeto point to
attackcodetheprogramis vulnerable. Themostpopular
target is thereturnaddresson thestack.But programmer
de�nedfunctionpointersandsocalledlongjmpbuffersare
equallyeffective targetsof attack.

2.2 Memory Layout in UNIX

To get a picture of the memory layout of processesin
UNIX we canlook at two simpli�ed models(for a com-
pletedescriptionsee“Memory Layout in Program Exe-
cution” by FrederickGiasson[19]). Eachprocesshasa
(partial)memory layout asin the�gure below:

High address Stack�

�

Heap
BSSsegment
Datasegment

Low address Text segment

Figure 2. Memorylayout of a UNIX process.

Themachinecodeis storedin thetext segment andcon-
stants,arguments,andvariables de�ned by theprogram-



mer are storedin the other memory areas. A small C-
programshowsthis(thecommentsshow whereeachpiece
of datais storedin processmemory):
static int GLOBAL_CONST= 1; // Data segment
static int global_var; // BSS segment

// argc & argv on stack, local
int main(argc **argv[]) {

int local_dynam ic_var; // Stack
static int local_stati c_var; // BSS segment
int *buf_ptr=(i nt *)malloc(32 ); // Heap
... }

For eachfunction call a new stack frameis setup on
top of the stack. It containsthe returnaddress,the call-
ing function'sbasepointer, locally declared variables,and
more.Whenthefunction ends,thereturnaddressinstructs
the processorwhereto continue executing codeand the
storedbasepointer gives theoffset for thestackframeto
use.

Loweraddress
Localvariables

Old basepointer
Returnaddress

Arguments
Higheraddress

Figure 3. TheUNIX stackframe.

2.3 Attack Targets

As statedabove the target for a successfulchange of
control �o w is a codepointer. Thereare threetypesof
codepointersto attack[11]. But Hiroaki Etoh andKu-
nikazuYoda proposeusingtheold basepointerasanat-
tacktarget [15]. We have implementedtheir proposedat-
tack form andproven that the old basepointeris just as
dangerousa target as the returnaddress (seesection2.4
and4). Sowehave four attacktargets:

1. Thereturnaddress,allocatedon thestack.

2. Theold basepointer, allocatedon thestack.

3. Functionpointers,allocatedon theheap,in theBSS
or datasegment,or onthestackeitherasalocalvari-
ableor asa parameter.

4. Longjmpbuffers,allocatedontheheap,in theBSSor
datasegment, oronthestackeitherasalocalvariable
or asaparameter.

A function pointer in C is declared as
int (*func_ptr ) (char) , in this example a
pointerto a function takinga char asinput andreturns
anint . It points to executablecode.

Longjmp in C allowstheprogrammerto explicitly jump
backto functions, not going through the chainof return
addresses.Let's say function A �rst calls setjmp() ,
thencalls functionB which in turn calls function C. If C
now calls longjmp() thecontrol is directly transferred
backto function A, poppingbothC'sandB'sstackframes
of thestack.

2.4 Buffer Over�o w Attacks

Buffer over�ow attacksarethe mostcommon security
intrusionattack[35, 16] andhave beenextensively ana-
lyzed anddescribed in several papersandon-line docu-
ments[29, 24, 7,14]. Buffers,whereverthey areallocated
in memory, maybeover�o wn with toomuchdataif there
is no checkto ensurethat thedatabeingwritten into the
buffer actually �ts there. When too much datais writ-
ten into a buffer the extra datawill “spill over” into the
adjacentmemory structure, effectively overwriting any-
thing thatwasstoredtherebefore. This canbeabusedto
overwrite a codepointerandchange the �o w of control
eitherby directly over�o wing thecodepointeror by �rst
over�o winganotherpointerandredirect thatpointerto the
codepointer.

The mostcommon buffer over�o w attackis shown in
the simpli�ed example below. A local buffer allocated
on thestackis over�o wn with 'A's andeventually there-
turn addressis overwritten, in this casewith the address
0xbffff740 .

Localbuffer AAAAAAAA
AAAAAAAA

Old basepointer AAAAAAAA
Returnaddress 0xbffff74 0

Arguments Arguments

Figure 4. A buffer over�o w overwriting the re-
turn address.

If anattackercansupplytheinputto thebufferheor she
candesignthedatato redirectthereturnaddressto his or
herattackcode.

The secondattacktarget, the old basepointer, canbe
abusedby building a fake stackframewith a returnad-
dresspointingto attackcodeandthenover�o w thebuffer
to overwrite theold basepointer with the addressof this
fake stack frame. Upon return, control will be passed
to the fake stackframewhich immediatelyreturns again
redirecting �o w of control to theattackcode.

Thethird attacktargetis function pointers. If thefunc-
tion pointer is redirectedto theattackcode theattackwill
beexecutedwhenthefunctionpointeris used.



The fourth and last attack target is longjmp buffers.
They contain the environment data requiredto resume
execution from the point setjmp() was called. This
environment dataincludesa basepointeranda program
counter. If theprogramcounteris redirectedtoattackcode
theattackwill beexecutedwhenlongjmp() is called.

Combining all thesebuffer over�ow techniques,loca-
tions in memory andattacktargetsleavesuswith no less
thantwentyattackforms. They areall listed in section4
andconstituteour testbedfor testingof theintrusionpre-
vention tools.

3 Intrusion Prevention

Thereareseveral waysof trying to prohibit intrusions.
Halme and Bauerpresenta taxonomy of anti-intrusion
techniquescalledAINT [20] wherethey de�ne:

Intrusion prevention. Precludesor severely handicaps
thelikelihoodof aparticularintrusion's success.

Wedivide intrusionpreventioninto staticintrusionpre-
ventionanddynamic intrusionprevention. In this section
we will �rst describethe differencesbetweenthesetwo
categories. Secondly, we describefour publicly available
tools for dynamic intrusionprevention, describeshortly
how they work, and in the endcompare their effective-
nessagainstthe intrusions and vulnerabilities described
in section2.4. This is not a completesurvey of intrusion
preventiontechniques,rathera subsetwith the following
constraints:

� Techniquesusedin the implementationphaseof the
software.

� Techniquesthatrequire noalteringof source codeto
disarmsecurityvulnerabilities.

� Techniquesthat aregeneric, implementedandpub-
licly available, not prototypes or system speci�c
tools.

Ourmotivation for this is to evaluateandcompare tools
that could easily and quickly be introducedto software
developersandincreasesoftwarequality from a security
pointof view.

3.1 Static Intrus ion Prevention

Static intrusion prevention tries to prevent attacksby
�nding thesecuritybugsin thesourcecodesothatthepro-
grammer canremove them. Removing all securitybugs
fromaprogramis consideredinfeasible[23] whichmakes
the static solution incomplete. Nevertheless,removing
bugsknown to beexploitablebringsdown the likelihood
of successfulattacksagainstall possibletargets.Staticin-
trusionpreventionremovestheattacker'smethodof entry,

the securitybugs. The two main drawbacksof this ap-
proachis that someone hasto keepan updateddatabase
of programming �a ws to testfor, andsincethetoolsonly
detectvulnerabilitiestheuserhasto know how to �x the
problem oncea warninghasbeenissued.

3.2 Dynamic Intrus ion Prevention

Thedynamic or run-timeintrusionpreventionapproach
is to changetherun-timeenvironment or systemfunction-
ality makingvulnerableprogramsharmless,oratleastless
vulnerable. This meansthat in an ordinary environment
the programwould still be vulnerable (the securitybugs
arestill there)but in the new, more secureenvironment
thosesamevulnerabilitiescannot beexploitedin thesame
way—it protectsknowntargets from attacks.

Dynamic intrusion prevention, as we will see, often
endsup becoming anintrusiondetectionsystembuilding
on programand/orenvironment speci�c solutions, termi-
natingexecution in caseof anattack.Thetechniquesare
often complete in the way that they canprovably secure
the targetsthey aredesigned to protect(oneproof canbe
found in a paper by Chiuehand Hsu [6]) andwill pro-
ducenofalsepositives. Theirgeneral weaknesslies in the
factthatthey all try to solveknownsecurityproblems, i.e.
how bugsareknown to beexploited today, while not get-
ting rid of theactualbugs in theprograms.Whenever an
attacker has�gured out a new way of exploiting a bug,
thesedynamic solutions often standdefenseless.On the
otherhandthey will be effective againstexploitation of
any new bugsusingthesameattackmethod.

3.3 StackGuard

TheStackGuard compiler inventedandimplementedby
Crispin Cowan et al [10] is perhaps the mostwell refer-
encedof the current dynamic intrusionprevention tech-
niques. It is designedfor detectingandstopping stack-
basedbuffer over�o ws targetingthereturnaddress.

3.3.1 The StackGuard Concept

Thekey ideabehind StackGuard is thatbufferover�ow at-
tacksoverwrite everything on their way towards their tar-
get. In thecaseof a bufferover�o w on thestacktargeting
the returnaddress,theattacker hasto �ll thebuffer, then
overwrite any otherlocal variables below (i.e. on higher
stackaddresses),thenoverwrite theold basepointeruntil
it �nally reachesthereturnaddress.If we placea dummy
value in betweenthe return addressand the stackdata
above, andthencheckwhetherthis valuehasbeenover-
written or not before we allow the return addressto be
used,wecoulddetectthiskind of attackandpossiblypre-
vent it. The inventorshave chosento call this dummy
valuethecanary.



Loweraddress
Localvariables

Old basepointer
Canary value
Returnaddress

Arguments
Higheraddress

Figure5. TheStackGuard stackframe.

A potentially successfulattackagainst sucha system
wouldbeto somehow leavethecanary intactwhile chang-
ing the return address,either by overwriting the canary
with its correct valueandthusnotchanging it, or by over-
writing thereturnaddressthrougha pointer, not touching
thecanary. To solvethe�rst problem,two canaryversions
have beensuggested—�rstlythe random canary which
consistsof a random 32-bit valuecalculatedat run-time,
andsecondlythe terminatorcanarywhich consistsof all
four kindsof stringtermination sequences,namelyNull ,
Carriage Return , -1 andLine Feed. In theran-
dom canary casethe attacker hasto guess, or somehow
retrieve, the random valueat run-time. In the terminator
canarycasethe attacker hasto input all the termination
sequences to keepthe canaryintact during the over�o w.
This is notpossiblesincethestringfunction receiving the
inputwill terminateononeof thesequences.

Note that thesetechniquesonly stop over�o w attacks
thatoverwrite everything alongthestack,not general at-
tacksagainst the return address. The attacker can still
abusea pointer, makingit point at thereturnaddressand
writing a new address to that memory position. This
shortcoming of StackGuard was discoveredby Mariusz
Woloszyn, alias “Emsi” and presented by Bulba and
Kil3er [4]. TheStackGuard teamhasaddressedthisprob-
lem by not only saving the canaryvaluebut the XORof
thecanary andthecorrect return address. In this way an
abusedreturnaddresswith an intact canary preceding it
would still be detectedsincethe XORof the canaryand
thereturnaddresshaschanged. If theXORschemeis used
the canary hasto be random sincethe terminator canary
XORed with an addresswould not terminatestringsany-
more.

3.3.2 RandomCanariesUnsupported

While testingStackGuardwenoticedthatthecompilerdid
notrespond to the�ag setfor randomcanary. Wee-mailed
CrispinCowanandaccording to him: “There is only one
threatthattheXOR canarydefeats,andtheterminatorca-
narydoesnot: Emsi's attack.However, if youhavea vul-
nerability that enablesyou to deploy Emsi's attack,then
youhavemany othertargetsto attackbesidesfunction re-

turn addressvalues. Therefore, we droppedsupport for
random canaries[8]”. We agreethat thereturnaddressis
not theonly attacktargetbut it is themostpopular andun-
like function pointersandlongjmpbuffers,thereturn ad-
dressis alwayspresent.According to Cowan'se-mailand
aWireX paperabettersolutionis on its waycalledPoint-
Guard which will protect theintegrity of pointersin gen-
eralwith thesamekind of canarysolution[11]. This im-
pliesthatPointGuardwill protectagainst all attackforms
over�o wing pointers (Seeattackforms 3a–f and4a–f in
section4).

StackGuardis available for download at http://
www.immuni x.org/

3.4 StackShield

StackShieldis acompilerpatchfor GCCmadeby Ven-
dicator [33]. In the current version 0.7 it implements
threetypesof protection, two againstoverwriting of the
returnaddress(both can be usedat the sametime) and
oneagainst overwritingof function pointers.

3.4.1 Global Ret Stack

The Global RetStack protection of the returnaddressis
thedefault choicefor StackShield. It is a separatestack
for storingthereturnaddressesof functionscalledduring
execution. The stackis a global arrayof 32-bit entries.
Wheneverafunctioncall is made, thereturnaddressbeing
pushedonto the normal stackis at the sametime copied
into the Global Ret Stackarray. When the function re-
turns,the return addresson the normal stackis replaced
by the copy on the Global Ret Stack. If an attacker had
overwritten the returnaddressin oneway or anotherthe
attackwould be stoppedwithout terminating the process
execution. Notethatno comparison is madebetweenthe
returnaddressonthestackandthecopy ontheGlobalRet
Stack.This means only preventionandnodetectionof an
attack. The Global Ret Stackhasby default 256 entries
which limits the nestingdepthto 256 protectedfunction
calls. Further function calls will beunprotectedbut exe-
cutenormally.

3.4.2 Ret RangeCheck

A somewhat simplerbut fasterversion of StackShield's
protectionof return addressesis theRetRange Check. It
usesa global variableto storethe returnaddress of the
current function. Beforereturning, the return addresson
the stackis comparedwith the storedcopy in the global
variable. If thereis a differencethe execution is halted.
Note that the Ret RangeCheckcan detectan attackas
opposedto theGlobalRetStackdescribedabove.



3.4.3 Protectionof Function Pointers

StackShieldalsoaimsto protect function pointersfrom
beingoverwritten. Theideais that function pointersnor-
mally should point into the text segment of the process'
memory. That's where the programmeris likely to have
implemented the functions to point at. If theprocesscan
ensurethat no function pointer is allowed to point into
otherpartsof memory thanthetext segment,it will beim-
possiblefor an attacker to make it point at codeinjected
into theprocess,sinceinjectionof dataonly canbedone
into thedatasegment, theBSSsegment,theheap,or the
stack.

Stack Shield addschecking code before all function
calls that make useof function pointers. A global vari-
ableis thendeclaredin the datasegment andits address
is usedasa boundary value. The checking function en-
suresthat any function pointeraboutto be dereferenced
pointsto memory below theaddressof theglobal bound-
ary variable. If it pointsabove the boundary the process
is terminated. This protection will give falsepositivesif
theprogrammerhasintendedtousedynamically allocated
function pointers.

Stack Shield is available for download at http://
www.angel fire.com/s k/stackshie ld/

3.5 ProPolice

HiroakiEtohandKunikazuYodafromIBM Researchin
Tokyo have implementedthe perhaps mostsophisticated
compiler protection calledProPolice [15].

3.5.1 The ProPolice Concept

Etoh'sandYoda'sGCCpatchProPoliceborrowsthemain
ideafrom StackGuard (seesection3.3)—they usecanary
valuesto detectattackson the stack. The novelty is the
protection of stackallocatedvariablesby rearrangingthe
local variablesso thatchar buffersalwaysareallocated
at the bottom, next to the old basepointer, wherethey
cannot beover�o wn to harmany otherlocalvariables.

3.5.2 Building a SafeStackFrame

After a program hasbeencompiled with ProPolicethe
stackframeof functionslook like thatshown in �gure 6.

No matterin what order local variables, pointers, and
buffers are declaredby the programmer, they are rear-
ranged in stack memory to re�ect the structureshown
above. In this way we know that local char buffers can
only beover�o wn to harmeachother, theold basepointer
andbelow. No variables canbe attackedunlessthey are
partof a char buffer. And by placingthecanarywhich
they call theguard betweenthesebuffers andtheold base
pointerall attacksoutsidethe char buffer segmentwill

Loweraddress
Localvariables

andpointers
Localchar buffers

Guard value
Old basepointer
Returnaddress

Arguments
Higheraddress

Figure6. TheProPolicestackframe.

bedetected.Whenanattackis detectedtheprocessis ter-
minated.

WhentestingProPolicewe noticedsomeirregularities
in whenandwasnot the buffer over�o w protection was
included. It seemslike small charbuffers(e.g. 5 bytes)
confuseProPolice, causingit to skip the protectioneven
if theuserhassettheprotector�ag. Thisgivestheoverall
impressionmaybethatProPoliceis somewhat unstable.

ProPoliceis availablefor downloadat http:// www.
trl.ibm.co m/projects/ security/ss p/

3.6 Libsafe and Lib verify

Anotherdefenseagainst buffer over�o ws presented by
Arash Baratlooet al [1] is Libsafe. This tool actually
provides a combination of static and dynamic intrusion
prevention. Statically it patcheslibrary functions in C
thatconstitutepotentialbuffer over�ow vulnerabilities.A
rangecheckis madebefore theactualfunction call which
ensuresthatthereturn addressandthebasepointercannot
beoverwritten. Furtherprotection hasbeenprovided [2]
with Libverifyusingasimilardynamicapproachto Stack-
Guard(seeSection3.3).

3.6.1 Libsafe

Thekey ideabehind Libsafeis to estimatea safebound-
ary for buffers on the stackat run-time and then check
this boundarybefore any vulnerable function is allowed
to write to thebuffer. Vulnerable functions they consider
to betheonesin table1 below.

As a boundaryvalueLibsafeusesthe old basepointer
pushedonto the stackafter the returnaddress. No local
variableshouldbe allowed to expandfurther down the
stackthanthe beginning of the old basepointer. In this
way a stack-basedbuffer over�o w cannotoverwrite the
returnaddress.



Function Vulnerability
strcpy( char *dest, const char *src) May over�o w dest
strcat( char *dest, const char *src) May over�o w dest
getwd(c har *buf) May over�o w buf
gets(ch ar *s) May over�o w s
[vf]sca nf(const char *format, ...) May over�o w arguments
realpat h(char *path, char resolved_pa th[]) May over�o w path
[v]spri ntf(char *str, const char *format, ...) May over�o w str

Table1. VulnerableC functions thatLibsafeaddsprotection to.

Loweraddress
Localvariables

Boundary address Old basepointer
Returnaddress

Arguments
Higheraddress

Figure7. TheLibsafestackframe.

Thisboundaryis enforcedby overloading thefunctions
in table1 with wrapping functions. Thesewrappers�rst
compute the length of the input as well as the allowed
buffer size(i.e. from thebuffer's startingpoint to theold
basepointer) andthenperformsa boundarycheck.If the
input is within the boundary the original functionality is
carriedout. If not thewrapper writesanalert to thesys-
tem's log �le and thenhalts the program. Observe that
over�o ws within the local variableson thestack,suchas
function pointers,arenotstopped.

3.6.2 Lib verify

Libverify is anenhancementof Libsafe,implementing re-
turnaddressveri�cation similar to StackGuard. But since
this is a library it doesnot require recompilation of the
software. As with Libsafe the library is pre-loadedand
linkedto any programrunning on thesystem.

Thekey ideabehind Libverify is to alterall functionsin
aprocesssothatthe�rst thingdonein every functionis to
copy thereturnaddressontoacanarystack locatedonthe
heap,andthelast thing donebefore returning is to verify
thereturnaddressby comparingit with theaddresssaved
onthecanary stack.If thereturnaddressis still correct the
processis allowedto continueexecuting. But if thereturn
addressdoesnotmatchthesavedcopy, execution is halted
anda securityalert is raised. Libverify doesnot protect
theintegrity of thecanary stack.They proposeprotecting
it with mprotect() asin RAD (seesection3.7) but as
in the RAD casethis will mostprobably imposea very
seriousperformancepenalty[6].

To beableto dothis,Libverify hasto rearrangethecode

quiteabit. Firsteachfunction is copiedwholeto theheap
(requiresexecutableheap) whereit canbe altered. Then
the saving andverifying of the returnaddressis injected
into eachfunction by overwriting the�rst instruction with
acall towrapper entry andall returninstructionswith
acall to wrapper exit . Theneedfor copying thecode
to theheapis dueto theIntel CPUarchitecture. On other
platforms this could be solvedwithout copying the code
[2].

Libverify is neededto give a morecompleteprotection
of thereturnaddresssinceLibsafeonlyaddressesstandard
C library functions(aspointedoutby IstvanSimon[32]).
With Libsafe vulnerabilities could still occur wherethe
programmerhasimplemented his/herown memory han-
dling.

Libsafe and Libverify are available for download
at http://ww w.research. avayalabs. com/
project/li bsafe/

3.7 Other Dynamic Solutions

Thedynamic intrusion preventiontechniquespresented
above arenot the only ones.Otherresearchers have had
similar ideasandimplementedalternatives.

Tzi-ckerChiuehandFu-HauHsufrom StateUniversity
of New York at Stony Brook have presenteda compiler
patchfor protectionof the returnaddress[6]. They call
their GCC patchReturnAddressDefender, or RAD for
short.Thekey ideabehindRAD is quitesimilar to there-
turn addressprotectionof StackShielddescribedin Sec-
tion 3.4. Every time a function call is madeanda new
stackframeis created, RAD storesa copy of thenew re-
turn address.Whena function returns, thereturnaddress
aboutto bedereferencedis �rst checkedagainstits copy.
RAD is notpublicly available.

TheGCCpatchStackGhost [25] by Mike Frantzenand
Mike Shuey makesuseof systemspeci�c featuresof the
Sun SparcStationto implement a sophisticatedprotec-
tion of the return address.They proposebothXORing a
random valuewith the returnaddress(asStackGuard) as
well askeeping a separatereturnaddressstack(asStack
Shield, RAD and Libverify). They also suggest using
cryptographicmethods insteadof XOR to enhance secu-



rity.
CCuredandCycloneare two recentresearchprojects

aimingto signi�cantly enhancetypeandboundschecking
in C. They bothusea combinationof staticanalysisand
run-time checks.

CCured [27, 26] is an extension of the C program-
ming languagethat distinguishesbetweenvarious kinds
of pointers depending on their usage. The purpose of
this distinctionis to beableto prevent improperusageof
pointersandthusto guaranteethatprogramsdonotaccess
memory areasthey shouldn' t access.CCuredwill change
C programsslightly so that they are type safe. CCured
doesnotchange codethatdoesnotusepointersor arrays.

Cyclone [21] is a C dialect that prevents safety vio-
lations suchas buffer over�ows, dangling pointers, and
format string attacksby ruling out certainpartsof ANSI
C and replacing themwith saferversions. For instance
setjmp() andlongjmp() areunsupported(in some
casesexceptions are usedinstead). Also pointer arith-
meticis restricted.An averageof 10%of thelinesof code
haveto bechangedwhenporting programsfrom C to Cy-
clone.

RichardJonesandPaul Kelly 1997 presenteda GCC
compiler patch in which they implemented run-time
boundschecking of variables[22]. For eachdeclared stor-
agepointer they keepan entry in a tablewherethe base
andlimit of thestorageis kept. Beforeany pointer arith-
meticor pointerdereferencingis made,thebaseandlimit
is checkedin thetable.While notexplicitly aimedfor se-
curity, this technique would effectively stopall kinds of
buffer over�o w attacks.Sadlytheirsolutionsufferedboth
fromperformancepenaltiesof morethan400%,aswell as
incompatibilities with real-world programs(according to
CrispinCowanetal [9]). Becauseof thebadperformance
and compatibility we considered Jones'andKelly's so-
lution lessinterestingfor softwaredevelopmentandex-
cludedit from our test.

It is also possible to have support for dynamic in-
trusion prevention in the operating system. A popular
idea is the non-executable stack. This would make in-
jection of attackcodeinto the stackuseless. But there
are many ways around this protection. A few exam-
ples includeusingcodealready linked into the program
from libraries (for instancecalling system() with the
parameter "/bin/sh" ), injecting the attackcode into
othermemory structures suchas environmentvariables,
or by exploiting buffer over�ows on the heapor in the
BSS/datasegment. The Linux kernel patch from the
Openwall Projectis publicly availableandimplements a
non-executablestackaswell asprotection against attacks
usinglibrary functions[13]. Sinceit is akernelpatchit is
up to theuserandnot theproducerof softwareto install
it. Thereforewedid not includeit in our test.

David Wagnerand Drew Deanhave presented an in-
terestingapproachfor intrusiondetectionthat relatesto
thefunctionality of thetoolsdescribedin this paper[34].
They modeltheprogram's correctexecution behavior via
staticanalysisof thesourcecode, building up callgraphs
or evenequivalent context-freelanguagesde�ning theset
of possiblesystemcall traces.Thenthesemodelsareused
for run-timemonitoring of execution.Any deviation from
thede�ned 'good' behavior will make themodelenteran
unaccepting stateandtrigger the intrusionalarm. As the
metric for precisionin intrusion detectionthey propose
thebranching factorof themodel. A low branchingfactor
meansthattheattackerhasfew choicesof whatto donext
if heor shewantsto evadedetection.

4 Comparisonof the Tools

Herewede�ne ourtestbedof twentybufferover�o w at-
tackformsandthenpresenttheoutcome of ourempirical
andtheoretical comparisonof thetoolsfrom section3.2.

We de�ne an attackform asa combination of a tech-
nique,a location, andan attacktarget. As described in
section2.3 we have identi�ed two techniques,two types
of locationandfour attacktargets:

Techniques. Eitherwe over�ow thebuffer all theway to
theattacktargetor weover�o w thebuffer to redirect
a pointerto thetarget.

Locations. Thetypesof locationfor thebuffer over�o w
arethestackor theheap/BSS/datasegment.

Attack Targets. We have four targets—thereturn ad-
dress,the old basepointer, function pointers, and
longjmpbuffers.Thelasttwo canbeeithervariables
or functionparameters.

Consideringall practicallypossiblecombinationsgives
usthetwentyattackforms listedbelow.

1. Buffer over�o w onthestackall thewayto thetarget:

(a) Returnaddress

(b) Old basepointer

(c) Functionpointeraslocalvariable

(d) Functionpointerasparameter

(e) Longjmp buffer aslocalvariable

(f) Longjmp buffer asfunction parameter

2. Buffer over�o w on theheap/BSS/dataall theway to
thetarget:

(a) Functionpointer

(b) Longjmp buffer



Attacks Attacks Attacks Abnormal
DevelopmentTool prevented halted missed behavior
StackGuardTerminator Canary 0 (0%) 3 (15%) 16(80%) 1 (5%)
StackShieldGlobal RetStack 5 (25%) 0 (0%) 14(70%) 1 (5%)
StackShieldRangeRetCheck 0 (0%) 0 (0%) 17(85%) 3 (15%)
StackShieldGlobal & Range 6 (30%) 0 (0%) 14(70%) 0 (0%)
ProPolice 8 (40%) 2 (10%) 9 (45%) 1 (5%)
LibsafeandLibverify 0 (0%) 4 (20%) 15(75%) 1 (5%)

Table 2. Empirical test of dynamic intrusion prevention tools. 20 attack forms tested. “Prevented” means
that the process execution is unharmed. “Halted” means that the attack is detected but the process is
terminated.

3. Buffer over�o w of a pointeron the stackand then
pointing at target:

(a) Returnaddress

(b) Basepointer

(c) Function pointer asvariable

(d) Function pointer asfunctionparameter

(e) Longjmpbuffer asvariable

(f) Longjmpbuffer asfunctionparameter

4. Buffer over�o w of a pointer on the heap/BSS/data
andthenpointingat target:

(a) Returnaddress

(b) Basepointer

(c) Function pointer asvariable

(d) Function pointer asfunctionparameter

(e) Longjmpbuffer asvariable

(f) Longjmpbuffer asfunctionparameter

Note that we do not considerdifferencesin the likeli-
hoodof certainattackforms beingpossible,nor current
statisticson which attackforms aremostpopular. How-
ever, we have observed that most of the dynamic intru-
sion prevention tools focus on the protection of the re-
turn address. Bulba andKil3r did not presentany real-
life examples of their attackforms that defeated Stack-
GuardandStackShield.Also theImmunix operating sys-
tem(Linux hardenedwith StackGuard andmore)camein
secondplaceat the Defcon“Capturethe Flag” competi-
tion wherenearly100crackersandsecurityexpertstried
to compromisethecompeting systems[12]. This implies
that the tools presentedhereare effective against many
of the currently usedattackforms. Thequestionis: will
this will changeassoonasthis kind of protectionis wide
spread?

Also worth noting is that just becausea attack form
is prevented or halteddoesnot meanthat the very same

buffer over�o w cannot beabusedin another attackform.
All of theseattackforms have beenimplementedon the
Linux platform andthesourcecodeis availablefrom our
homepage:http://www. ida.liu.se /˜johwi .

To setup the test, the sourcecode wascompiledwith
StackGuard, StackShield, or ProPolice,or linked with
Libsafe/Libverify. Theoverall resultsareshown in table
2. We alsomadea theoreticalcomparisonto investigate
the potential of the ideasandconcepts usedin the tools.
Theoverall resultsof thetheoreticalanalysisareshown in
table3. For detailsof thetestsseeappendix A andB.

Most interestingin the overall test resultsis that the
most effective tool, namely ProPolice, is able to pre-
vent only 50% of the attackforms. Buffer over�o ws on
theheap/BSS/datatargeting function pointers or longjmp
buffers are not prevented or haltedby any of the tools,
which meansthat a combination of all techniquesbuilt
into onetool wouldstill miss30%of theattackforms.

This however doesnot comply with theresultfrom the
theoreticalcomparison.StackShieldwasnot ableto pro-
tectfunctionpointersasstatedbyVendicator. Anotherdif-
ferenceis theabnormalbehavior of StackGuardandStack
Shieldwhenconfrontedwith afakestackframein theBSS
segment.

Thesepoor resultsareall evidenceof the weaknessin
dynamic intrusion prevention discussedin section3.2,the
testedtools all aim to protectknownattacktargets. The
returnaddresshasbeena popular target andthereforeall
toolsarefairly effective in protectingit.

Worth noting is that StackGuard halts attacksagainst
the old basepointeralthough that wasnot mentionedas
anexplicit designgoal.

Only ProPoliceand Stack Shield offer real intrusion
prevention—theothertoolsaremoreor lessintrusionde-
tectionsystems.But still thegeneral behavior of all these
toolsis terminationof processexecution during attack.



Attacks Attacks Attacks
DevelopmentTool prevented halted missed
StackGuard TerminatorCanary 0 (0%) 4 (20%) 16(80%)
StackGuard Random XOR Canary 0 (0%) 6 (30%) 14(70%)
StackShieldGlobalRetStack 6 (30%) 7 (35%) 7 (35%)
StackShieldRangeRetCheck 0 (0%) 10(50%) 10(50%)
StackShieldGlobal& Range 6 (30%) 7 (35%) 7 (35%)
ProPolice 8 (40%) 3 (15%) 9 (45%)
LibsafeandLibverify 0 (0%) 6 (30%) 14(70%)

Table 3. Theoretical comparison of dynamic intrusion prevention tools. 20 attack forms used. “Prevented”
means that the process execution is unharmed. “Halted” means that the attack is detected but the process
is terminated.

5 CommonShortcomings

Thereareseveral shortcomingsworth discussing.We
have identi�ed four genericproblemsworth highlighting,
especiallywhenconsidering futureresearchin this area.

5.1 Denial of Service Attacks

Sincethreeout of four tools terminateexecution upon
detectingan attackthey actuallyoffer moreof intrusion
detectionthan intrusion prevention. More important is
thatthevulnerabilitiesstill allow for Denialof Serviceat-
tacks. Terminatinga web serviceprocess is a common
goal in securityattacks.Processterminationresultsin a
muchlessserious attackbut will still bea securityissue.

5.2 StorageProtection

Canariesor separatereturn addressstackshave to be
protectedfromattacks.If thecanary templateor thestored
copy of thereturnaddresscanbetamperedwith, thepro-
tectionis fooled. OnlyStackGuardwith theterminator ca-
naryoffersprotection in this sense.Theothertoolshave
no protection implemented andthe performancepenalty
of suchprotection canbe very serious—upto 200 times
[6].

5.3 Recompilationof Code

The three compiler patches have the common short-
comingof demandingrecompilation of all codeto pro-
videprotection.For softwarevendors shipping new prod-
uctsthis is a natural thing but for running operating sys-
temsandlegacy systemsthis is a serious drawback. Lib-
safe/Libverify offers a muchmoreconvenientsolutionin
this sense.TheStackGuardandProPoliceteamshavead-
dressedthis issueby offering protectedversions of Linux
andFreeBSD.

5.4 Limited NestingDepth

Whenkeepingaseparatestackwith copiesof returnad-
dresses,thenestingdepth of theprocessis limited. Only
Vendicator, authorof StackShield,discussesthisissuebut
offersnorealsolutionto theproblem.

6 RelatedWork

Threeother studiesof defensesagainstbuffer over�o w
attackshavebeenmade.

In late2000CrispinCowanet al publishedtheir paper
“Buffer Over�o ws: AttacksandDefensesfor theVulnera-
bility of theDecade” [11]. They implicitly discussseveral
of ourattackformsbut leaveout theold basepointerasan
attacktarget.Comparison of defensesis broaderconsider-
ing alsooperatingsystempatches,choiceof programming
language andcodeauditing but thereis only a theoretical
analysis,nocomparativetestingis done.Also theonlydy-
namictoolsdiscussedaretheirown StackGuard andtheir
forthcomingPointGuard.

Only a month later Istvan Simon publishedhis paper
“A Comparative Analysisof Methods of Defenseagainst
Buffer Over�ow Attacks” [32]. It discussesprosandcons
with operating systempatches,StackGuard, Libsafe,and
similar solutions. The major drawback in his analysisis
the lack of categorizationof buffer over�o w attackforms
(only threeof our attackforms areexplicitly mentioned)
andany structuredcomparisonof thetool's effectiveness.
No testingis done.

In March 2002 Pierre-Alain Fayolle and Vincent
Glaumepublished their lengthy report “A Buffer Over-
�o w Study, Attacks& Defenses”[17]. They describeand
compareLibsafewith anon-executablestackandanintru-
siondetectionsystem.Testsareperformedfor two of our
twenty attackforms. No propercategorization of buffer
over�o w attackforms is madeor usedfor testing.



7 Conclusions

Thereareseveral run-time techniquesfor stoppingthe
most common of security intrusion attack—the buffer
over�o w. But we have shown thatnoneof thesecanhan-
dle the diverseforms of attacksknown today. In prac-
tice at best40% of the attackforms wereprevented and
another 10% detectedandhalted,leaving 50%of the at-
tacksstill at large.Combining all thetechniquesin theory
wouldstill leaveuswith nearlya third of theattackforms
missed.In ouropinion this is dueto thegeneral weakness
of the dynamic intrusion prevention solution—the tools
all aim at protectingknownattacktargets,not all targets.
Neverthelessthesetoolsandtheideasthey arebuilt onare
effectiveagainstmany securityattacksthatharmsoftware
userstoday.
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A Detailsof Empirical Test

AttackTarget Return Old Base FuncPtr FuncPtr Longjmp Buf Longjmp Buf
DevelopmentTool address Pointer Variable Parameter Variable Parameter
StackGuard TerminatorCanary Halted Halted Missed Missed Missed Missed
StackShieldGlobalRetStack Prevented Prevented Missed Missed Missed Missed
StackShieldRangeRetCheck Abnormal Missed Missed Missed Missed Missed
StackShieldGlobal& Range Prevented Prevented Missed Missed Missed Missed
ProPolice Halted Halted Prevented Abnormal Prevented Missed
LibsafeandLibverify Halted Halted Missed Halted Missed Halted

Table4. Prevention of buffer over�o w on the stackall the way to the target.

AttackTarget FuncPtr Longjmp Buf
DevelopmentTool Variable Variable

StackGuard TerminatorCanary Missed Missed
StackShieldGlobalRetStack Missed Missed
StackShieldRangeRetCheck Missed Missed
StackShieldGlobal& Range Missed Missed
ProPolice Missed Missed
LibsafeandLibverify Missed Missed

Table5. Prevention of buffer over�o w on the heap/BSS/dataall the way to the target.

AttackTarget Return Old Base FuncPtr FuncPtr Longjmp Buf Longjmp Buf
DevelopmentTool address Pointer Variable Parameter Variable Parameter
StackGuard TerminatorCanary Missed Halted Missed Missed Missed Missed
StackShieldGlobalRetStack Prevented Prevented Missed Missed Missed Missed
StackShieldRangeRetCheck Abnormal Missed Missed Missed Missed Missed
StackShieldGlobal& Range Prevented Prevented Missed Missed Missed Missed
ProPolice Prevented Prevented Prevented Prevented Prevented Prevented
LibsafeandLibverify Missed Abnormal Missed Missed Missed Missed

Table6. Prevention of buffer over�o w of pointer on the stack and then pointing at target.

AttackTarget Return Old Base FuncPtr FuncPtr Longjmp Buf Longjmp Buf
DevelopmentTool address Pointer Variable Parameter Variable Parameter

StackGuard TerminatorCanary Missed Abnormal Missed Missed Missed Missed
StackShieldGlobalRetStack Prevented Abnormal Missed Missed Missed Missed
StackShieldRangeRetCheck Abnormal Missed Missed Missed Missed Missed
StackShieldGlobal& Range Prevented Prevented Missed Missed Missed Missed
ProPolice Missed Missed Missed Missed Missed Missed
LibsafeandLibverify Missed Missed Missed Missed Missed Missed

Table7. Prevention of buffer over�o w of a pointer on the heap/BSS/dataand then pointing at target.



B Detailsof Theoretical Test

AttackTarget Return Old Base FuncPtr FuncPtr LongjmpBuf Longjmp Buf
DevelopmentTool address Pointer Variable Parameter Variable Parameter
StackGuard TerminatorCanary Halted Halted Missed Missed Missed Missed
StackGuard Random XOR Canary Halted Halted Missed Missed Missed Missed
StackShieldGlobalRetStack Prevented Prevented Halted Halted Missed Missed
StackShieldRangeRetCheck Halted Missed Halted Halted Missed Missed
StackShieldGlobal& Range Prevented Prevented Halted Halted Missed Missed
ProPolice Halted Halted Prevented Missed Halted Missed
LibsafeandLibverify Halted Halted Missed Halted Missed Halted

Table8. Prevention of buffer over�o w on the stackall the way to the target.

AttackTarget FuncPtr Longjmp Buf
DevelopmentTool Variable Variable
StackGuard TerminatorCanary Missed Missed
StackGuard Random XOR Canary Missed Missed
StackShieldGlobalRetStack Missed Missed
StackShieldRangeRetCheck Missed Missed
StackShieldGlobal& Range Missed Missed
ProPolice Missed Missed
LibsafeandLibverify Missed Missed

Table9. Prevention of buffer over�o w on the heap/BSS/dataall the way to the target.

AttackTarget Return Old Base FuncPtr FuncPtr LongjmpBuf Longjmp Buf
DevelopmentTool address Pointer Variable Parameter Variable Parameter

StackGuard TerminatorCanary Missed Halted Missed Missed Missed Missed
StackGuard Random XOR Canary Halted Halted Missed Missed Missed Missed
StackShieldGlobalRetStack Prevented Prevented Halted Halted Missed Missed
StackShieldRangeRetCheck Halted Missed Halted Halted Missed Missed
StackShieldGlobal& Range Prevented Prevented Halted Halted Missed Missed
ProPolice Prevented Prevented Prevented Prevented Prevented Prevented
LibsafeandLibverify Halted Halted Missed Missed Missed Missed

Table10.Prevention of buffer over�o w of pointer on the stackand then pointing at target.

AttackTarget Return Old Base FuncPtr FuncPtr LongjmpBuf Longjmp Buf
DevelopmentTool address Pointer Variable Parameter Variable Parameter

StackGuard TerminatorCanary Missed Halted Missed Missed Missed Missed
StackGuard Random XOR Canary Halted Halted Missed Missed Missed Missed
StackShieldGlobalRetStack Prevented Prevented Halted Halted Missed Missed
StackShieldRangeRetCheck Halted Halted Halted Halted Missed Missed
StackShieldGlobal& Range Prevented Prevented Halted Halted Missed Missed
ProPolice Missed Halted Missed Missed Missed Missed
LibsafeandLibverify Halted Halted Missed Missed Missed Missed

Table11.Prevention of buffer over�o w of a pointer on the heap/BSS/dataand then pointing at target.


