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Abstract

Thesizeand compexity of softwae systemss growing,
increasinghenumier of bugs. Manyof thesebugsconsti-
tute securityvulnerabilities. Mostcomma of thesebugs
is the buffer over ow vulnembility. In this paperwe im-
plementa testbedof 20 different buffer over ow attads,
and useit to compae four publicly available tools for
dynanmic intrusion prevertion aimingto stopbuffer over

ows. Thetoolsare compaed empirically and theaeti-

cally. Thebesttool is effectiveagainst only 50% of the
attadks and there are six attadk formswhich noneof the
toolscanhardle.

Keywords: securityintrusion buffer over o w; intrusion
prevention;dynamicanalysis

1 Intr oduction

The sizeand complity of software systemss grow-
ing, increasingthenumtler of bugs.According to statistics
from Coordiration Centerat Carngjie Mellon University,
CERT, the nunber of repated vulnembilitiesin software
hasincreasedvith nearly500% in two yearg5] asshovn
in gure 1.

Now thereis goad news and bad newvs. The good
news is that there is lots of information available on
how thesesecurityvulnerabilitiesoccu, how the attacks
agairst themwork, and mostimportarily how they can
be avoided. The badnews is that this information appafr
entlydoes notleadto fewervulnerabilities. Thesamemis-
takesaremadeover andover againwhich, for instancejs
shawn in the statisticsfor the infamaus buffer over ow
vulnerability. David Wagneret al from University of Cal-
ifornia at Berkeley shav thatbuffer over ows alonestand
for about50% of the vulnembilities repated by CERT
[35].

*This work hasbeensuppored by the national compute graduae

schoolin compugrscierce (CUGS),commissionedy the Swedshgav-
ernmentandthe boardof eduation.
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Figure 1. Software vulnerabilities reported to
CERT 1995-2001.

In the middle of January2002the discussiorabou re-
sponsibilityfor securityintrusiors took a new turn. The
US Nationd Acadenies releaseda prepublication rec-
ommeiling that policy-makers createlaws that would
hold compaies accountablefor securitybreaclesresult-
ing from vulnerableproducts[30], which receivedglobal
mediaattention[3, 28]. Sofar, only the intruder canbe
chagedin cout. In the future, software commniesmay
be chaged for not preventing intrusians. This stresses
the importarce of helpirg software engireersto prodice
moresecuresoftware. Automateddevelopmentandtest-
ing toolsaimedfor securitycoud be oneof the solutiors
for this growving prodem.

Onestartingpoint would, or couldbetoolsthatcanbe
applieddirectlyto thesourcecodeandsolve or warnabout
securityvulnerabilities. This meanstrying to solve the
problemsin theimplementéion andtestingphase Apply-
ing securityrelatedmethalologes throudhout the whole
developmentcycle would mostlikely be more effective,
but giventheamoun of existing software(“legacy codé),
thedesirefor moduar designusingsoftwareconponerts
progmammedearlier and the time it would take to edu-
catesoftwareengneersin secureanalysisanddesignwe
argue that securitytools that aim to cleanup vulneble



sourcecodearenecessaryA furtherdiscussiorof thisis-
suecanbe foundin the JanuarjFebruary20@ issueof
IEEE Software[18].

In this paperwe investigatethe effectivenessof four
publicly availabletools for dynamic preventionof buffer
over ow attacks—amely the GCC compiler patches
StackGuad, StackShield,andProPolice andthesecurity
library LibsafdLibveiify. Our appr@chhasbeento rst
develop anin-depthuncerstandingf how buffer over o w
attackswork andfrom this knowledgebuild atestbedwith
all the identi ed attackforms. Thenthe four tools are
compredtheoreticallyand empirically with the testbed.
Thisworkis afollow-upof JohnWilandets Masters The-
sis“Security IntrusionsandIntrusionPrevention” [36].

1.1 Scope

We havetestedpublicly availabletoolsfor run-time pre-
ventian of buffer over ow attacks.Thetoolsall applyto
C soure code,but usingthemrequres no modi cations
of the sour@ code. We do not considerapprachesthat
usesystemspeci c featuresmod ed kerrels, or require
the userto install separateuntime securitycompaents.
Thetwentybuffer over o wsrepresena sampleof the po-
tentialinstance®f buffer over o w attacksandnotonthe
likelihoad of aspeci ¢ attackusingthe sampleinstance.

1.2 Paper Overview

Therestof the paperis organizedasfollows. Section2
describeprocessnemay managmentin UNIX andhow
buffer over o w attackswork. Section3 presentghe con-
ceptof intrusionprevention anddescribeghe techniges
usedin the four analyedtools. Section4 de nes our
testbedof twenty attackforms and presentsour theoret-
ical andempitical comparisonof thetools' effectiveness
agairst the previously describedattackforms. Section5
describeghe comnon shortconngs of curren dynamc
intrusionprevention Finally sectionss and7 presente-
latedwork andour condusions.

2 Attack Methods

The analysis of intrusiors in this paperconcensa sub-
setof all violations of securitypoliciesthat would con-
stitutea securityintrusionaccordng to de nitions in, for
exampe, the Interret SecurityGlossary{31]. In our con-
text anintrusian or a successfuattackaimsto charge the

ow of control, letting the attacler execue arbitrary code.
We considerthis classof vulnerailities the worst possi-
blesincearbitrary code”oftenmeansstartinganew shell
This shellwill have the sameaccesgightsto the system
astheprocessattacled. If theprocesshadrootaccessso
will theattaclerin thenew shell,leaving thewholesystem
openfor ary kind of manipuation.

2.1 Changingthe Flow of Control

Changingthe ow of cortrol and executing arbitray
codeinvolvestwo stepsfor anattacler:

1. Injectingattad codeor attadk parametesinto some
memorystructue (e.g. a buffer) of the vulnemble
process.

2. Abusing some vulnerale function that writes to
memoryof the processto alter datathatcontmols ex-
ecution o w.

Attack code could meanassemblycodefor startinga
shell(lessthan100bytesof spacewill do)wherea attack
parametes are usedasinput to codealread existingin
the vulnemble processfor exanple usingthe paraneter
"/bin/sh" asinputto thesystem( ) library function
would startashell.

Our biggest concernis step two—redireting cortrol
ow by writing to memoy. Thatis the hard part and
the possibility of chargingthe o w of contiol in thisway
is the mostunlikely condtion of the two to hold. The
possibility of injecting attackcodeor attackparaneters
is higher sinceit doesnot necessariljhave to violate ary
rulesor restrictionsof the progam.

Changingthe o w of contrd occursby alteringa code
pointer. A code pointeris basicallya valuewhich gives
the program counter a new memoy addessto startexe-
cuting codeat. If a codepointercanbe madeto poirt to
attackcodethe progamis vulnemable. The mostpopuar
targetis thereturnaddesson the stack. But progmammer
de nedfunctionpointeisandsocalledlongjmpbuffersare
equallyeffective targetsof attack.

2.2 Memory Layout in UNIX

To geta picture of the memay layout of processed
UNIX we canlook at two simpli ed models(for a com-
plete descriptionsee“Memory Layou in Progam Exe-
cution” by FrederickGiasson[19]). Eachprocesshasa
(partial)memay layou asin the gure below:
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Figure 2. Memorylayou of a UNIX process.

Themachne codeis storedin thetext sggmern andcon-
stants,aguments,andvariables de ned by the program-



mer are storedin the othe memay areas. A small C-
progamshavsthis (thecommeits showv whereeachpiece
of datais storedin processnemay):

GLOBAL_CONSTF 1, 1
global_var; 1

static int
static int

Data segment
BSS segment

/I argc & argv on stack, local

int  main(argc  **argv[]) {
int local_dynam ic_var; /I Stack
static int local_stati c_var; /I BSS segment

int  *buf_ptr=(i nt *)malloc(32 ); // Heap

For eachfunction call a nen stadk frameis setup on
top of the stack. It containsthe returnaddressthe call-
ing functioris basepoirter, locally declarel variablesand
more.Whenthefunction ends, thereturnaddressnstructs
the pracessorwhereto continte execuing codeandthe
storedbasepoirter gives the offsetfor the stackframeto

use.

Loweraddress
Localvariables
Old basepointer
Returnaddress
Arguments
Higheraddress

Figure 3. TheUNIX stackframe.

2.3 Attack Targds

As statedabove the target for a successfuchang of
contrd ow is a codepointer Therearethreetypesof
codepointersto attack[11]. But Hiroaki Etoh and Ku-
nikazuYoda proposeusingthe old basepointerasan at-
tacktarget [15]. We have implemertedtheir proposedat-
tack form and proven thatthe old basepointeris just as
dangerousa target asthe returnaddress (seesection2.4
and4). Sowe have four attacktargds:

1. Thereturnaddess,allocatedon thestack.
2. Theold basepointer allocatedon the stack.

3. Functionpointers,allocatedon the heap,in the BSS
or datasegment,or onthestackeitherasalocal vari-
ableor asa paraneter

4. Longmp buffers,allocatecontheheapjn theBSSor
datasegmen, oronthestackeitherasalocalvariable
or asaparameter

A function pointer in C is declared as
int  (*func_ptr ) (char) , in this exanmple a
pointerto a functiontakinga char asinputandreturrs
anint . It pointsto executablecode.

Longjmpin C allowstheprogammerto explicitly jump
backto functions, not going throwgh the chainof return
addresses.Let's say function A rst calls setimp()
thencallsfunction B which in turn calls function C. If C
now callslongjmp()  thecortrol is directly transfered
backto function A, popingbothC'sandB's stackframes
of thestack.

2.4 Buffer Over o w Attacks

Buffer over ow attacksarethe mostcomnon security
intrusion attack[35, 16] and have beenextensidly ana-
lyzed and descriled in several papers and ondine docu
mentg[29, 24, 7, 14). Buffers,whereverthey areallocated
in memoy, maybeover o wn with too muchdataif there
is no checkto ensurethatthe databeingwritten into the
buffer actually ts there. Whentoo much datais writ-
teninto a buffer the extra datawill “spill over” into the
adjacentmemoy structue, effectively overwriting ary-
thing thatwasstoredtherebefae. This canbe abusedto
ovemwrite a codepointerand charge the o w of cortrol
eitherby directly over o wing the codepointeror by rst
overo wing anotter pointerandredirect thatpointerto the
codepointer.

The mostcomnon buffer over o w attackis shavn in
the simpli ed exanple belov. A local buffer allocated
on the stackis overo wn with 'A's andevertually there-
turn addessis overwritten, in this casewith the addess
Oxbffff740

Local buffer AAAAAAAA

AAAAAAAA

Old basepoirter AAAAAAAA

Returnaddress Oxbffff74 0
Arguments Arguments

Figure 4. A buffer over o w overwriting the re-
turn address.

If anattaclercansupplytheinputto thebufferheor she
candesignthe datato redirectthe returnaddessto his or
herattackcode.

The secondattacktarget, the old basepointer canbe
alusedby building a fake stackframewith a returnad-
dresspointingto attackcodeandthenover o w the buffer
to overwrite the old basepoirter with the addessof this
fake stackframe. Upon return contrd will be passed
to the fake stackframewhich immediatelyreturrs again
redirectirg o w of contrd to theattackcode.

Thethird attacktargetis function pointes. If the func-
tion pointer is redirectedto the attackcode the attackwill
be executedwhenthefunction pointeris used.



The fourth and last attack target is longmp buffers.
They containthe ervironment datarequiredto resume
execuion from the point setimp()  was called. This
ervironmen dataincludes a basepointeranda progam
courter. If theprogramcounteltis redirectedo attackcode
theattackwill beexecuedwhenlongjmp() s called.

Combinirg all thesebuffer over ow techniaies,loca-
tionsin memay andattacktargetsleavesuswith noless
thantwenty attackforms. They areall listedin section4
andconstituteour testbedor testingof theintrusionpre-
ventian tools.

3 Intrusion Prevention

Therearesererd waysof trying to prohikt intrusiors.
Halme and Bauer presenta taxonany of anti-intrusion
techniquescalledAINT [20] wherethey de ne:

Intrusion prevention. Precludesor severely handicap
thelikelihoodof a particularintrusions success.

We divide intrusionpreventioninto staticintrusionpre-
ventionanddynanmic intrusion preventian. In this section
we will rst describethe differencesbetweenthesetwo
catgaries. Secondlywe describefour pubicly available
tools for dynanmic intrusion prevention, describeshortly
how they work, andin the end compae their effective-
nessagainstthe intrusiors and vulnerabilities described
in section2.4. This is not a comgete suney of intrusion
preventiontechniaies,rathera subsetwith the following
constraifs:

e Technigiesusedin theimplemertation phaseof the
software.

e Technigiesthatrequir no alteringof sour@ codeto
disarmsecurityvulnerailities.

e Technigiesthat are geneic, implementedand pub-
licly available, not protaypes or systemspecic
tools.

Ourmotivetion for thisis to evaluateandcompae tools
that could easily and quicky be introducedto software
developersandincreasesoftware quality from a security
point of view.

3.1 Static Intrusion Prevention

Static intrusion prevention tries to prevent attacksby
nding thesecuritybugsin thesour@ codesothatthepro-
gramner canremove them. Remaring all securitybugs
fromaprogamis consicredinfeasibleg23] whichmakes
the static solution incomgete. Nevertheless,remaoving
bugsknown to be exploitable bringsdown the likelihood
of successfuattacksagairst all possibletargets. Staticin-
trusionpreventionremovestheattacler's methodof entry,

the securitybugs. The two main dravbacksof this ap-
proachis that someoe hasto keepan updcateddatabase
of programmirg a wsto testfor, andsincethetoolsonly
detectvulnerabilitiesthe userhasto know how to x the
problen onceawarninghasbeenissued.

3.2 Dynamic Intrusion Prevention

Thedynamic or run-timeintrusion prevention appro&h
is to chang theruntime ervironmeri or systenfunction
ality makingvulnerableprogamsharmlessor atleastiess
vulnemble. This meansthatin an ordinary ervironment
the programwould still be vulnerale (the securitybugs
are still there)but in the new, more secureervironment
thosesamevulnembilitiescanna beexploitedin thesame
way—it pratectsknowntarges from attacks.

Dynamic intrusian prevention, as we will see, often
endsup becomimy anintrusiondetectionsystembuilding
on progamand/orervironmen speci ¢ solutiors, termi-
natingexeaution in caseof anattack. Thetechniqesare
often comgete in the way that they canprovably secure
thetargetsthey aredesignd to protect(oneproof canbe
foundin a pape by Chiuehand Hsu [6]) andwill pro-
ducenofalsepositives. Theirgeneal weakressliesin the
factthatthey all try to solve knownsecurityproblens, i.e.
how bugsareknown to be exploited today while not get-
ting rid of theactualbugs in the programs.Wheneer an
attacler has gured out a new way of exploiting a bug,
thesedynamc solutiors often standdefenselessOn the
other handthey will be effective againstexploitation of
ary new bugsusingthe sameattackmetha.

3.3 StackGuard

The StakGuard compler inventedandimplemenedby
Crispin Cowvan et al [10] is perhas the mostwell refer
encedof the current dynamic intrusion prevention tech-
nigues. It is designedor detectingand stoppirg stack-
basedbuffer over o wstametingthereturnaddress.

3.3.1 The StackGuad Concept

Thekey ideabehind StackGued is thatbuffer over ow at-
tacksoverwrite everything on their way towards their tar-

get. In thecaseof a buffer overo w onthe stacktargeting

the returnaddress, the attacler hasto Il the buffer, then
ovemrite ary otherlocal varialdes below (i.e. on higher
stackaddesses)thenovemwrite the old basepointeruntil

it nally reacheshereturnaddess.If we placeadumny

value in betweenthe return addressand the stack data
abore, andthencheckwhetherthis valuehasbeenover-

written or not befae we allow the retum addessto be
used we coulddetecthis kind of attackandpossiblypre-
ventit. The inventorshave chosento call this dummny

valuethecanay.
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Figure5. The StackGued stackframe.

A poterially successfubttackaganst sucha system
wouldbeto someha leave thecanay intactwhile chang-
ing the return addess, either by overwriting the canary
with its corred value andthusnot chargingit, or by over
writing thereturnaddressthrougha pointer, nottouching
thecanary To solvethe rst problem,two canaryersiors
have beensuggested— rstlythe randan canary which
consistsof a randan 32-bit value calculatedat runtime,
andsecondlythe terminatorcanarywhich consistsof all
four kindsof stringtermination sequenes,namelyNull ,
Carriage  Return ,-1 andLine Feed. Intheran-
dom canay casethe attacler hasto guess, or somehav
retrieve, the randam valueat runtime. In the termirator
canarycasethe attacler hasto input all the termimation
sequenesto keepthe canaryintact during the overo w.
Thisis notpossiblesincethe stringfunction receving the
inputwill terminateononeof thesequences.

Note that thesetechniaqiesonly stop over o w attacks
that ovemwrite everything alongthe stack,not geneal at-
tacks agairst the return addess. The attacler can still
alusea pointer makingit point atthe returnaddressand
writing a newv addessto that memay position. This
shortcaning of StackGuad was discorered by Mariusz
Woloszyn, alias “Emsi” and preseted by Bulba and
Kil3er [4]. The StackGuead teamhasaddessedhis prob-
lem by not only saving the canaryvalue but the XORof
the canay andthe correct retun address. In this way an
alusedreturnaddresswith anintact canay precedhg it
would still be detectedsincethe XORof the canaryand
thereturnaddressiaschangedIf the XORschemeés used
the canay hasto berandon sincethe terminate canary
XORdwith an addresswould not terminatestringsary-
more.

3.3.2 Random CanariesUnsupported

While testingStackGuardve noticedthatthecompilerdid
notrespoil tothe ag setfor randan canary We e-mailed
Crispin Cowanandaccordng to him: “There is only one
threatthatthe XOR canarydefeatsandtheterminatorca-
narydoesnot: Emsi's attack.However, if you have avul-
neralility thatenablesyou to deplay Emsi's attack,then
you have mary othertargetsto attackbesidegundion re-

turn addressvalues. Therebre, we droppedsuppat for
randon canarie48]”. We agreethatthereturnaddresss
nottheonly attacktargetbutit is themostpopuar andun-
like fundion pointersandlongjmp buffers,the retum ad-
dresss alwayspresentAccordirg to Cowvan's e-mailand
aWireX paperabettersolutionis onits way calledPoint-
Guard whichwill pratecttheintegrity of pointersin gen-
eralwith the samekind of canarysolution[11]. Thisim-
pliesthatPointGuardwill pratectaganst all attackforms
overo wing pointers (Seeattackforms 3a—fand4a—fin
sectiord).
StackGuardis available for download at http://

www.immuni x.org/

3.4 StackShield

StackShieldis acompilerpatchfor GCC madeby Ven-
dicator [33]. In the currentversion0.7 it implemens
threetypesof protection, two againstoverwriting of the
return addresgboth can be usedat the sametime) and
oneagairst overwriting of function poirters.

3.4.1 Global Ret Stack

The Globd RetStad protedion of the returnaddresss

the default choicefor StackShield. It is a separatestack
for storingthereturnaddesseof functionscalledduring

execuion. The stackis a global array of 32-bit entries.
Wheneerafundion callis made thereturnaddres$eing
pushedonto the nommal stackis at the sametime copied
into the Global Ret Stackarray Whenthe function re-
turns, the retun addesson the norma stackis replaed
by the copy on the Global Ret Stack. If an attacler had
ovewwritten the returnaddressn oneway or anotherthe
attackwould be stoppedwithout termirating the process
execuion. Notethatno compaisonis madebetweerthe
returnaddressonthestackandthecopy onthe GlobalRet
Stack.This mears only prevention andno detectiorof an

attack. The Global Ret Stackhasby default 256 entries
which limits the nestingdepthto 256 protectedfunction

calls. Further fundion callswill be unpotectedbut exe-

cutenormally

3.4.2 RetRangeCheck

A somavhat simplerbut fasterversian of StackShield's
protectionof retum addessess the RetRang Ched. It
usesa global variableto storethe return address of the
currer function Beforereturring, the retun addesson
the stackis comparedwith the storedcopy in the global
variable. If thereis a differencethe exection is halted.
Note that the Ret RangeCheck can detectan attackas
oppasedto the GlobalRet Stackdescribedabore.



3.4.3 Protection of Function Pointers

StackShieldalsoaimsto pratect function pointersfrom
beingoverwritten. Theideais thatfunction pointersnor
mally shoud pointinto the text segment of the process'
memoy. That's whele the progammeris likely to have
implemerted the fundionsto point at. If the processcan
ensurethat no function poirter is allowed to point into
otherpartsof memoy thanthetext segment,it will beim-
possiblefor an attacler to make it point at codeinjected
into the process,sinceinjection of dataonly canbe done
into the datasegmern, the BSS segment,the heap,or the
stack.

Stack Shield adds checkirg code before all function
calls that make useof function poirters. A global vari-
ableis thendeclaredn the datasegmert andits address
is usedas a bourdary value. The checkirg function en-
suresthat ary function pointeraboutto be deretrenced
pointsto memoy below the addres®f the globd bourd-
ary variable. If it pointsabove the bourdary the process
is terminated This protection will give falsepositivesif
theprogramnerhasintendedto usedynanically allocated
function pointers.

Stack Shield is available for download at http://
www.angel fire.com/s  k/stackshie Id/

3.5 ProPolice

Hiroaki EtohandKunikazuYodafrom IBM Researcin
Tokyo have implemantedthe perhgs mostsophisticated
compler protedion calledProPolice [15].

3.5.1 The ProPadlice Concept

Etoh'sandYoda’s GCCpatchProPoliceborowsthemain
ideafrom StackGuad (seesection3.3)—they usecanary
valuesto detectattackson the stack. The novelty is the
protedion of stackallocatedvarialles by rearangingthe
local variades sothatchar buffersalwaysareallocated
at the bottam, next to the old basepointer, wherethey

canna be over o wn to harmary otherlocal variabes.

3.5.2 Building a SafeStack Frame

After a progam hasbeencompled with ProPolicethe
stackframeof functionslook like thatshovnin gure 6.
No matterin what orderlocal varialles, pointes, and
buffers are declaredby the programme, they are rear
rangel in stackmemoryto re ect the structureshavn
above. In this way we know thatlocal char buffers can
only beover o wn to harmeachother, theold basepointer
andbelov. No varialles canbe attacled unlessthey are
partof achar buffer. And by placingthe canarywhich
they call theguard betweerthesebuffers andthe old base
pointerall attacksoutsidethe char buffer segmentwill

Lower addess

Localvariades
andpointes
Localchar buffers

Guard value
Old basepoirter
Returnaddess

Arguments

Higheraddress

Figure6. The ProPolicestackframe.

be detectedWhenanattackis detectedhe processis ter
minated.

WhentestingProPolicewe noticedsomeirregularities
in whenandwas not the buffer over o w protection was
included It seemdike small charbuffers(e.g 5 bytes)
confuse ProPolice causingit to skip the pratectioneven
if theuserhassetthepraector ag. Thisgivestheoverall
impressiormaybethatProPoliceis somavhat unstable.

ProPoliceis availablefor downloadathttp://  www.
trl.ibm.co m/projects/  security/ss p/

3.6 Libsafe and Lib verify

Anotherdefenseaganst buffer over o ws preseted by
Arash Baratlooet al [1] is Libsafe This tool actually
provides a comhbnation of static and dynamic intrusion
prevention. Statically it patcheslibrary functionsin C
thatconstitutepotentialbuffer over ow vulnembilities. A
rangecheckis madebefae the actualfunction call which
ensureshattheretun addressndthebasepointer cannot
be ovemwritten. Furtherprotection hasbeenprovided [2]
with Libverify usingasimilar dynamicappoachto Stack-
Guard(seeSection3.3).

3.6.1 Libsafe

The key ideabehird Libsafeis to estimatea safebound-
ary for buffers on the stackat runtime andthen check
this boundary befare ary vulnemble function is allowed
to write to the buffer. Vulneralbe functionsthey consider
to betheonesin table1 below.

As a boundaryvalue Libsafe usesthe old basepoirter
pushedonto the stackafter the returnaddess. No local
variable should be allowed to expandfurther down the
stackthanthe beginning of the old basepointer. In this
way a stack-lasedbuffer over o w cannotoverwrite the
returnaddress.



Functian Vulnerability

strcpy( char *dest, const char *src) May overo w dest

strcat( char *dest, const char *src) May overo w dest

getwd(c har *buf) May overo w buf

gets(ch ar *s) May overow s

[vflsca nf(const char *format, ) May overo w arguments

realpat h(char *path, char resolved_pa th[]) May overo w path

[Vlspri  ntf(char *str, const char *format, ) May overo w str

Tablel. VulnerbleC functiors thatLibsafeaddsprotectin to.

Loweraddress

Localvariables

Boundary address| Old basepoirter
Returnaddress

Arguments

Higheraddress

Figure7. The Libsafestackframe.

This bourdaryis enfoicedby overloadirg thefunctiors
in table1 with wrappng functions. Thesewrapyers rst
compute the length of the input as well as the allowed
buffer size(i.e. from the buffer's startingpoirt to the old
basepointer) andthenperfamsabourdary check.If the
input is within the bourdary the origind functionality is
carriedout. If notthewrapper writes analertto the sys-
tem's log le andthenhaltsthe progam. Obsene that
over o ws within thelocal variébleson the stack,suchas
function pointersarenot stopped.

3.6.2 Libverify

Libverify is anenharcemenbf Libsafe,implemerting re-
turnaddressveri cation similarto StackGuardBut since
this is a library it doesnot requre reconpilation of the
software. As with Libsafethe library is pre-loaled and
linkedto any progamrunring onthe system.

Thekey ideabehird Libverify is to alterall functionsin
aprocesssothatthe rst thingdonein every functionis to
copy thereturnaddessontoa canarystadk locatedonthe
heap,andthelastthing donebefae returring is to verify
thereturnaddressy commaringit with theaddressaved
onthecanay stack.If thereturnaddresss still correctthe
processis allowedto continwe execuing. Butif thereturn
addressdoesnotmatchthesavedcopy, execuionis halted
anda securityalertis raised. Libvelify doesnot protect
theintegrity of the canay stack.They proposepratecting
it with mprotect()  asin RAD (seesection3.7) but as
in the RAD casethis will mostprobably imposea very
seriousperfamancepenalty[6].

To beableto dothis, Libverify hastorearraigethecode

quiteabit. Firsteachfunctionis copiedwholeto theheap
(requilesexecuable heap) whereit canbe altered Then
the saving andverifying of the returnaddessis injected
into eachfunction by ovemriting the rst instructian with

acalltowrapper _entry andall returninstructicnswith

acalltowrapper _exit . Theneedfor copyingthecode
to the heapis dueto the Intel CPU architectue. On other
platforms this could be solved without copying the code
[2].

Libverify is neededo give a morecompgete protection
of thereturnaddesssincelibsafeonly addressestandard
C library fundions (aspointed out by Istvan Simon[32]).
With Libsafe vulnerailities could still occu wherethe
progammerhasimplemered his/herown memay han-
dling.

Libsafe and Libverify are available for download
at http://ww  w.research. avayalabs. com/
project/li bsafe/

3.7 Other Dynamic Solutions

Thedynanic intrusian preventiontechniqiespreseted
above arenot the only ones. Otherresearcherhave had
similarideasandimplementedalternatves.

Tzi-cker ChiuehandFu-HauHsufrom StateUniversity
of New York at Story Brook have presentech compler
patchfor pratection of the returnaddess[6]. They call
their GCC patchReturnAddressDefendey or RAD for
short. Thekey ideabehindRAD is quitesimilarto there-
turn addesspratectionof StackShielddescribedn Sec-
tion 3.4 Every time a function call is madeanda new
stackframeis created RAD storesa copy of the new re-
turn addess.Whena function returrs, thereturnaddess
aboutto bederderenceds rst checledagainstts copy.
RAD is notpublicly available.

The GCC patchSta&Ghost[25] by Mike Frantzerand
Mik e Shugs makesuseof systemspeci c featuesof the
Sun SparcStationto implement a sophisticated pratec-
tion of the retun addess. They proposeboth XORing a
random valuewith the returnaddresgas StackGuat) as
well askeepirg a separateeturnaddessstack(as Stack
Shield, RAD and Libverify). They also suggst using
cryptagraphicmethod insteadof XOR to enhare secu-



rity.

CCuredand Cycloneare two recentresearchprgects
aimingto signi cantly enharetypeandbowundscheckng
in C. They both usea comhnation of staticanalysisand
runtime checls.

CCured[27, 26] is an extensio of the C progam-
ming langwagethat distingushesbetweenvarious kinds
of pointes depeuing on their usage. The purpose of
this distinctionis to be ableto prevent improper usageof
pointes andthusto guaranteethatprogamsdonotaccess
memoy areaghey shouldnt accessCCuredwill change
C programsslightly so that they aretype safe. CCured
doesnot chan@ codethatdoesnot usepointersor arrays.

Cyclone[21] is a C dialect that prevents safety vio-
lations suchas buffer over ows, danding poirters, and
format string attacksby ruling out certainpartsof ANSI
C andreplacirg themwith saferversiors. For instance
setimp() andlongjmp()  areunsypported(in some
casesexcepions are usedinstead). Also pointer arith-
meticis restricted An averageof 10%o0f thelinesof code
have to bechang@dwhenpotting programsfrom C to Cy-
clone.

RichardJonesand Paul Kelly 1997 presenteca GCC
compler patch in which they implemerted run-time
bourdscheckng of variableq22]. Foreachdeclare stor
agepointer they keepanentryin a tablewherethe base
andlimit of the storages kept. Beforeary pointer arith-
meticor pointerderefeencingis made the baseandlimit
is checledin thetable. While notexplicitly aimedfor se-
curity, this techniqe would effectively stopall kinds of
buffer over o w attacks.Sadlytheir solutionsufferedboth
from perfamancepenaltief morethan400%, aswell as
incomptibilities with real-world progams(accoding to
CrispinCowanetal [9]). Becausef thebadperfamance
and compatibility we consideed Jones'andKelly's so-
lution lessinterestingfor software developmentand ex-
cludedit from ourtest.

It is also possibleto have suppot for dynamic in-
trusion prevention in the operaing system. A popular
ideais the nonexecuable stack. This would male in-
jection of attackcodeinto the stackuseless. But there
are mary ways arourd this protection A few exam-
plesinclude using codealread linked into the progam
from libraries (for instancecalling system()  with the
paraneter "/bin/sh” ), injecting the attack codeinto
othermemay structues suchas ervironmentvariabes,
or by exploiting buffer over ows on the heapor in the
BSS/dataseggmen. The Linux kernel patch from the
Openvall Projectis publicly availableandimplemers a
non-execuablestackaswell asprotection agairst attacks
usinglibrary functions[13]. Sinceit is akernelpatchit is
up to the userandnot the producerof softwareto install
it. Thereforewe did notincludeit in ourtest.

David Wagnerand Drew Deanhave preseted an in-
terestingappoachfor intrusion detectionthat relatesto
thefunctionality of the toolsdescritedin this paper[34].
They modelthe progam's correctexecution behaior via
staticanalysisof the sourcecode building up callgrphs
or evenequiaent cortext-freelangwagesde ning the set
of possiblesystencall traces. Thenthesemodelsareused
for run-time montoring of execution. Any deviation from
thede ned 'good' behaior will make themodelenteran
unaccefing stateandtriggertheintrusionalarm. As the
metric for precisionin intrusion detectionthey propose
thebrancling factorof themocel. A low brarchingfactor
meandhattheattacler hasfew choices of whatto donext
if heor shewantsto evadedetection.

4 Comparison of the Tools

Herewe de ne ourtestbedf twentybuffer over o w at-
tackformsandthenpresenthe outcore of ourempirical
andtheorgical compaisonof thetoolsfrom section3.2.

We de ne an attackform asa comhination of a tech-
nigue, a location andan attacktarget. As descrited in
section2.3 we have identi ed two technigies,two types
of locationandfour attacktargets:

Techniques. Eitherwe over ow thebuffer all theway to
theattacktargetor we over o w the buffer to redirect
apointerto thetarget.

Locations. Thetypesof locationfor the buffer overo w
arethestackor theheap/BSS/datssggmert.

Attack Targets. We have four tagets—thereturn ad-
dress, the old basepoirter, function pointers, and
longjmpbuffers. Thelasttwo canbeeithervariables
or functionparaneters.

Consideringall practicallypossiblecombinationsgives
usthetwentyattackforms listedbelow.

1. Buffer over o w onthestackall thewayto thetarget:

(a) Returnaddess
(b) Old basepoirter
(c) Functionpointeraslocalvarialde
(d) Functionpointerasparaneter
(e) Longmp buffer aslocal variable
() Longmp buffer asfunction parameter
2. Buffer over o w onthe heap/BSS/datall theway to
thetarget:
(a) Functionpointer
(b) Longmp buffer



Attacks | Attacks | Attacks | Abnormal
DevelopmentTool prevented | halted | missed | behaior
StackGuardermindor Canary| 0(0%) | 3(15%) | 16(80%) 1(5%)
StackShieldGlobd RetStack | 5(25%) | 0(0%) | 14(7(0%) 1 (5%)
StackShieldRangeRetCheck | 0 (0%) 0(0%) | 17(8%%) | 3(15%)
StackShieldGlobd & Range 6(30%) | 0(0%) | 14(70%) 0 (0%)
ProPolice 8(40%) | 2(10%) | 9(45%) 1 (5%)
LibsafeandLibverify 0(0%) | 4(20%) | 15(75%) 1(5%)

Table 2. Empirical test of dynamic intrusion prevention tools. 20 attack forms tested. “Prevented” means
that the process execution is unharmed. “Halted” means that the attack is detected but the process is

terminated.

3. Buffer over o w of a pointeron the stackand then
pointing attarget:

(a) Returnaddress

(b) Basepointer

(c) Function poirter asvariable

(d) Function pointer asfunction paraneter
(e) Longjmp buffer asvariabe

(f) Longjmp buffer asfunction paraméer

4. Buffer overow of a pointeron the heap/BSS/data
andthenpointingattarget:

(a) Returnaddress

(b) Basepointer

(c) Function poirter asvariable

(d) Function pointer asfunction paraneter
(e) Longjmp buffer asvariabe

(f Longjmp buffer asfunction parameer

Note that we do not corsider differencesin the likeli-
hood of certainattackforms beingpossible,nor curren
statisticson which attackforms are mostpopuar. How-
ever, we have obsered that most of the dynamic intru-
sion prevention tools focus on the protection of the re-
turn addess. Bulba andKil3r did not presentary real-
life exampes of their attack forms that defeded Stack-
GuardandStackShield. Also theImmunix operding sys-
tem(Linux harcenedwith StackGuast andmore)camein
secondplaceat the Defcon“Capturethe Flag” competi-
tion wherenearly 100 craclersandsecurityexpertstried
to compomisethe compeing systemdq12]. Thisimplies
that the tools presentechere are effective agairst mary
of the currently usedattackforms. The questionis: will
thiswill changeassoonasthis kind of pratectionis wide
spread?

Also worth noting is that just becausea attack form
is preverted or halteddoesnot meanthat the very same

buffer over o w cannot be abusedin anotter attackform.
All of theseattackforms have beenimplemented on the
Linux platform andthe sourcecodeis availablefrom our
homepmge:http://iwvww.  ida.liu.se Ijohwi

To setup the test, the sourcecode was compiledwith
StackGuard Stack Shield, or ProPolice,or linked with
Libsafe/Libverify. The overall resultsareshavn in table
2. We alsomadea theoreticalcomparisonto investigate
the potertial of the ideasandconceps usedin thetools.
Theovenall resultsof thetheoreticabnalysisareshovnin
table3. For detailsof thetestsseeappemnlix A andB.

Most interestingin the overall testresultsis that the
most effective tool, namely ProPolice,is able to pre-
ventonly 50% of the attackforms. Buffer overo ws on
the heap/BSS/dattargeting function pointe's or longjmp
buffers are not prevented or haltedby ary of the tools,
which meansthat a combnation of all techniqies built
into onetool would still miss30% of the attackforms.

This however doesnot comgy with the resultfrom the
theoreticacomparison. StackShieldwasnot ableto pro-
tectfunction pointersasstatedby Vendiator. Anotherdif-
ferencds theabrormalbehaior of StackGuaréndStack
Shieldwhenconfrontedwith afake stackframein theBSS
segment.

Thesepoorresultsareall evidenceof the weaknessn
dynanic intrusian prevertion discussedh section3.2,the
testedtools all aim to protectknownattacktargets. The
returnaddesshasbeena popuar tamget andtherebreall
toolsarefairly effectivein pratectingit.

Worth noting is that StackGuard halts attacksagairst
the old basepointeralthowgh that was not mentimed as
anexplicit designgod.

Only ProPoliceand Stack Shield offer real intrusion
prevention—theothertoolsaremoreor lessintrusionde-
tectionsystemsBut still thegenerdbehaior of all these
toolsis termiration of processxecuion during attack.



Attacks | Attacks | Attacks
DevelopmentTool prevented | halted missed
StackGuad TermiratorCanary 0 (0%) 4 (20%) | 16(80%)
StackGuad Randan XOR Canary | 0 (0%) 6 (30%) | 14(70%)
StackShieldGlobalRet Stack 6 (30%) | 7(35%) | 7(35%)
StackShieldRangeRetCheck 0(0%) | 10(50%) | 10(50%)
StackShieldGlobal& Range 6(30) | 7(35%) | 7(35%)
ProPolice 8(40%) | 3(15%) | 9(45%)
LibsafeandLibverify 0(0%) 6 (30%) | 14(70%)

Table 3. Theoretical comparison of dynamic intrusion prevention tools. 20 attack forms used. “Prevented”
means that the process execution is unharmed. “Halted” means that the attack is detected but the process

is terminated.

5 Common Shortcomings

Thereare sereral shortcanings worth discussing. We
haveidenti ed four genericprodemsworth highlighting,
especiallywhenconsiderig futureresearctin this area.

5.1 Denial of Sewvice Attacks

Sincethreeout of four tools terminateexecutian upon
detectingan attackthey actually offer more of intrusion
detectionthan intrusion prevention. More important is
thatthevulnembilitiesstill allow for Denialof Serviceat-
tacks. Terminatinga web serviceprocessis a commnon
goalin securityattacks. Procesderminationresultsin a
muchlessseriots attackbut will still bea securityissue.

5.2 StorageProtedion

Canariesor separateeturn addessstackshave to be
protet¢edfrom attacksIf thecanay templateor thestored
copy of thereturnaddresscanbetampeedwith, the pro-
tectionis fooled. Only StackGuardvith theterminate ca-
nary offers protection in this sense.The othertools have
no protection implemented andthe perfamancepenalty
of suchprotection canbe very serious—upo 200times

[6].
5.3 Recompilation of Code

The three compiler patctes have the comma short-
coming of demandingrecomgilation of all codeto pro-
vide pratection. For softwarevendas shippirg new prod-
uctsthis is a natual thing but for runring operatig sys-
temsandlegacy systemshis is a seriows drawvback. Lib-
safe/Libverify offers a muchmoreconvenientsolutionin
this sense The StackGuardndProPoliceteamshave ad-
dressedhis issueby offering pratectedversiors of Linux
andFreeBSD.

5.4 Limited NestingDepth

Whenkeepinga separatstackwith copiesof returnad-
dressesthe nestingdeph of the processis limited. Only
Vendicato, authorof StackShield,discussethisissuebut
offersnorealsolutionto the problem.

6 RelatedWork

Threeothea studiesof defensesgainstouffer overo w
attackshave beenmade.

In late 2000Crispin Cowan et al pulishedtheir paper
“Buffer Overo ws: AttacksandDefensegor theVulnera-
bility of theDecadé [11]. They implicitly discussseveral
of ourattackformshbut leave outtheold basepointerasan
attacktarget. Comparisa of defensess broaderconsider
ing alsoopertingsystenmpatctes,choiceof programmiry
langua@ andcodeauditirg but thereis only atheoretical
analysisnocomprative testingis done.Also theonly dy-
namictoolsdiscussedretheirown StackGued andtheir
forthcaming PointGuard.

Only a morth later Istvan Simon publishedhis paper
“A Comparéive Analysisof Methods of Defenseagairst
Buffer Over ow Attacks”[32]. It discusseprosandcors
with operatiry systempatctes, StackGued, Libsafe,and
similar solutions. The major drawback in his analysisis
thelack of categorizationof buffer over o w attackforms
(only threeof our attackforms areexplicitly mentianed)
andary structureccomparisonof thetool's effectiveness.
No testingis dore.

In March 2002 PierreAlain Fayolle and Vincent
GlaumepuHished their lengthy repot “A Buffer Over

o w Study Attacks& DefensesT17]. They describeand
compae Libsafewith anonexeaitablestackandanintru-
siondetectionsystem.Testsareperformedfor two of our
twenty attackforms. No propercateyarization of buffer
overo w attackformsis madeor usedfor testing.



7 Conclusions

Thereare several rurnrtime techniqees for stoppingthe
most common of security intrusion attack—tte buffer
over o w. But we have shovn thatnoneof thesecanhan-
dle the diverseforms of attacksknown today In prac-
tice at best40% of the attackforms were preverted and
anotter 10% detectedandhalted,leaving 50% of the at-
tacksstill atlarge. Combiring all thetechniqesin theory
wouldstill leave uswith nearlyathird of theattackforms
missed.In ouropinion thisis dueto thegeneal weakness
of the dynanic intrusian prevention solution—tle tools
all aim at pratectingknownattacktargets, not all targets.
Neverthelessheseoolsandtheideasthey arebuilt onare
effective aganst mary securityattacksthatharmsoftware
usergoday
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A Detailsof Empirical Test

Attack Target Return | OldBase | FuncPtr | FuncPtr | Longmp Buf | Longjmp Buf
DevelopmentTool addess Pointer | Variale | Paraneter Varialde Paraméer
StackGuad TermiratorCanary || Halted Halted Missed Missed Missed Missed
StackShieldGlobalRetStack || Preverted | Preverted | Missed Missed Missed Missed
StackShieldRangeRetCheck || Abnarmal | Missed Missed Missed Missed Missed
StackShieldGlobal& Range || Preverted | Preverted | Missed Missed Missed Missed
ProPolice Halted Halted | Prevented | Abnormal Prevented Missed
LibsafeandLibverify Halted Halted Missed Halted Missed Halted

Table4. Prevention of buffer over o w on the stackall the way to the target.

Attack Target | FuncPtr | Longjmp Buf
DevelopmentTool Variable Variable
StackGuad TermiratorCanary || Missed Missed
StackShieldGlobalRet Stack Missed Missed
StackShieldRangeRetCheck || Missed Missed
StackShieldGlobal& Range Missed Missed
ProPolice Missed Missed
LibsafeandLibverify Missed Missed

Table5. Prevention of buffer over o w on the heap/BSS/dataall the way to the target

Attack Target Return | OldBase | FuncPtr | FuncPtr | Longmp Buf | Longmp Buf
DevelopmentTool addess Pointer | Variade | Parameter| Variable Parameter
StackGuad TermiratorCanary || Missed Halted Missed Missed Missed Missed
StackShieldGlobalRetStack || Preverted | Preverted | Missed Missed Missed Missed
StackShieldRangeRetCheck || Abnormal | Missed Missed Missed Missed Missed
StackShieldGlobal& Range || Preverted | Preverted | Missed Missed Missed Missed
ProPolice Preverted | Preverted | Prevented | Preverted Preventel Prevented
LibsafeandLibverify Missed | Abnomal | Missed Missed Missed Missed

Table6. Prevention of buffer over o w of pointer on the stack and then pointing at targe.

Attack Target Return | OldBase | FuncPtr | FuncPtr | Longmp Buf | Longmp Buf
DevelopmentTool addess Pointer | Variable | Parameter| Variable Parameter
StackGuad TermiratorCanary || Missed | Abnomal | Missed | Missed Missed Missed
StackShieldGlobalRetStack || Preverted | Abnomal | Missed | Missed Missed Missed
StackShieldRangeRetCheck || Abnomal | Missed | Missed | Missed Missed Missed
StackShieldGlobal& Range | Preverted | Preverted | Missed Missed Missed Missed
ProPolice Missed Missed | Missed | Missed Missed Missed
LibsafeandLibverify Missed Missed Missed Missed Missed Missed

Table7. Prevention of buffer over o w of a pointer on the heap/BSS/dataand then pointing at target.




B Detailsof Theoretical Test

Attack Target Return | OldBase | FuncPtr | FuncPtr | LongjmpBuf | Longmp Buf
DevelopmentTool address | Pointer | Variable | Paraneter Variable Parameter
StackGuad TermiratorCanary Halted Halted Missed Missed Missed Missed
StackGuad Randan XOR Canary | Halted Halted Missed Missed Missed Missed
StackShieldGlobalRet Stack Prevented | Preverted | Halted Halted Missed Missed
StackShieldRangeRetCheck Halted Missed Halted Halted Missed Missed
StackShieldGlobal& Range Prevented | Preverted | Halted Halted Missed Missed
ProPolice Halted Halted | Preverted | Missed Halted Missed
LibsafeandLibverify Halted Halted Missed Halted Missed Halted

Table8. Prevention of buffer over o w on the stack all the way to the target.

Attack Target | FuncPtr | Longmp Buf
DevelopmentTool Variable Variable
StackGuad TermiratorCanary Missed Missed
StackGuad Randan XOR Canary || Missed Missed
StackShieldGlobalRet Stack Missed Missed
StackShieldRangeRetCheck Missed Missed
StackShieldGlobal& Range Missed Missed
ProPolice Missed Missed
LibsafeandLibverify Missed Missed

Table9. Prevention of buffer over o w on the heap/BSS/dataall the way to the target

Attack Target Return | OldBase | FuncPtr | FuncPtr | LongjmpBuf | Longmp Buf
DevelopmentTool address | Pointer | Variable | Paraneter Variable Parameter
StackGuad TermiratorCanary Missed Halted Missed Missed Missed Missed
StackGuad Randan XOR Canary | Halted Halted Missed Missed Missed Missed
StackShieldGlobalRet Stack Prevented | Preverted | Halted Halted Missed Missed
StackShieldRangeRetCheck Halted Missed Halted Halted Missed Missed
StackShieldGlobal& Range Prevented | Preverted | Halted Halted Missed Missed
ProPolice Prevented | Preverted | Preverted | Preverted Preverted Prevented
LibsafeandLibverify Halted Halted Missed Missed Missed Missed

Table10. Prevention of buffer over o w of pointer on the stack and then pointing at tar get.

Attack Target Return | OldBase | FuncPtr | FuncPtr | LongjmpBuf | Longmp Buf
DevelopmentTool address | Pointer | Variabe | Paraneter Variable Parameter
StackGuad TermiratorCanary Missed Halted Missed Missed Missed Missed
StackGuad Randan XOR Canary | Halted Halted Missed | Missed Missed Missed
StackShieldGlobalRet Stack Prevented | Preverted | Halted Halted Missed Missed
StackShieldRangeRetCheck Halted Halted Halted Halted Missed Missed
StackShieldGlobal& Range Prevented | Preverted | Halted Halted Missed Missed
ProPolice Missed Halted Missed Missed Missed Missed
LibsafeandLibverify Halted Halted Missed | Missed Missed Missed

Tablel1. Prevention of buffer over o w of a pointer on the heap/BSS/dateand then pointing at target




