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Abstract

Today's architectures for intrusion detectionforce the
IDS designerto make a dif�cult choice. If the IDS re-
sideson thehost,it hasan excellentview of what is hap-
peningin that host'ssoftware, but is highly susceptibleto
attack. On the other hand,if the IDS residesin the net-
work, it is more resistantto attack, but hasa poor view of
whatis happeninginsidethehost,makingit moresuscep-
tible to evasion. In this paperwepresentan architecture
that retainsthevisibility of a host-basedIDS,but pulls the
IDS outsideof the hostfor greaterattack resistance. We
achievethis throughtheuseof a virtual machinemonitor.
Usingthis approach allowsusto isolatetheIDS fromthe
monitoredhostbut still retainexcellentvisibility into the
host's state. The VMM also offers us the uniqueability
to completelymediateinteractionsbetweenthehostsoft-
ware andtheunderlyinghardware. We presenta detailed
studyof our architecture, includingLivewire, a prototype
implementation.We demonstrateLivewire by implement-
ing a suiteof simpleintrusiondetectionpoliciesandusing
themto detectreal attacks.

1 Intr oduction

Widespreadstudy and deploymentof intrusion detec-
tion systemshasled to the developmentof increasingly
sophisticatedapproachesto defeatingthem.Intrusionde-
tectionsystemsaredefeatedeitherthroughattackor eva-
sion.EvadinganIDS is achievedby disguisingmalicious
activity sothattheIDS fails to recognizeit, while attack-
ing an IDS involves tamperingwith the IDS or compo-
nentsit truststo preventit from detectingor reportingma-
liciousactivity.

Counteringthesetwo approachesto defeatingintrusion
detectionhasproducedcon�icting requirements.On one
hand,directly inspectingthe stateof monitoredsystems
providesbettervisibility. Visibility makesevasionmore
dif�cult by increasingtherangeof analyzableevents, de-

creasingthe risk of having an incorrectview of system
state,and reducingthe numberof unmonitoredavenues
of attack. On the otherhand,increasingthe visibility of
the targetsystemto the IDS frequentlycomesat thecost
of weaker isolationbetweenthe IDS andattacker. This
increasesthe risk of a directattackon the IDS. Nowhere
is this trade-off more evident than when comparingthe
dominantIDS architectures:network-basedintrusionde-
tection systems(NIDS) that offer high attackresistance
at thecostof visibility, andhost-basedintrusiondetection
systems(HIDS) thatoffer high visibility but sacri�ce at-
tackresistance.

In this paperwe presenta new architecturefor building
intrusion detectionsystemsthat providesgoodvisibility
into thestateof themonitoredhost,while still providing
strongisolationfor theIDS, thuslendingsigni�cant resis-
tanceto bothevasionandattack.

Our approach leverages virtual machine monitor
(VMM) technology. This mechanismallows us to pull
our IDS “outside”of thehostit is monitoring,into acom-
pletelydifferenthardwareprotectiondomain,providing a
high-con�dencebarrierbetweentheIDS andanattacker's
maliciouscode. The VMM also provides the ability to
directly inspectthehardwarestateof thevirtual machine
that a monitoredhost is running on. Consequently, we
canretainthevisibility bene�tsprovidedby a host-based
intrusion detectionsystem. Finally, the VMM provides
theability to interposeat thearchitectureinterfaceof the
monitoredhost, yielding even bettervisibility than nor-
malOS-level mechanismsby enablingmonitoringof both
hardwareandsoftwarelevel events.This ability to inter-
poseatthehardwareinterfacealsoallowsusto mediatein-
teractionsbetweenthehardwareandthehostsoftware,al-
lowing to usto performbothintrusiondetectionandhard-
wareaccesscontrol. As we will discusslater, this addi-
tional controlover thehardwarelendsour systemfurther
attackresistance.

An IDS running outside of a virtual machineonly
hasaccessto hardware-level state(e.g.physicalmemory
pagesandregisters)andevents(e.g.interruptsandmem-
ory accesses),generallynot thelevel of abstractionwhere



we want to reasonaboutIDS policies. We addressthis
problem by using our knowledgeof the operatingsys-
temstructuresinsidethevirtual machineto interpretthese
eventsin OS-level semantics.This allows usto write our
IDS policiesashigh-level statementsaboutentitiesin the
OS,andthusretainthesimplicityof anormalHIDSpolicy
model.

We call this approachof inspectinga virtual machine
from theoutsidefor thepurposeof analyzingthesoftware
runninginsideit virtual machineintrospection(VMI). In
this paperwe will provide a detailedexaminationof a
VMI-basedarchitecturefor intrusiondetection.A key part
of our discussionis thepresentationof Livewire, a proto-
type VMI-basedintrusiondetectionsystemthat we have
built andevaluatedagainsta varietyof realworld attacks.
Using Livewire, we demonstratethat this architectureis
a practicalandeffectivemeansof implementingintrusion
detectionpolicies.

In Section2 wemotivateourwork with acomparisonof
its strengthsandweaknessesto other intrusiondetection
architectures.Section3 discussesvirtual machinemoni-
tors, how they work, their security, and the criteria they
mustful�ll in orderto supportour VMI IDS architecture.
Section4 describesour architecturefor a VMI-basedin-
trusion detectionsystemsand the designof Livewire, a
prototypeVMI-basedIDS that implementsthis architec-
ture.Section5 describestheimplementationof ourproto-
type,while Section6 describessampleintrusiondetection
policies we implementedwith our prototype. Section7
describesour resultsapplying Livewire and our sample
policiesto detectinga selectionof realworld attacks.In
section8 we exploresomepotentialattackson our archi-
tecture,andin Section9 wediscusssomerelatedwork not
touchedon earlierin thepaper. We presentdirectionsfor
futurework in 10. Section11presentsourconclusions.

2 Moti vation

Intrusiondetectionsystemsattemptto detectandreport
whethera hosthasbeencompromisedby monitoringthe
host's observableproperties,suchas internalstate,state
transitions(events),andI/O activity. An architecturethat
allows morepropertiesto be observed offers bettervisi-
bility to theIDS. This allows anIDS's policy to consider
moreaspectsof normative hostbehavior, makingit more
dif�cult for a maliciousparty to mimic normalhostbe-
havior andevadetheIDS.

A host-basedintrusion detectionsystemoffers a high
degreeof visibility as it is integratedinto the host it is
monitoring,eitherasanapplication,or aspartof theOS.
The excellent visibility affordedby host-basedarchitec-
tureshasled to thedevelopmentof a varietyof effective
techniquesfor detectingthein�uence of anattacker, from
complex systemcall traceanalysis[19, 26,50, 52], to in-

tegrity checking[22] andlog �le analysis,to theesoteric
methodsemployedby commercialanti-virustools.

A VMI IDS directlyobserveshardwarestateandevents
andusesthis informationto extrapolatethesoftwarestate
of the host. This offers visibility comparableto that of-
feredby an HIDS. Directly observinghardwarestateof-
fers a morerobustview of thesystemthanthat obtained
by anHIDS, which traditionally relieson the integrity of
theoperatingsystem.Thisview from below providedby a
VMI-basedIDS allowsit to maintainsomevisibility even
in thefaceof OScompromise.

Network-basedintrusiondetectionsystemsoffer signif-
icantly poorer visibility. They cannotmonitor internal
hoststateor events,all theinformationthey havemustbe
gleanedfrom network traf�c to andfrom thehost.Limited
visibility givesthe attacker moreroom to maneuver out-
sidetheview of theIDS.An attackercanalsopurposefully
craft their network traf�c to make it dif�cult or impossi-
ble to infer its impacton a host[35]. TheNIDS hasin its
favor that,like a VMI-basedIDS, it retainsvisibility even
if thehosthasbeencompromised.

VMI andnetwork-basedintrusiondetectionsystemsare
stronglyisolatedfrom thehostthey aremonitoring. This
givesthema high degreeof attackresistanceandallows
them to continueobservingand reportingwith integrity
even if the host hasbeencorrupted. This propertyhas
tremendousvalue for forensicsandsecurelogging [10].
In contrast,a host-basedIDS will oftenbe compromised
alongwith thehostOSbecauseof thelackof isolationbe-
tweenthetwo. OncetheHIDS is compromised,it is easily
blindedandmay even start to reportmisleadingdata,or
provide theadversarywith accessto additionalresources
to leveragefor their attack.

Host-basedintrusiondetectiontools frequentlyoperate
atuserlevel. Thesesystemsarequitesusceptibleto attack
througha variety of techniques[18, 2] oncean attacker
hasgainedprivilegedaccessto a system.Somesystems
have soughtto make user-level IDSesmoreattackresis-
tant through“stealth,” i.e. by hiding the IDS usingtech-
niquessimilar to thoseusedby attackersto hide their ex-
ploits, suchashiding IDS processesby modifying kernel
structuresandmaskingthepresenceof IDS �les through
the useof steganographyand encryption[36]. Current
systemsthat rely on thesetechniquescan be easily de-
feated.

Some intrusion detection tools have addressedthis
problemby moving the IDS into the kernel[54, 47, 24].
Thisapproachofferssomeresiliencein thefaceof acom-
promise,but is not a panacea.Many OSesoffer inter-
facesfor directkernelmemoryaccessfrom userlevel. If
theseinterfacesarenot disabled,kernelcodeis no safer
from tamperingby a privileged user than normal user-
level code.OnLinux systems,for example,usercodecan



modify thekernelthroughloadablekernelmodules[34],
/dev/kmem , [42, 40] anddirectwritesfrom I/O devices.
Disablingtheseinterfacesresultsin a lossof functional-
ity, suchas the inability to run programs,suchas X11,
thatrely on them.We mustalsocontendwith theissueof
exploitablebugsin theOS,aseriousproblemin ourworld
of complex operatingsystemswrittenin unsafelanguages,
wherenew buffer over�ows arediscoveredwith disturb-
ing frequency.

In a host-basedIDS, anIDS crashwill generallycause
thesystemto fail open.In auser-level IDS it is impossible
for all systemactivity to be suspendedif the IDS does
crash,sincetheit reliesontheoperatingsystemto resume
its operation. If the IDS is only monitoringa particular
application,it maybepossibleto suspendthatapplication
while the IDS is restarted. A critical fault in a kernel-
basedIDS will often similarly fail open. Sincethe IDS
runsin thesamefaultdomainastherestof thekernel,this
will often causethe entire systemto crashor allow the
attacker to compromisethekernel[46].

Unfortunately, whenNIDSesdo fall prey to an attack
they oftenfail openaswell. Considera malfunctionin an
NIDS thatcausestheIDS to crashor becomeoverloaded
due to a large volume of traf�c. This will virtually al-
wayscausethesystemto fail openuntil suchtime asthe
NIDS restarts[35]. Failing closedin an NIDS is often
not anoptionasthenetwork connectionbeingmonitored
is often sharedamongmany hosts,and thussuspending
connectivity while the IDS restartedwould amountto a
considerabledenial-of-servicerisk.

In aVMI-basedIDS thehostcanbetrivially suspended
while theIDS restartsin caseof a fault,providing aneasy
model for fail-safefault recovery. In addition, because
a VMI IDS offerscompletemediationof accessto hard-
ware,it canmaintaintheconstraintsimposedby theoper-
atingsystemon hardwareaccessevenif theOShasbeen
compromised,e.g.by disallowing thenetwork cardto be
placedinto promiscuousmode.

3 VMMs and VMI

The mechanismthat facilitates the constructionof a
VMI IDS is thevirtual machinemonitor, thesoftwarere-
sponsiblefor virtualizing thehardwareof a singlephysi-
cal machineandpartitioningit into logically separatevir-
tual machines.In this section,we discussvirtual machine
monitors,what they do, how they are implementedand
their level of assurance.We will alsodiscusstheessential
capabilitiesthata VMM mustprovide in orderto support
our VMI IDS architecture:isolation, inspection,andin-
terposition.

3.1 Virtual Machine Monitors

A virtual machinemonitor (VMM) is a thin layer of
softwarethat runsdirectly on thehardwareof a machine.
The VMM exports a virtual machine abstraction(VM)
that resemblestheunderlyinghardware. This abstraction
modelsthehardwarecloselyenoughthatsoftwarewhich
wouldrunontheunderlyinghardwarecanalsoberun in a
virtual machine.VMMs virtualizeall hardwareresources,
allowing multiplevirtual machinesto transparentlymulti-
plex the resourcesof the physicalmachine[16]. The op-
eratingsystemrunninginsideof a VM is traditionallyre-
ferredto astheguestOS,andapplicationsrunningon the
guestOSaresimilarly referredto asguestapplications.

Traditionally, theVMM is theonly privilegedcoderun-
ning on the system. It is essentiallya small operating
system. This style of VMM hasbeena standardpart of
mainframecomputersfor 30years,andrecentlyhasfound
its way onto commodityx86 PCs. HostedVMMs like
VMware[49, 45] have emergedthat run a VMM concur-
rently with a commodity“host OS” suchasWindows or
Linux. In thissetting,thevirtual machineappearsassim-
ply anotherprogramrunningonthehostoperatingsystem.
Despitea radical differencefrom the usersperspective,
traditionalandhostedVMMs differ little in implementa-
tion. In ahostedarchitecturetheVMM merelyleveragesa
third-partyhostOSto providedrivers,bootstrappingcode,
andotherfunctionalitycommonto VMMs andtraditional
operatingsystems,insteadof beingforcedto implement
all of its functionalityfrom scratch.

VMMs have traditionally beenusedfor logical server
partitioning, and are supportedfor a wide range of
architectures; for example, the IBM xSeries (x86
servers), pSeries(Unix), zSeries(mainframes),and iS-
eries (AS/400) all have VMMs available. Recently, as
hostedVMMs have appearedon the desktop,they have
begunto �nd otherapplicationssuchascross-platformde-
velopmentandtesting.

3.2 VMM Implementation

Although the speci�cs of a VMM' s implementation
arearchitecture-dependent,VMMs tendto rely on simi-
lar implementationtechniques.Among thesetechniques
is con�guring the real machineso that virtual machines
cansafelyanddirectly executeusingthemachine's CPU
and memory. By doing this, VMMs can ef�ciently run
software in the virtual machinesat speedscloseto that
achieved by running them on the bare hardware [45].
VMMs canalsofully isolatethesoftwarerunningin avir-
tual machinefrom other virtual machines,and from the
virtual machinemonitor.

A commonway to virtualize the CPU is to run the
VMM in themostprivilegedmodeof theprocessor, while
running virtual machinesin lessprivileged modes. All



trapsandinterruptsthatoccurwhile a virtual machineis
runningtransfercontrolto theVMM. Attemptsby thevir-
tualmachinesto accessprivilegedoperationstrapinto the
VMM; the VMM emulatesprivilegedoperationsfor the
VM. In thisarchitecture,theVMM canalwayscontrolthe
virtual machineregardlessof whatthesoftwarein thevir-
tualmachinedoes.

Memory is commonlyvirtualizedby keepinga virtual
MMU for eachvirtual machinethat re�ects the VM' s
view of its addressspace. The VMM retainscontrol of
therealMMU, andmapseachVM' s physicalmemoryin
sucha way thatVMs do not sharephysicalmemorywith
eachother, or with theVMM. Throughthis techniquethe
VMM is ableto createthe illusion that eachVM hasits
own addressspacethat it fully controls.This alsoallows
the VMM to isolatethe VMs from oneanotherandpre-
ventsthemfrom accessingthememoryof theVMM.

In addition to virtualizing the CPU and memory, the
VMM interceptsall input/outputrequestsfrom VMs to
virtual devicesandmapsthemto thecorrectphysicalI/O
device. For memory-mappedI/O, theVMM only allows
a virtual machineto seeandaccesstheparticularI/O de-
vicesit is permittedto use.

3.3 VMM Assurance

Our argumentfor the securityof a VMI IDS restson
theassumptionthata VMM is dif�cult for anattacker to
compromise.We basethis assumptionon the claim that
a VMM is a simple-enoughmechanismthat we canrea-
sonablyhopeto implementit correctly. We have several
reasonsfor this claim. First, the interfaceto a VMM is
signi�cantly simpler, moreconstrainedandwell speci�ed
thanthat of a typically modernoperatingsystem.While
the VMM is responsiblefor virtualizing all of the archi-
tecture,many portions,suchasvirtualizationof theCPU,
requirelittle participationon thepartof theVMM, since
mostinstructionsareunprivileged.Second,theprotection
model of a VMM is signi�cantly simpler than that of a
modernoperatingsystem. Everything inside the VMM
is completelyunprivilegedwith respectto theVMM, and
theVMM hasonly to provide isolation,with no concerns
aboutproviding controlledsharing. Finally, althougha
VMM is an operatingsystem,it is signi�cantly simpler
than standardmodernoperatingsystems. VMM' s such
asDisco[5] andDenali [53], which havebothvirtualized
verycomplex architectures,havebeenbuilt in ontheorder
of 30K linesof code.This simplicity is attributableto the
lack of a �lesystem,network stack,andoften,evena full
�edged virtual memorysystem.1 Somewill point out that
thesmall sizeandsimplicity of a VMM do to its lack of

1This also applies to hosted VMMs as components such as the net-
work stacks will not be utilized, and need not even be included in the
host OS.

a �lesystem andnetwork stackis misleading,sincethese
facilities mustultimately be availableto performadmin-
istrative functionssuchasloggingandremoteadministra-
tion. However, this overlooksthefactthattheseactivities
are not part of the core VMM, but run in a completely
differentprotectiondomain,typically in anadministrative
VM that is strongly isolatedboth from other VM' s and
from thesecurekernelof theVMM. While thereis a risk
thatthisadministrativeVM(s) couldbecompromised,the
compartmentalizationprovided by a VMM doesa great
dealto limit theextentof a compromise.

The small sizeandcritical functionalityof VMMs has
led to a signi�cant investmentin their testing,validation,
etc.Notableprojectsthathavemadestrongclaimsfor the
securityof VMMs includetheVax securitymonitor [21]
andthe NSA with their Nettop[29] system.Nettopalso
relieson VMwareWorkstationfor its VMM. Ultimately,
sinceVMwareis aclosed-sourceproduct,it is impossible
to verify this claim throughopenreview.

3.4 Leveraging the VMM

OurVMI IDS leveragesthreepropertiesof VMMs:

Isolation Software running in a virtual machinecannot
accessor modify the softwarerunningin theVMM
or in a separateVM. Isolation ensuresthat even if
an intruderhascompletelysubvertedthe monitored
host,hestill cannottamperwith theIDS.

Inspection TheVMM hasaccessto all thestateof a vir-
tual machine:CPUstate(e.g.registers),all memory,
andall I/O devicestatesuchasthecontentsof storage
devicesandregisterstateof I/O controllers. Being
ableto directly inspectthevirtual machinemakesit
particularlydif�cult to evadea VMI IDS sincethere
is no statein themonitoredsystemthattheIDS can-
not see.

Interposition Fundamentally, VMMs needto interpose
on certainvirtual machineoperations(e.g.executing
privileged instructions). A VMI IDS can leverage
this functionality for its own purposes.For exam-
ple, with only minimal modi�cation to theVMM, a
VMI IDS canbe noti�ed if the coderunningin the
VM attemptsto modify a givenregister.

VMMs offer otherpropertiesthat arequite useful in a
VMI IDS. For example,VMMs completelyencapsulate
thestateof a virtual machinein software. This allows us
to easilytake a checkpointof thevirtual machine.Using
this capabilitywe cancomparethe stateof a VM under
observation to a suspendedVM in a known good state,
easilyperformanalysisoff-line, or capturetheentirestate
of a compromisedmachinefor forensicpurposes.



4 Design

In thissectionwepresentanarchitecturefor aVMI IDS
system(shown in Fig. 1). First, we presentthe threat
model. Next, we discussthe major componentsof our
architectureand the designissuesassociatedwith these
components.In the next sectionwe will delve into the
particularsof Livewire, a prototypeVMI IDS systemthat
implementsthis architecture.

4.1 Thr eat Model

Ideally, the guestOS will not be compromised,aswe
make someassumptionsaboutthe structureof the guest
OSkernelin orderto infer its state.If theguestOSis com-
promisedthis mayresultin somelossof visibility assum-
ing theattacker modi�es theguestOSin a way thatmis-
leadstheVMI IDS aboutthetruestateof thehost.How-
ever, evenin this casesomevisibility will bemaintained,
andtheVMI IDS will still beableto performchecksthat
makefewerassumptionsaboutmemorystructure(suchas
naive signaturescans)aswell asmaintainingaccesscon-
trolsondevices,sensitivememoryareas,etc.

We assumethat the coderunning inside a monitored
hostmay be totally malicious. We believe this model is
quitetimely asattackersareincreasinglymaskingtheirac-
tivitiesandsubvertingintrusiondetectionsystemsthrough
tamperingwith the OS kernel [18], sharedlibraries,and
applicationsthat are used to report and audit system
state[23] (e.g.tripwire , netstat ). We canonly as-
sumethat if VMI-basedIDSesseeswide spreaddeploy-
ment attackers will attemptto develop similar counter-
measures.

All information that the IDS obtainsfrom the moni-
toredhostmustbeconsidered“tainted,” thatis, containing
potentiallymisleadingor evendamagingdata(e.g.incor-
rectly formatteddatathatcouldinduceabuffer over�ow).

The VMI IDS may make assumptionsaboutthestruc-
tureof theguestOSin orderto implementsomeIDS poli-
cies.This relianceshouldonly imply thatif OSstructures
aremaliciouslymodi�ed, it maybepossibleto evadepoli-
ciesthat rely uponthosestructures,but shouldnot affect
thesecurityof theIDS in any otherway.

4.2 The Virtual Machine Monitor

As explained in section3, the VMM virtualizes the
hardwareit runson andprovidestheessentialproperties
of isolation,inspection,andinterposition.VMMs provide
isolationbydefault;however, providing inspectionandin-
terpositionfor a VMI IDS requiressomemodi�cation of
theVMM. Whenaddingthesecapabilitiestherearesome
importantdesigntrade-offs to consider:

� AddingVMI functionalityvs.MaintainingVMM sim-
plicity. We would like to minimize the changesre-

quiredto theVMM in orderto supporta VMI IDS.
Implementationbugsin the VMM cancompromise
its ability to provide secureisolation, and modify-
ing the VMM presentsthe risk of introducingbugs.
However, addingfunctionalityto theVMM canpro-
vide signi�cant bene�ts for theVMI IDS systemas
well. Theability to ef�ciently interposeontheMMU
andCPU canallow the VMI IDS to monitor events
thatwould otherwisebeinaccessible.In confronting
this issuein our prototypesystem,we providedad-
ditional functionality by leveragingexisting VMM
mechanisms.This strategy allowed us to exposea
great deal of functionality to the VMI IDS, while
minimizingchangesto theVMM.

� Expressivenessvs.Ef�ciency. A VMM canallow a
VMI IDS to monitormany typesof machineevents.
Sometypesof eventscan be monitoredwith little
or no overhead,while others can exact a signi�-
cantperformancepenalty. Accessinghardwarestate
typically doesnot incur any performancepenaltyin
the VMM, so ef�ciently providing this functional-
ity is purely a matterof making stateavailable to
the IDS with minimal copying. Trappinghardware
events,suchasinterruptsandmemoryaccessescan
be quite costly becauseof their frequency. In our
prototypesystemwesoughtto managethisoverhead
by only trapping events that would imply de�nite
misuse(e.g. modi�cation of sensitive memorythat
shouldnever changeat runtime). The overheadin-
curredfor monitoringaparticulartypeof eventheav-
ily dependson theparticularVMM oneis using.

A �nal issueto consideris VMM exposure.TheVMI
IDS hasgreateraccessto the VMM than the coderun-
ningin amonitoredVM. However, sincewegranttheIDS
accessto the internalstateof the VM we arepotentially
exposingtheIDS, andby transitivity theVMM to attack.
For thisreason,it is importantto minimizetheVMM' sex-
posureto theIDS. For example,communicatingwith the
VMM throughanIPC mechanismshouldbepreferredto
exportinginternalhooksin theVMM andloadingtheIDS
asa sharedlibrary. By isolatingtheIDS from theVMM,
we reducethe risk of an IDS compromiseleadingto a
compromiseof theVMM. CompromisingtheIDS should
at worstconstitutea denial-of-serviceattackon themon-
itoredVM. A compromiseof theVMM is a catastrophic
failurein a VMI IDS architecture.

4.2.1 The VMM Interface

The VMM mustprovide an interfacefor communication
with theVMI IDS. TheVMI IDS cansendcommandsto
theVMM over this interface,andtheVMM will reply in
turn. In ourarchitecture,commandsareof threetypes:
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Figure 1. A High-Level View of our VMI-Based IDS Architecture: On the right is the virtual machine (VM) that
runs the host being monitored. On the left is the VMI-based IDS with its major components: the OS interface
library that provides an OS-level view of the VM by interpreting the hardware state exported by the VMM, the policy
engine consisting of a common framework for building policies, and policy modules that implement speci�c intrusion
detection policies. The virtual machine monitor provides a substrate that isolates the IDS from the monitored VM and
allows the IDS to inspect the state of the VM. The VMM also allows the IDS to interpose on interactions between the
guest OS/guest applications and the virtual hardware.

INSPECTION COMMANDS areusedto directly examine
VM statesuchasmemoryandregistercontents,andI/O
devices' �ags.

MONITOR COMMANDS areusedto sensewhencertain
machineeventsoccurandrequestnoti�cation throughan
eventdeliverymechanism.For example,it is possiblefor
a VMI to get noti�ed when a certainrangeof memory
changes,a privilegedregisterchanges,or a device state
changeoccurs(e.g.Ethernetinterfaceaddressischanged).

ADMINISTRATIVE COMMANDS allow theVMI IDS to
control the executionof a VM. This interfaceallows the
VMI IDS to suspenda VM' s execution, resumea sus-
pendedVM, checkpointthe VM, and reboot the VM.
Thesecommandsare primarily useful for bootstrapping
thesystemandfor automatingresponseto a compromise.
A VMI IDS is only givenadministrative controlover the
VM thatit is monitoring.

The VMM can reply to commandssynchronously
(e.g. when the value of a register is queried)or asyn-
chronously(e.g.to notify theVMI IDS thattherehasbeen
a changeto aportionof memory).

4.3 The VMI IDS

TheVMI IDS is responsiblefor implementingintrusion
detectionpolicies by analyzingmachinestateand ma-

chineeventsthroughtheVMM interface. The VMI IDS
is dividedinto two parts,theOSinterfacelibrary andthe
policyengine. TheOSinterfacelibrary's job is to provide
an OS-level view of the virtual machine's statein order
to facilitateeasypolicy developmentandimplementation.
Thepolicy engine's job is purely to executeIDS policies
by usingtheOSinterfacelibrary andtheVMM interface.

4.3.1 The OS Interface Library

VMMs managestatestrictly at the hardware level, but
preferto reasonaboutintrusiondetectionin termsof OS-
level semantics.Considera situationwherewe want to
detecttamperingwith our sshd processby periodically
performingintegrity checkson its codesegment.A VMM
canprovide usaccessto any pageof physicalmemoryor
disk block in a virtual machine,but discoveringthecon-
tentsof sshd 'scodesegmentrequiresansweringqueries
aboutmachinestatein the context of the OS running in
theVM: “wherein virtual memorydoessshd 'scodeseg-
mentreside?”,“what partof thecodesegmentis in mem-
ory?”, and“what partis outondisk?”

We needto provide somemeansof interpretinglow-
level machinestatefrom theVMM in termsof thehigher-
level OS structures.We would like to write the codeto
do thisonceandprovideacommoninterfaceto it, instead



of having to re implementthis functionalityfor eachnew
policy in our IDS. Our solution must also take into ac-
countvariationsin OSstructuresuchasdifferencesin OS
versions,con�gurations,etc.

The OS interfacelibrary solvesthis problemby using
knowledgeabouttheguestOSimplementationto interpret
theVM' s machinestate,which is exportedby theVMM.
Thepolicy engineis providedwith an interfacefor mak-
ing high-levelqueriesabouttheOSof themonitoredhost.
TheOSinterfacelibrary mustbematchedwith theguest
OS;differentguestOSeswill have differentOSinterface
libraries.

Someexamplesof thetypeof queriesthattheOSinter-
facelibrary facilitatesare: “give me a list of all the pro-
cessescurrentlyrunningonthesystem,” or “tell meall the
processeswhich arecurrentlyholding raw sockets.” The
OSinterfacelibrary alsofacilitatesqueriesat the level of
kernelcode,similar to thequeriesthatonemight give to
gdb like “show me the contentsof virtual memoryfrom
x to y in thecontext of thelogin process,” or “display the
contentsof taskstructurefor theprocesswith PID 231.”

4.3.2 The Policy Engine

At theheartof any intrusiondetectionsystemis thepolicy
engine.Thiscomponentinterpretssystemstateandevents
from theVMM interfaceandOSinterfacelibrary, andde-
cideswhetheror not the systemhasbeencompromised.
If thesystemhasbeencompromised,thepolicy engineis
responsiblefor respondingin anappropriatemanner. For
example,in caseof a break-in,thepolicy enginecansus-
pendor rebootthevirtual machine,andreportthebreak-
in. Sincethe focusof our work hasbeenstudyingVMI
asa platformfor IDS, we have focusedon implementing
variationsonmainstreamHIDS stylepolicies[37] suchas
burglaralarms,misusedetectorsandintegrity checkers.A
policy engineimplementingcomplex anomalydetection
andother, moreexotic techniquescanalsobe supported
in this architecture.

5 Implementation

To better understandthe implementationdif�culties,
performanceoverhead,usability, andpracticaleffective-
nessof our VMI architecture,we built Livewire, a proto-
type VMI IDS. For our VMM we useda modi�ed ver-
sion of VMware Workstation[49] for Linux x86. Our
OS library was built by modifying Mission Critical's
crash [30] program. Our policy engineconsistsof a
framework andmoduleswritten in the Pythonprogram-
ming language[17]. Eachof thesecomponentsrunsin its
own processin Linux, ourhostOS.

5.1 VMM

Weusedamodi�ed versionof VMwareWorkstationfor
Linux to provideuswith a virtual machinemonitorcapa-
ble of runningcommonx86-basedoperatingsystems.In
orderto supportVMI, we addedhooksto VMwareto al-
low inspectionof memory, registers,anddevicestate.We
alsoaddedhooksto allow interpositionon certainevents,
suchasinterruptsandupdatesto deviceandmemorystate.

The virtual machinemonitor supportsvirtual I/O de-
vices that are capableof doing direct memory access
(DMA). Thesevirtual devicescanuseDMA to readany
memorylocationin thevirtual machine.Weusedthisvir-
tual DMA capability to supportdirect physicalmemory
accessin theVMM interface.We accomplishedthis with
minimal changesto theVMM.

As part of this virtualizationprocess,the VMM shad-
ows thepagetablesof thephysicalmachine,allowing the
monitor to enforcemore restrictive protectionof certain
memorypages.An exampleof how this functionalitycan
beappliedis thecopy-on-writepagesharingof theDisco
virtual machinemonitor [5]. We usedthis mechanismto
write protectpagesandprovidenoti�cation if theVM at-
temptedto modify aprotectedpage.

Interactionswith virtual I/O devices suchas Ethernet
interfacesareinterceptedby theVMM andmappedactual
hardware devices in the courseof normal VMM opera-
tion. We easilyaddedhooksto notify us whenthe VM
attemptedto changethis state.Hooksto inspectthestate
of virtual devicessuchasthe virtual Ethernetcardwere
alsoadded.

Adding anything to a VMM is worrisomeasit means
changinglow-level codethatis critical to boththecorrect-
nessandperformanceof thesystem.However, we found
wecouldsupporttherequiredinterpositionandinspection
hookswith only minor changesto VMware by leverag-
ing functionality requiredto supportbasicvirtualization.
The functionality that we leveragedis commonto most
VMMs, thus,webelievethataddinginterpositionsupport
to otherVMMs shouldbestraightforward.

5.2 VMM Interface

The VMM interfaceprovides a channelfor the VMI
IDS processesto communicatewith the VMwareVMM
process. This interfaceis composedof two parts: �rst,
a Unix domainsocket that allows the VMI IDS to send
commandsto, and receive responsesandevent noti�ca-
tionsfrom, theVMM; andsecond,amemory-mapped�le
that supportsef�cient accessto the physicalmemoryof
themonitoredVM.

In Livewire, whenaneventoccurs,theVM' sexecution
is suspendeduntil theVMI IDS respondswith anadmin-
istrative commandto continue. We optedfor this model



of eventnoti�cation asourpoliciesonly usemonitorcom-
mandsfor noti�cation of de�nite misuse,whichwehandle
by haltingasa matterof policy. For otherpolicies,such
asmonitoring interruptsto do systemcall pattern-based
anomalydetection[26], an event delivery model where
theVM doesnotsuspendcouldalsobesupported.

5.3 OS Interface Library

Our OS interface library was built by modifying the
Linux crashdump examinationtool crash [30] to in-
terpret the machinestateexported by the VMM inter-
face. The critical intuition hereis that in practicethere
is very little differencebetweenexamininga runningker-
nel through/dev/kmem with acrashdumpanalysistool
from within aguestOS,andrunningthesametool outside
the guestOS. The VMM exportsan interfacesimilar to
/dev/kmem thatprovidesaccessto themonitoredhost's
memoryin theform of a �at �le.

Informationaboutthespeci�cs of thekernelbeingan-
alyzed(thesymboltable,datatypes,etc.) areall derived
from the debugging informationof the kernelbinary by
crash or readelf . All otherproblemsrelatedto deal-
ing with differencesin kernelversionsweredealtwith by
crash .

The IDS communicateswith the OS interfacelibrary
over a full-duplex pipe,usingit both to sendandreceive
their responses.The commandset and responseswere
simply thoseexportedby crash .

5.4 Policy Engine

The policy engine consistsof two pieces: the pol-
icy framework, a commonAPI for writing securitypoli-
cies,andthe policy modulesthat implementactualsecu-
rity policies. The policy enginewasbuilt entirely using
Python.

5.4.1 Policy Framework

The policy framework allows the policy implementerto
interactwith the major componentsof the systemwith
minimalhassleby encapsulatingthemin simplehighlevel
APIs. Thepolicy framework providesthefollowing inter-
faces:

OS INTERFACE L IBRARY: The OS interface library
presentsa simple request/responseto the modulewriter
for sendingcommandsto theOSinterfacelibrary, andre-
ceiving responsesthathavebeenmarshaledin nativedata
formats.Tablescontainingkey-valuepairsthatprovidein-
formationaboutthecurrentkernel(e.g.thekernel's sym-
bol table)arealsoprovided.

VMM INTERFACE: The VMM interfaceprovidesdi-
rect accessto the VM' s physicaladdressspaceandreg-
isterstate.Physicalmemoryspaceis accessedasa single

largearray. Thisprovidesaneasywayfor theprogrammer
to searchtheVM' s memory, or to calculatesecurehashes
of portionsof memoryfor performingintegrity checks.

Monitor commandsare usedby registeringcallbacks
for eventsthat a policy modulewantsto be noti�ed of,
e.g. a write to a rangeof memory, or modi�cation of the
NIC's MAC address.Callbackscanalsoberegisteredfor
VM-level events,suchastheVM rebootingor powering
down. Finally, the VM interfaceexports administrative
commandsthatallow policy modulesto suspend,restart,
andcheckpointtheVM.

L IVEWIRE FRONT END: Thefront endcodeis respon-
sible for bootstrappingthe system,startingthe OS inter-
facelibrary process,loadingpolicy modules,andrunning
policy modulesin concert. Interfacesare provided for
obtainingcon�guration information,reportingintrusions,
andregisteringpolicy moduleswith acommoncontroller.

5.4.2 Policy Modules

Wehaveimplementedsix samplesecuritypolicy modules
in Livewire. Four modulesarepolling modules, modules
that run periodicallyandcheckfor signsof an intrusion.
Theothertwo areevent-drivenmodulesthataretriggered
by aspeci�c event,suchasanattemptto write to sensitive
memory.

Each policy module is an individual Python module
(i.e. a single �le) that leveragesthe policy framework.
Policy modulescanberun stand-aloneor in concertwith
otherpolicy modules.

We found writing modulesusing the Livewire policy
framework a modesttask. Most of the polling modules
were written in less than 50 lines of Python, including
comments.Only theuserprogramintegrity detector(see
Section6.1.2)requiredmorecodethanthis,at130linesof
Python.Theevent-drivenmoduleswerealsoquitesimple,
eachonerequiringroughly30 linesof code.

A detaileddiscussionof thepolicy moduleswe imple-
mentedis givenin thenext section.

6 ExamplePolicy Modules

In this sectionwe presenta variety of policy modules
that we have implementedin Livewire. Our goal with
thesepolicieswasnot to providea completeintrusionde-
tectionpackage,nor wasit to experimentwith novel pol-
icy design. Insteadwe chosepolicies as simple exam-
ples that illustratemoregeneralparadigmsof policy de-
signthatcanbesupportedby this architecture.

6.1 Polling Policy Modules

Pollingmodulesperiodicallycheckthesystemfor signs
of maliciousactivity. All of our polling modulespossess



closeHIDS analogues,as they only leveragethe VMM
for isolationand inspection. The former is not essential
to their function,andthelattercanbeprovidedby normal
OS mechanismsfor accessinglow-level systemstate. In
fact,we initially developedsomeof our polling checkers
by runningLivewire on the guestOS it wasmonitoring
andinspectingsystemstatethrough/dev/kmem .

6.1.1 Lie Detector

Attackersoftenachieve stealthby modifying theOSker-
nel, sharedlibraries,or user-level servicesto masktheir
activities. Forexample,supposeanintruderwantsto mod-
ify the systemto hide maliciousprocesses.The attacker
can modify ps , modify sharedlibraries, or modify the
/proc interfacethatps usesto �nd out aboutcurrently
runningprocesses.Thesemodi�cation canleadto incon-
sistenciesbetweenthekernel,or hardwareview of thesys-
tem,andtheview providedby user-level programs.A va-
riety of HIDS programsdetectintrudersby noting these
inconsistencies[28].

The lie detectormoduleworks by directly inspecting
hardwareandkernelstate,andby queryingthehostsys-
tem throughuser-level programs(e.g. ps , ifconfig ,
netstat ) via a remoteshell. If it detectscon�icts be-
tweenthesetwo views (i.e. thesystemis lying), it reports
thepresenceof malicioustampering.This techniquehas
the nice propertythat it doesnot matterwhat part of the
systemthe intruder modi�ed in order to elicit the mali-
ciousbehavior. Oneconcernwe hadwhenbuilding this
checker wasensuringthat the views we comparedwere
from the samepoint in time. In practice,we did not en-
counterany problemswith skew thatledto falsepositives.

6.1.2 User Program Integrity Detector

Checkingthe integrity of a programbinary on disk (ala.
tripwire [22]) doesnot ensurethat thecorresponding
in memoryimageof thatprogramhasnot beenmodi�ed
(e.g.via ptrace [1]). Our integrity checker attemptsto
detectif a runninguser-level programhasbeentampered
with by periodicallytakingasecurehashof theimmutable
sections(.text , etc.) of a runningprogram,andcom-
paringit to a known goodhash.This approachis particu-
larly well suitedto securinglong runningprogramssuch
as sshd , inetd , and syslogd that are continuously
presentin memory.

Onecomplicationwe encounteredwhile implementing
this checker was is that portionsof large programsmay
bepagedout to disk, or simply never demand-pagedinto
memory in the �rst place. Our current implementation
dealswith this issueby taking per-pagehashesandonly
examiningtheportionof aprogramthatis in memory.

6.1.3 Signature Detector

Scanningthe �le systemfor the presenceof known ma-
licious programbasedon a known “signature”substring
of theprogramis a popularintrusiondetectiontechnique.
It is employed by anti-virustools aswell as root-kit de-
tectiontoolslikechkrootkit [31].Thesetoolsleverage
the fact that mostattackersdo not write their own tools,
but insteadrely on a relatively small numberof publicly
availablerootkits,backdoors,Trojanhorsesandotherat-
tack tools. Popularexamplesinclude“subseven,” “back-
ori�ce,” and“netbus” Trojanhorsesfor Windows, or the
“adore”and“knark” kernelbackdoorsunderLinux. Most
Unix HIDS systemsthat look for signaturestringsonly
scana few selected�les for signatures.Our signaturede-
tectorperformsascanof all of hostmemoryfor attacksig-
natures.This moreaggressive approachrequiresa more
carefulselectionof signaturesto avoid falsepositives. It
alsomeansthatmaliciousprogramsthathavenotyetbeen
installedmayalsobedetected,e.g.in the�lesystembuffer
cache.

6.1.4 Raw Socket Detector

Raw socketshave legitimateapplicationsin certainnet-
work diagnostictools,but they arealsousedby a variety
of “stealth”backdoors,toolsfor ARP-spoo�ng,andother
maliciousapplicationsthat requirelow-level network ac-
cess. The raw socket detectoris a “burglar alarm” [37]
style policy modulefor detectingthe useof raw sockets
by user-level programsfor the purposeof catchingsuch
maliciousapplications. This is accomplishedby query-
ing the kernelaboutthe type of all socketsheld by user
processes.

6.2 Event Dri venPolicy Modules

Event-driven checkers run when the VMM detects
changesto hardwarestate,suchasa write to a sensitive
locationin memory. At startup,eachevent-drivenchecker
registersall of the eventsit would like to be noti�ed of
with thepolicy framework. At runtime,whenoneof these
eventsoccurs,the VMM relaysa messageto the policy
framework. The policy framework runs the checker(s)
which have registeredto receive the event. In a purely
intrusion-detectionrole, event-driven checkers can sim-
ply report the event that hasoccurredaccordingto their
policy, andallow the virtual machineto continueto run.
TheVMM canalsobedirectedto suspendonevents,thus
allowing the policy moduleto also serve as a reference
monitorthatregulatesaccessto sensitivehardware.



6.2.1 Memory Access Enforcer

Moderncomputerarchitecturesgenerallyallow programs
running in ring 0 (i.e. the kernel) to rendercertainsec-
tionsof memoryread-only, suchastheir text segmentand
read-onlydata,asastandardpartof their thememorypro-
tectioninterface.However, they alsoallow anything else
runningin ring 0 to disabletheseaccesscontrols. Thus,
while thesemechanismsareusefulfor detectingacciden-
tal protectionviolationsdueto faulty code,they arerela-
tively uselessfor protectingthekernelfrom tamperingby
othermaliciouscodethatis runningin ring 0 (for example
a kernelbackdoor).

Detectingtamperingwith an OS codesegmentcanbe
anusefulmechanismfor discoveringthepresenceof ma-
liciouscode,andpreventingits installationinto thekernel
proper. Our kernelmemoryenforcerworks by marking
thecodesection,sys call table , andothersensitive
portionsof the kernelasread-onlythroughthe VMM. If
a maliciousprogram,suchasa kernelbackdoor tries to
modify thesesectionsof memory, theVM will behalted
andthekernelmemoryprotectionenforcernoti�ed. Sev-
eralHIDS tools[47, 36] attemptto detectmodi�cationsto
thesys call table andsystemcall codethroughthe
useof integrity checking. However, this approachis far
lessattractive dueto its lack of immediacy (andinability
to preventattacks)aswell astheadditionaloverheadit in-
curs.Sensitive registerslike theidtr canalsobelocked
down.

6.2.2 NIC Access Enforcer

The NIC AccessEnforcerpreventsthe Ethernetdevice
enteringpromiscuousmode,or being con�gured with a
MAC addresswhich hasnot beenpre-speci�ed. Using
thismodulewecanpreventvarietyof commonmisusesof
theNIC to bedetectedandprevented.In spiteof its sim-
ple functionalitytheNIC moduleprovidesa usefulpolicy
enforcementtool. It is morerobust to attackthannormal
host-basedsolutions,andnot susceptibleto evasion,asis
aproblemwith remotepromiscuousmodedetectionsolu-
tions[9].

7 Experimental Results

In this sectionwe presentan experimentalevaluation
of our Livewire prototype. Our evaluation consistsof
two parts. First, we testthe effectivenessof our security
policies againstsomecommonattacks. This portion of
our evaluationwasundertakento ensurethatour policies
worked in practice,andto gainexperiencewith utilizing
Livewire againstrealattacks.Thesecondpartof oureval-
uation consistedof testingthe performanceoverheadof
Livewire onseveralsamplework loads.

Our targethostconsistedof virtual machinewith a 256
MB allocationof physicalmemoryand a 4 GB virtual
disk, runninga relatively standardinstallationof Debian
GNU/Linux. The virtual machinemonitor (a modi�ed
versionVMwareWorkstationfor Linux version3.1) was
runona1.8GHzPentiumIV laptopwith 1 GB of physical
memory, runningDebianGNU/Linux asahostOS.

7.1 SampleAttacks

Ourtestsuiteof sampleattacksconsistedof kernel-and
user-level rootkitsandbackdoors[40, 11, 48, 7, 44] Trojan
horses[27], packet sniffers[43, 27], anda worm [8]. All
testattackswereobtainedfrom public sourcesandwere
modi�ed only asnecessaryfor con�guration,or for adap-
tation to our kernel. A selectionof nine attacksthat we
feelprovidesagoodrepresentativecross-sectionhasbeen
chosenfor our discussion.A summaryof theattacksand
our resultsis depictedin Table7.

7.2 DetectionResults

In order to collect our detectionresultswe setup our
systemunderLivewire and then downloaded,installed,
andran eachattack. Oncean attackhadbeentestedthe
systemwasrolled backto a cleanstatebeforeanotherat-
tackwasattempted.

Our Signature Scanner (“sig”) wasable to detectall
of theattackswe providedsignaturesfor. This wasa pre-
dictableresult;theonly interestingsurprisewasthatit of-
tendetectedthepresenceof maliciouscodebeforeit had
beenrun, basedon the presenceof the signaturein the
buffer cache(when we examinedthem on disk), in the
memoryof ssh (asthey werebeingdownloaded),or in
memoryonceactivated.Initially, we encounteredseveral
falsepositivesdueto overlygeneralsignatures.For exam-
ple, thestring“adore” works �ne asa signaturefor a �le
system-basedchecker, suchaschkrootkit , but is too
generala signaturefor a scannerlooking at all of mem-
ory. Our Raw Socket Detector (“raw”) raw socketdetec-
tor detectedthepresenceof cd00r anda similar stealth
backdoorweincludedin our testattacksuite.OurLie De-
tector (“lie”) modulesprovedespeciallyeffectiveagainst
rootkits both at kernelanduserlevel sincethey all pro-
videdfunctionalityto hideprocesses.TheUser Program
Integrity Checker (“int”) wasableto detectthepresence
of t0rn andlrk5 basedon their useof backdooredversion
of inetd andsshd . We alsofound it alsoeffective in
detectingbackdooredversionsof syslog . OurMemory
Protection Enforcer (“mem”) wasableto detectandpre-
venttheinstallationof all of ourkernelbackdoors.knark
andadore werestoppedby blockingtheirattemptto mod-
ify syscall table. SUCKIT wasstoppedby blocking its
attemptto modify the interruptdispatchtable. Our NIC
access enforcer (“nic”) was trivially able to detectand



Name Description nic raw sig int lie mem

cdoor Stealth user level remote backdoor D
t0rn Precompiled user level rootkit D D

Ramen Linux Worm D
lrk5 Source based user level rootkit P D D D

knark-0.59 LKM based kernel backdoor/rootkit D D P
adore-0.42 LKM based kernel backdoor/rootkit D D P
dsniff 2.4 All-purpose packet sniffer for switched networks P
SUCKIT /dev/kmem patching based kernel backdoor D D P

Table 1. Results of Livewire policy modules against common attacks. Within the grid, “P” designates a prevented
attack and “D” a detected attack.
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Figure2. Performanceof Polling Policy Modules

prevent the packet sniffers in our test attacksuite from
operating,basedon their relianceon runningthe NIC in
promiscuousmode.

7.3 Performance

To evaluatetheperformanceof our systemwe consid-
eredtwo samplework loads. First, we unzippedandun-
tarredtheLinux 2.4.18kernelto providea CPU-intensive
task. Second,we copiedthekernelfrom onedirectoryto
anotherusingthecp -r commandto provideamoreI/O
intensive task.

We usedthe �rst workloadto evaluatetheoverheadof
runningevent-drivencheckersin thecommoncasewhen
they arenot beingtriggered.As expected,no measurable
overheadwasimposedon thesystem.

We usedour secondworkloadto evaluatetheoverhead
associatedwith runningour checkersat differentpolling
intervals. Theresultsareshown in �gure 2. Thebaseline
measurementshowsperformanceof theworkloadwithout
Livewire running. Our performanceresultswere some-
whatsurprisingto us. We hadexpectedthetime takenby
polling modulesasa functionof thetotal timeto decrease

linearly as the cost of checkingwas amortizedover the
total running time of the the workload. While this was
generallythe trend,we found that asthepolling interval
decreasedtheinteractionswith theworkloadbecamemore
erratic.

8 Weaknessesand Attacks

In this sectionwe presentavenuesfor attackingand
evading VMI-based IDS architecturesand explore ap-
proachesto addressingtheseproblems. Someof the is-
suesthatwepresentareuniqueto theproblemof building
a VMI IDS; otheraremoregeneralissuesthatarisein at-
temptsto build securesystemswith VMMs.

8.1 Attacking the VMM

8.1.1 Indirect Attacks

VMMs mayprovide interfacesaccessiblefrom outsideof
a VM that provide an avenueof attack. For example,a
hostedVMM might be runningon a hostOS with a re-
motelyexploitablenetworkstack,or application-levelnet-
work service.In a VMI IDS, thethreatof indirectattacks
canbe minimizedby usinga traditionalVMM that pos-
sessesnonetwork stackor by disablingthenetwork stack
in ahostedenvironment.

8.1.2 Detecting the VMM

The�rst stepin evadinga VMI IDS is detectingits pres-
ence.A signi�cant hint thata VMI IDS maybepresentis
thepresenceof aVMM. Unfortunately, maskingthepres-
enceof a VMM is almostimpossibledue to differences
in therelative amountof time that I/O operations,device
access,virtualizedinstructions,andotherprocessestake
ascomparedto a non-virtualizedinterface[16]. Hiding
thesedisparitiesis impracticalandnot worth the little bit
of additionalstealthit wouldprovidetheIDS. Timing can
alsoleak informationthat could betraythepresenceof a
VMI IDS andits activities.



8.1.3 Directly Subverting the VMM

The VMM may exposethe VMI IDS to direct attackin
two ways: �a ws in the designof the VMM or �a ws in
its implementation.Theformerproblemcanoccurwhen
VMMs are not designedwith malicious guestcode in
mind. For example,virtual environmentslike User-Mode
Linux aresometimesdesignedwith debuggingor applica-
tion compatibilityastheir primaryapplicationanddo not
providesecureisolation.Thelatterproblemoccurswhen
there is an error in the VMM code,or codethe VMM
reliesupon. We conjecturethat sucherrorswould most
likely befoundin device driver codeleveragedby virtual
devices. While secureVMMs have beenbuilt with ma-
licious usersin mind, device driversareoften lesspara-
noid aboutsanitizingtheir inputs,andthuscanbesubject
to attack[3]. The VMM can attemptto deal with this
issuedefensively by judiciously checkingandsanitizing
data�o wing from virtual devicesto device drivers. This
helpsto minimize the risk of theseinputscompromising
the device driver. All devicesdriversusedwith a VMM
shouldbecarefullyscreened.

8.1.4 Attacking the VMM through the IDS

Thepresenceof theVMI IDS introducesanotheravenue
for attackingthe VMM. Fortunately, the VMI IDS re-
quiresminimal privilegebeyond its ability to manipulate
the guestVM, so that the impactof an IDS compromise
on the VMM canbe mitigatedby runningthe IDS in its
own VM, or by isolatingit from theVMM throughsome
othermechanism.

8.2 Attacking the IDS

8.2.1 Fooling the OS Interface Library

TheOSinterfacelibrary reliesonmeta-datagleanedfrom
a kernelbinary or othersourcesin order to interpretthe
structureof theOS.If anattackercanmodify thestructure
of theguestOSsothatit is inconsistentwith themeta-data
that the OS interfacelibrary possess,he canfool the OS
interfacelibrary aboutthe true stateof the system. This
styleof attackis usedagainstkernelmodulesthatattempt
to detecttamperingwith thesys call table through
integrity checking[40]. In orderto subvertthesemodules,
attackers modify the interrupt dispatchtable so that the
kernelusesa differentsystemcall tablealtogether, while
themodulecontinuesto checka systemcall tablethat is
no longerin use.Theproblemof maintainingaconsistent
view of thesystemis fundamentalto theVMI-basedIDS
approach.Livewire attemptsto counterthis typeof attack
throughthe memoryaccessenforcerby disablingthe at-
tacker's ability to modify memorylocationsandregisters
thatcouldallow sensitivekernelstructuresto berelocated,

thusfooling theOSinterfacelibrary. Therearemany sen-
sitive mutablekernel datastructuresthat we do not yet
protectthat couldpresentan avenuefor attack. We have
simply tried to “raisethebar,” andpreventthemostobvi-
ousof casesof this classof attack. Findingbettermeth-
odsfor identifying andenforcingthe staticanddynamic
invariantsthataVMI IDS reliesuponseemsanimportant
areafor furtherstudy.

8.2.2 Compromising the OS Interface Library

TheOSinterfacelibrary is theVMI IDS's point of great-
estexposureto potentiallymaliciousinputs. Becauseof
this it is vital to carefullysanitizeinputs,andtreatall data
gleanedfrom the virtual machineby direct inspectionas
tainted.Thepotentialfor problemsin this partof thesys-
temis especiallyapparentin our Livewire prototype.The
OS interfacelibrariesare basedon crashdumpanalysis
toolswritten in C, thuspresentinganidealopportunityfor
a buffer over�ow. Anothermeansof attackingtheOSin-
terfacelibrary is by modifying kerneldatastructuresto
violate invariantsthat the OS interfacelibrary assumes.
For example,introducinga loop into a linked list in the
kernelthattheOSinterfacelibrary will read(e.g.a list of
�le descriptors)couldinduceresourceexhaustion,or sim-
ply causetheOSinterfacelibrary to wedgein a loop. The
OSinterfacelibrary mustnotassumeany invariantsabout
the structureof its inputsthat arenot explicitly enforced
throughtheVMM. Given thepotentiallycomplex nature
of theOSinterfacelibrary, it seemsadvisableto isolateit
from the policy engineandgive it minimal privilege. In
Livewire, thisisapproximatedby runningtheOSinterface
library in aseparateprocess,with onlyenoughprivilegeto
inspectthememoryandregistersof themonitoredVM. If
theOS interfacelibrary hangs,thepolicy enginecankill
andrestartit.

8.2.3 Compromising the Policy Engine

The extent to which the policy engineis vulnerableto
compromiseis dependenton thepoliciesandimplemen-
tation of the policy engine. We have taken several steps
in our Livewire prototypeto reducethe risk of a policy
enginecompromise:

� Sanitize Inputs: The needto carefully checkand
sanitizeinputsfrom theguestOScannotbeempha-
sizedenough.Inputsthatcomefrom theVMM inter-
faceandOSinterfacelibrary shouldalsohavesanity
checksappliedto them.

� A High-Level Policy Language: Building ID-
Ses that utilize a high-level policy languageis a
proven techniquefor building �e xible, extensible



NIDSes[33]. VMI IDSesalso realizethesebene-
�ts with a high-level policy language.Additionally,
high-level policy languagesalsoreducethepossibil-
ity of atotalcompromisedueto memorysafetyprob-
lems.A high-level languagelikePythonis especially
well suitedfor doingpatternmatching,manipulating
complex datatypes,andotheroperationsthatarefre-
quentlyusefulfor introspection.This expressiveness
andeaseof useallowspoliciesto bewritten in acon-
ciseandeasy-to-understandmannerthat minimizes
errors.

� Failing Closed: In Livewire, theVMM cansuspend
on the lastsynchronouseventthatoccurredandwill
not continueuntil explicitly instructedby the IDS.
This meansthat even if the policy enginecrashes,
protectedhardware interfaceswill still not be ex-
posed. This type of fail-closedbehavior is always
recommendedwhenaVMI IDS is alsobeingusedas
a referencemonitor.

� Event Flow Control: In the casewhen Livewire
cannotkeepupwith queuedasynchronousevents,the
VMM cansuspenduntil Livewire cancatchup. Un-
likeanNIDS whichcannotnecessarilystemthe�o w
of traf�c [33], it is easyto stemthe�o w of eventsto
theVMI IDS.

� Avoiding Wedging with Timers: In Livewire, the
polling modulearerun seriallyby a singlethreadof
control.Thisintroducestherisk thatabugin onepol-
icy modulecould causethe entireIDS to hang. We
havetried to addressthisproblemin two ways.First,
all of our policy modulesarewritten defensively, at-
temptingto avoid operationsthatcouldhanginde�-
nitely, andusingtimersto breakout of theseopera-
tionswhennecessary. Second,eachpolicy moduleis
only givena setamountof time to completeits task,
andwill beinterruptedif it exceedsthatlimit, sothat
thenext modulecanrun.

9 RelatedWork

Classicaloperatingsystemsecurityissuessuchascon-
�nement and protection have been studied extensively
in traditional VMMs. In previous yearsthoroughstud-
ies of theseproblemshave beenpresentedfor VM/370
[39, 14, 13, 12] and the Vax SecurityKernel [21]. The
mostrecentimplementationstudyof asecuritykernelcan
befoundin work ontheDenaliisolationkernel[53]. A re-
centapplicationof VMMs for pureisolationcanbefound
in theNSA'snettop[29] architecture.

VMMs have alsobecomea popularplatformfor build-
ing honey pots[41]. Oftena network of virtual machines

onasingleplatformwill bebuilt to form ahoney net,pro-
viding a low-costlaboratoryfor studyingthebehavior of
attackers.

The ideaof collocatingsecurityserviceswith the host
thatthey aremonitoring,aswestudyin thiswork,hasalso
seenattentionin theReVirt [10] system,which facilitates
securelogging andreplayby having the guestoperating
system(the OS running inside the VM) instrumentedto
work in conjunctionwith theVMM.

Chenet al. [6] proposedrunningcodein a VM in or-
der to discover if it is maliciousbeforeproceedingwith
its normalexecution. This ideais similar to theapplica-
tion of VMs to fault toleranceexploredby Bressoudand
Schneiderin theirHypervisor[4] work.

Goldberg's work on architectural requirementsfor
VMMs [15] andhis survey of VMM researchup to 1974
[16] arethe standardclassicworks on VMMs. More re-
cent noteworthy work on VMM architecturalissuescan
befoundin Disco[5], andin work onvirtualizingI/O [45]
andresourcemanagement[51] in VMware.

Also relevant to the topic of VM introspectionis work
on whole-machinesimulationin SimOS[38], which also
lookedattheissuesinvolvedin instrumentingvirtualhard-
wareandextrapolatingguestoperatingsystemstatefrom
hardwarestate.

10 Future Work

There are still many signi�cant questionsto be ad-
dressedabouthow VMI-basedintrusiondetectionsystems
canbestbeimplementedandused.

Livewire hastakenanextremelyconservativeapproach
to introspectionby primarily engagingin passive checks
that incur no visible impacton systemperformance.This
decisionallowed Livewire to be implementedwith only
minimal changesto the virtual machinemonitor. How-
ever, the costof this was that monitoringfrequentasyn-
chronousevents,e.g.all systemcalls, may be quite per-
formanceintensive. Our currentarchitecturecould sup-
port frequentasynchronouschecks,suchas monitoring
and processingsystemcall, and supportinglightweight
datawatchpointswith relativeef�ciency via. hardcoding
thefunctionalityto log theseeventsdirectly into themon-
itor, then of�oading the processingof theselogs to the
policy engine. However, this approachseemssomewhat
in�e xible. We believe a morepromisingapproachwould
involve supportfor providing a small, safeand extensi-
ble mechanismfor ef�ciently �ltering architectureevents
in theVMM, in muchthesamefashionthatcurrentOSes
providesthis functionalityfor �ltering packetsvia BPF.

In Livewire wemadethechoiceto leveragethecrash
programin order to provide us with an OS interfaceli-
brary. This providedthefunctionalityto experimentwith
awiderangeof policieswhile minimizingimplementation



time. However, giventheOSinterfacelibrariesexposure
to attackit would bedesirableto have a dedicatedOSin-
terfacelibrary of signi�cantly smallersize,ideallywritten
in asafelanguage.Anotherfactordeservingfurtherstudy
in the OS interfacelibrary is that of concurrency. How
cansystemkernelstatebesafelyobservedin thepresence
of constantupdatesto kernelstate?How shouldthe OS
interfacelibrary respectOSlockingprimitives?

Other IDS tools can bene�t from the capability of a
VMM to allow securecollocationof monitoring on the
samemachineasthe host,evenwithout the useof intro-
spection. HIDS techniquessuchas �lesystem integrity
checkingcould easily be moved outsideof the host for
betterisolation.Conversely, NIDSescouldbemovedonto
thesameplatformasthehost,therebydistributingtheload
of performingpacketanalysisto endhosts,andpotentially
facilitatingtheuseof morecomplex policies.Finally, the
bene�tsof isolatingprotectionmechanismsfrom thehost
hasreceivedlittle attention.Moving distributed�re walls
asdescribedby Ioniddis et. al . [20] outsideof the host
seemslike an obvious application for this mechanism.
An isolatedkeystoreis anothernaturalapplicationof this
mechanism.

11 Conclusion

Weproposetheideaof virtualmachineintrospection,an
approachto intrusiondetectionwhich co-locatesan IDS
onthesamemachineasthehostit is monitoringandlever-
agesavirtual machinemonitorto isolatetheIDS from the
monitoredhost. The activity of the host is analyzedby
directly observinghardwarestateand inferring software
statebasedon a priori knowledgeof its structure. This
approachallows theIDS to: maintainhigh visibility, pro-
videshigh evasionresistancein the faceof hostcompro-
mise,provideshigh attackresistancedueto strongisola-
tion, andprovidestheuniquecapabilityto mediateaccess
to hosthardware,allowing hardwareaccesscontrol poli-
ciesto be enforcedin the faceof total hostcompromise.
Weshowedthatimplementingourarchitectureis practical
andfeasibleusingcurrenttechnologyby implementinga
prototypeVMI IDS anddemonstratingits ability to de-
tectrealattackswith acceptableperformance.We believe
VMI IDS occupiesanew andimportantpoint in thespace
of intrusiondetectionarchitectures.
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A SampleAttacks
� cd00ris auserlevel, stealthremotebackdoor[11]. It

monitorsincomingtraf�c on a raw socket andlooks
for a particulartraf�c pattern(for e.g.3 SYN pack-
etson ports6667,6668,6669)before“de-cloaking”
and openingnormal socket to facilitate remoteac-
cess.This makesit imperviousto remotedetection
throughtechniquessuchasport scanning.

� dsniff is apopularpacketsniffer [43]. It is oftenused
by attackers to gleanunencryptedpasswords from
network traf�c.

� t0rn [48] andlrk5 [27] arepopularrepresentativesof
whatmightbecalledthe“old school”of kernelback-
doors in that they are simply a collection of back-
dooredbinariesandlog cleaningscriptsthatallow an
attacker with root privilegesto hide their activities,
gainelevatedpermissions,sniff thenetwork for pass-
words,andothercommontasks.While theserootk-
its aredetectableusing�le systemintegrity checkers
suchastripwire or �le signaturecheckerssuchas
chkrootkit , methodsfor subverting thesesecu-
rity measuresarewell known [18, 23], andthetools
implementingthesemethodswidely available.



� LKM-basedrootkits,like Adore[44] andKnark [7],
are popular representatives of the secondgenera-
tion of Linux kernel module (LKM) basedback-
doors. Mechanism-wisethey differ little from early
backdoorssuchasheroin.c ; their attackvectoris
still direct installationinto the kernel via the load-
able module interface and they modify the kernel
by directlypatchingthesys_call_table , which
makesthemdetectablethroughsys_call_table
integrity checkingtools such as StMichael and
Sanhaim . Unlike �rst-generationbackdoorswhich
oftenperformedonly onetask,thesebackdoorscan
performmany tasks,suchashiding �les, hidingpro-
cesses,permissionelevation, hiding the stateof the
promiscuousmode�ag on theNIC, anda varietyof
othertasksanattacker might desire.Thesemodules
have usheredin a move away from user-level rootk-
its that aremoreeasilydetectablethroughintegrity
checkingprogramsliketripwire , longamainstay
of HIDS, and toward entirely kernel-basedrootkits
thataresigni�cantly harderto detect.

� Ramen[8] is aLinux worm in thetraditionof UNIX
worms dating back to the original RTM work that
broughtdown the Internet in the 80s. It relies on
buffer over�owsin commonservicesto penetratethe
remotehost. Oncethe hosthasbeenpenetrated,it
installsitself andbeginsscanningfor new targetsto
infect. HIDS andNIDS toolstypically attemptto de-
tectRamenby looking for �les namedramen.tgz
or lookingfor its signaturein network traf�c, respec-
tively.

� SUCKIT is a recently introduced “Swiss army”
kernel-basedrootkit along samelines as adoreand
knark. What makes SUCKIT particularly interest-
ing is that it has beenbuilt with the intent of in-
stallationit throughthe/dev/kmem interfacein or-
derto allow subversionof systemswhereLKM sup-
port has beendisabled. It also modi�es the int
0x80 handlerdirectly insteadof tamperingwith the
sys_call_table , therebyallowing it to avoid
detectionby kernel integrity checkingbasedIDSes
suchasStMichael.SUCKIT is alsoparticularlyim-
portantasan indicatorof thingsto come. As HID-
Sesto detectkernel-basedsubversionbecomemore
commonandeasyattackvectorsfor kernelsubver-
sion are disabled(suchas the LKM support),ker-
nelbackdoorscanbeexpectedto evolvein response.
While SUCKIT currentlycontentsitself with evad-
ing systemslike StMichaelor Sanhaim,thereis no
particular reasonit could not simply scanthe ker-
nel for the presenceof thesesystemsandeviscerate
them directly. Furthermore,a host of points to in-

terposein thekernelexist, which while not astrivial
to interposeuponasthe sys_call_table inter-
face,arejust aspotenta mechanismfor attack[25].
Given their number, theseinterpositionpointsmake
theoverheadof polling basedintegrity checkingthat
currentkernelIDS systemsrely uponinfeasible.Fi-
nally, thestealthof thisclassof maliciouscodecould
clearly be greatly increasedusing common tech-
niquesfrom the virus community. Thus,while this
classof attacksis still relatively easyto addresswith
existing HIDS mechanisms,we cannotexpect that
this will hold true in the foreseeablefuture. A com-
plete descriptionof SUCKIT as well as other non
LKM basedkernelbackdoorsis presentedin Phrack
[40, 32].


