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Abstract

Today's architectuies for intrusion detectionforce the
IDS designerto male a dif cult choice If the IDS re-
sideson the host,it hasan excellentview of whatis hap-
peningin that host's softwae, but is highly susceptibléo
attack. On the other hand, if the IDS residesin the net-
work, it is more resistanto attad, but hasa poor view of
whatis happeningnsidethe host,makingit more suscep-
tible to evasion. In this paperwe presentan architectuie
thatretainsthevisibility of a host-basedDS, but pullsthe
IDS outsideof the hostfor greaterattad resistance We
achievethis throughthe useof a virtual madine monitor
Usingthis approach allowsusto isolatethe IDS fromthe
monitored hostbut still retain excellentvisibility into the
host's state The VMM also offers us the uniqueability
to completelymediateinteractionsbetweerthe hostsoft-
ware andthe underlyinghardware. We presenta detailed
studyof our architecture, including Livewire, a prototype
implementation\\e demonstate Livewire by implement-
ing a suiteof simpleintrusiondetectiorpoliciesandusing
themto detectreal attacks.

1 Intr oduction

Widespreadstudy and deploymentof intrusion detec-
tion systemshasled to the developmentof increasingly
sophisticate@pproacheto defeatingthem. Intrusionde-
tectionsystemsaredefeateceitherthroughattackor eva-
sion. EvadinganIDS is achiesed by disguisingmalicious
actity sothatthe IDS fails to recognizet, while attack-
ing an IDS involvestamperingwith the IDS or compo-
nentsit truststo preventit from detectingor reportingma-
licious activity.

Counteringthesetwo approacheso defeatingntrusion
detectionhasproducedcon icting requirementsOn one
hand, directly inspectingthe stateof monitoredsystems
providesbettervisibility. Visibility makesevasionmore
dif cult by increasingherangeof analyzablevents, de-

creasingthe risk of having an incorrectview of system
state,and reducingthe numberof unmonitoredavenues
of attack. On the otherhand,increasingthe visibility of
the targetsystemto the IDS frequentlycomesat the cost
of wealer isolation betweenthe IDS and attacler. This
increasesherisk of a directattackon the IDS. Nowhere
is this trade-of more evident than when comparingthe
dominantlDS architecturesnetwork-basedntrusionde-
tection systems(NIDS) that offer high attackresistance
atthecostof visibility, andhost-basedhtrusiondetection
systemqHIDS) that offer high visibility but sacri ce at-
tackresistance.

In this paperwe present new architecturdor building
intrusion detectionsystemshat provides good visibility
into the stateof the monitoredhost,while still providing
strongisolationfor the DS, thuslendingsigni cant resis-
tanceto bothevasionandattack.

Our approach leverages virtual machine monitor
(VMM) technology This mechanismallows us to pull
our IDS “outside” of thehostit is monitoring,into acom-
pletely differenthardwareprotectiondomain,providing a
high-con dencebarrierbetweerthelDS andanattacler's
maliciouscode. The VMM also providesthe ability to
directly inspectthe hardware stateof the virtual machine
that a monitoredhostis running on. Consequentlywe
canretainthe visibility bene ts providedby a host-based
intrusion detectionsystem. Finally, the VMM provides
the ability to interposeat the architecturanterfaceof the
monitoredhost, yielding even bettervisibility than nor-
mal OS-level mechanismby enablingmonitoringof both
hardwareandsoftwarelevel events. This ability to inter
poseatthehardwareinterfacealsoallowsusto mediatan-
teractiondbetweerthehardwareandthe hostsoftware,al-
lowing to usto performbothintrusiondetectiorandhard-
ware accesxontrol. As we will discusslater, this addi-
tional control over the hardwarelendsour systemfurther
attackresistance.

An IDS running outside of a virtual machine only
hasaccesdo hardware-lesel state(e.g. physicalmemory
pagesandregisters)andevents(e.g.interruptsandmem-
ory accessesygenerallynotthelevel of abstractiorwhere



we want to reasonaboutIDS policies. We addresghis
problem by using our knowledge of the operatingsys-
temstructuresnsidethevirtual machineto interpretthese
eventsin OS-level semanticsThis allows usto write our
IDS policiesashigh-level statementsboutentitiesin the
0S,andthusretainthesimplicity of anormalHIDS policy
model.

We call this approachof inspectinga virtual machine
from the outsidefor thepurposeof analyzingthe software
runninginsideit virtual madineintrospection(VMI). In
this paperwe will provide a detailedexaminationof a
VMI-basedarchitecturdor intrusiondetection A key part
of our discussioris the presentatiorof Livewire, a proto-
type VMI-basedintrusiondetectionsystemthat we have
built andevaluatedagainsta variety of realworld attacks.
Using Livewire, we demonstratghat this architectures
a practicalandeffective meanf implementingntrusion
detectiorpolicies.

In Section2 we motivateourwork with acomparisorof
its strengthsand weaknesse® otherintrusiondetection
architectures Section3 discussewirtual machinemoni-
tors, how they work, their security andthe criteria they
mustful Il in orderto supportour VMI IDS architecture.
Section4 describeur architecturefor a VMI-basedin-
trusion detectionsystemsand the designof Livewire, a
prototypeVMI-basedIDS thatimplementsthis architec-
ture. Section5 describesheimplementatiorof our proto-
type,while Section6 describesamplentrusiondetection
policies we implementedwith our prototype. Section7
describesour resultsapplying Livewire and our sample
policiesto detectinga selectionof real world attacks.In
section8 we explore somepotentialattackson our archi-
tecture andin Sectiond we discussomerelatedwork not
touchedon earlierin the paper We presentdirectionsfor
futurework in 10. Sectionl1 present®ur conclusions.

2 Motivation

Intrusiondetectionsystemsattemptto detectandreport
whethera hosthasbeencompromisedy monitoringthe
host's obsenable properties,suchasinternal state,state
transitions(events),andl/O activity. An architecturehat
allows more propertiesto be obsenred offers bettervisi-
bility to theIDS. This allows anIDS's policy to consider
moreaspectof normatie hostbehaior, makingit more
dif cult for a maliciousparty to mimic normal hostbe-
havior andevadetheIDS.

A host-basedntrusion detectionsystemoffers a high
degreeof visibility asit is integratedinto the hostit is
monitoring,eitherasanapplication,or aspartof the OS.
The excellentvisibility afforded by host-basedarchitec-
tureshasled to the developmentof a variety of effective
techniquedor detectinghein uence of anattacler, from
comple systemcall traceanalysig[19, 26,50, 52], to in-

tegrity checking[22] andlog le analysis;o the esoteric
methodsmployedby commerciaknti-virustools.

A VMI IDS directly obseneshardwarestateandevents
andusesthis informationto extrapolatethe softwarestate
of the host. This offers visibility comparableo that of-
feredby anHIDS. Directly observinghardware stateof-
fersa morerobustview of the systemthanthat obtained
by anHIDS, which traditionally relieson the integrity of
theoperatingsystem.Thisview from below providedby a
VMI-basedIDS allowsit to maintainsomevisibility even
in thefaceof OScompromise.

Network-basedntrusiondetectiorsystemsffer signif-
icantly poorervisibility. They cannotmonitor internal
hoststateor events,all theinformationthey have mustbe
gleanedrom network traf ¢ to andfromthehost.Limited
visibility givesthe attacler moreroomto maneuer out-
sidetheview of thelDS. An attaclercanalsopurposefully
craft their network traf ¢ to make it dif cult or impossi-
ble to infer its impacton a host[35]. TheNIDS hasin its
favor that,like a VMI-basedIDS, it retainsvisibility even
if thehosthasbeencompromised.

VMI andnetwork-basedntrusiondetectiorsystemsare
stronglyisolatedfrom the hostthey aremonitoring. This
givesthema high degreeof attackresistanceandallows
themto continueobservingand reportingwith integrity
even if the hosthasbeencorrupted. This property has
tremendousralue for forensicsand securelogging [10].
In contrast,a host-basedDS will oftenbe compromised
alongwith thehostOSbecausef thelack of isolationbe-
tweenthetwo. OncetheHIDS is compromisedit is easily
blinded and may even startto reportmisleadingdata, or
provide the adwersarywith accesgo additionalresources
to leveragefor their attack.

Host-basedntrusiondetectiontools frequentlyoperate
atuserlevel. Thesesystemarequitesusceptibleao attack
througha variety of techniqueq18, 2] oncean attacler
hasgainedprivilegedaccesdo a system. Somesystems
have soughtto make userlevel IDSesmore attackresis-
tantthrough“stealth’ i.e. by hiding the IDS usingtech-
niguessimilar to thoseusedby attaclersto hide their ex-
ploits, suchashiding IDS processeby modifying kernel
structuresand maskingthe presencef IDS les through
the use of stegganographyand encryption[36]. Current
systemsthat rely on thesetechniquescan be easily de-
feated.

Some intrusion detection tools have addressedhis
problemby moving the IDS into the kernel[54, 47, 24].
This approactofferssomeresiliencen thefaceof acom-
promise,but is not a panacea. Many OSesoffer inter
facesfor directkernelmemoryaccesdgrom userlevel. If
theseinterfacesare not disabled kernelcodeis no safer
from tamperingby a privileged userthan normal user
level code.OnLinux systemsfor example,usercodecan



modify the kernelthroughloadablekernelmodules[34],
/dev/ikmem |, [42, 40] anddirectwritesfrom I/O devices.
Disablingtheseinterfacesresultsin a loss of functional-
ity, suchasthe inability to run programs,suchas X11,
thatrely onthem.We mustalsocontendwith theissueof
exploitablebugsin the OS,a seriougproblemin ourworld
of complex operatingsystemswrittenin unsafdanguages,
wherenew buffer over ows are discoreredwith disturb-
ing frequeng.

In ahost-basedDS, anIDS crashwill generallycause
thesystemnto fail open.In auserlevel IDS it isimpossible
for all systemactvity to be suspendedf the IDS does
crashsincetheit reliesontheoperatingsystento resume
its operation. If the IDS is only monitoring a particular
applicationjt maybepossibleto suspendhatapplication
while the IDS is restarted. A critical fault in a kernel-
basedIDS will often similarly fail open. Sincethe IDS
runsin the samefaultdomainastherestof thekernel,this
will often causethe entire systemto crashor allow the
attaclerto compromiseahekernel[46].

Unfortunately when NIDSesdo fall prey to an attack
they oftenfail openaswell. Considera malfunctionin an
NIDS thatcauseghe IDS to crashor becomeoverloaded
dueto a large volume of trafc. This will virtually al-
ways causethe systemto fail openuntil suchtime asthe
NIDS restarts[35]. Failing closedin an NIDS is often
notanoptionasthe network connectiorbeingmonitored
is often sharedamongmary hosts,and thus suspending
connectvity while the IDS restartedvould amountto a
considerabl@enial-of-serviceisk.

In aVMI-basedIDS thehostcanbetrivially suspended
while the DS restartdn caseof afault, providing aneasy
modelfor fail-safe fault recovery. In addition, because
aVMI IDS offers completemediationof accesgo hard-
ware,it canmaintainthe constraintsmposedby the oper
ating systemon hardwareacces®venif the OShasbeen
compromisede.g.by disallaving the network cardto be
placedinto promiscuousnode.

3 VMMs and VMI

The mechanismthat facilitatesthe constructionof a
VMI IDS is the virtual machinemonitor, the softwarere-
sponsiblefor virtualizing the hardwareof a single physi-
cal machineandpatrtitioningit into logically separatevir-
tual machineslIn this sectionwe discussvirtual machine
monitors, what they do, how they are implementedand
their level of assuranceWe will alsodiscusgheessential
capabilitiesthata VMM mustprovidein orderto support
our VMI IDS architecture:isolation,inspection,andin-
terposition.

3.1 Virtual Machine Monitors

A virtual machinemonitor (VMM) is a thin layer of
softwarethatrunsdirectly on the hardwareof a machine.
The VMM exports a virtual madine abstraction(VM)
thatresembleshe underlyinghardware. This abstraction
modelsthe hardwareclosely enoughthat software which
wouldrunontheunderlyinghardwarecanalsoberunin a
virtual machine VMMs virtualizeall hardwareresources,
allowing multiple virtual machinego transparentlynulti-
plex the resource®f the physicalmachine[1§. The op-
eratingsystemrunninginsideof a VM is traditionally re-
ferredto asthe guestOS, andapplicationgunningon the
guestOSaresimilarly referredto asguestapplications.

Traditionally, the VMM s theonly privilegedcoderun-
ning on the system. It is essentiallya small operating
system. This style of VMM hasbeena standardpart of
mainframecomputergor 30 years andrecentlyhasfound
its way onto commodityx86 PCs. HostedVMMs like
VMware[49, 45] have emepgedthatruna VMM concur
rently with a commodity“host OS” suchasWindows or
Linux. In this setting,thevirtual machineappearsassim-
ply anothemprogramrunningonthehostoperatingsystem.
Despitea radical differencefrom the usersperspectie,
traditionalandhostedVMMs differ little in implementa-
tion. In ahostedarchitecturehe VMM merelyleverages
third-partyhostOSto providedrivers,bootstrappingode,
andotherfunctionalitycommonto VMMs andtraditional
operatingsystemsjnsteadof beingforcedto implement
all of its functionalityfrom scratch.

VMMs have traditionally beenusedfor logical sener
partitioning, and are supportedfor a wide range of
architectures; for example, the IBM xSeries (x86
seners), pSeries(Unix), zSeries(mainframes),and iS-
eries (AS/400) all have VMMs available. Recently as
hostedVMMs have appearedn the desktop,they have
begunto nd otherapplicationsuchascross-platfornde-
velopmentandtesting.

3.2 VMM Implementation

Although the speci cs of a VMM' s implementation
are architecture-dependen¥MMs tendto rely on simi-
lar implementatiortechniques.Among thesetechniques
is con guring the real machineso that virtual machines
cansafelyanddirectly executeusingthe machines CPU
andmemory By doing this, VMMs canefciently run
software in the virtual machinesat speedscloseto that
achiesed by running them on the bare hardware [45].
VMMs canalsofully isolatethesoftwarerunningin avir-
tual machinefrom othervirtual machinesand from the
virtual machinemonitor.

A commonway to virtualize the CPU is to run the
VMM in themostprivilegedmodeof theprocessamwhile
running virtual machinesin lessprivileged modes. All



trapsandinterruptsthat occurwhile a virtual machineis
runningtransfercontrolto theVMM. Attemptsby thevir-
tualmachinego accesrivilegedoperationgrapinto the
VMM; the VMM emulatesprivileged operationsfor the
VM. In thisarchitecturetheVMM canalwayscontrolthe
virtual machineregardlesof whatthe softwarein thevir-
tual machinedoes.

Memoryis commonlyvirtualized by keepinga virtual
MMU for eachvirtual machinethat re ects the VM's
view of its addressspace. The VMM retainscontrol of
thereal MMU, andmapseachVM' s physicalmemoryin
suchaway thatVMs do not sharephysicalmemorywith
eachother, or with the VMM. Throughthis techniquethe
VMM is ableto createtheillusion thateachVM hasits
own addresspacethatit fully controls. This alsoallows
the VMM to isolatethe VMs from one anotherand pre-
ventsthemfrom accessinghe memoryof the VMM.

In addition to virtualizing the CPU and memory the
VMM interceptsall input/outputrequestsfrom VMs to
virtual devicesandmapsthemto the correctphysicall/O
device. For memory-mapped/O, the VMM only allows
avirtual machineto seeandaccesghe particularl/O de-
vicesit is permittedto use.

3.3 VMM Assurance

Our amgumentfor the securityof a VMI IDS restson
the assumptiorthata VMM s dif cult for anattacler to
compromise.We basethis assumptioron the claim that
a VMM is a simple-enoughmechanisnthatwe canrea-
sonablyhopeto implementit correctly We have several
reasondor this claim. First, the interfaceto a VMM is
signi cantly simpler moreconstrainecdindwell speci ed
thanthat of a typically modernoperatingsystem. While
the VMM s responsibldor virtualizing all of the archi-
tecture,mary portions,suchasvirtualizationof the CPU,
requirelittle participationon the partof the VMM, since
mostinstructionsareunprivileged.Secondtheprotection
modelof a VMM is signi cantly simplerthanthat of a
modernoperatingsystem. Everythinginside the VMM
is completelyunprivilegedwith respecto the VMM, and
the VMM hasonly to provide isolation,with no concerns
aboutproviding controlled sharing. Finally, althougha
VMM is an operatingsystem,it is signi cantly simpler
than standardmodernoperatingsystems. VMM' s such
asDisco[5] andDenali[53], which have bothvirtualized
verycomplec architectureshave beenbuilt in ontheorder
of 30K linesof code.This simplicity is attributableto the
lack of a lesystem, network stack,andoften,evenafull
edged virtual memorysystemt Somewill pointoutthat
the small sizeand simplicity of a VMM do to its lack of

1This aso applies to hosted VMMs as components such as the net-
work stacks will not be utilized, and need not even be included in the
host OS.

a lesystem andnetwork stackis misleading sincethese
facilities mustultimately be availableto performadmin-
istrative functionssuchasloggingandremoteadministra-
tion. However, this overlooksthe factthattheseactvities
are not part of the core VMM, but run in a completely
differentprotectiondomain,typically in anadministratve
VM thatis stronglyisolatedboth from other VM's and
from the securekernelof the VMM. While thereis arisk
thatthisadministratve VM(s) couldbe compromisedthe
compartmentalizatioprovided by a VMM doesa great
dealto limit the extentof acompromise.

The small sizeandcritical functionality of VMMs has
led to a signi cant investmenin their testing,validation,
etc. Notableprojectsthathave madestrongclaimsfor the
securityof VMMs includethe Vax securitymonitor [21]
andthe NSA with their Nettop[29] system.Nettopalso
relieson VMware Workstationfor its VMM. Ultimately,
sinceVMw areis aclosed-sourceroduct,it isimpossible
to verify this claimthroughopenreview.

3.4 Leveragingthe VMM
OurVMI IDS leverageshreepropertiesof VMMs:

Isolation Software runningin a virtual machinecannot
accesr modify the softwarerunningin the VMM
or in a separate/M. Isolation ensureghat even if
an intruderhascompletelysubvertedthe monitored
host,hestill cannottamperwith theIDS.

Inspection TheVMM hasaccesdo all the stateof a vir-
tual machine:CPU state(e.g.registers) all memory
andall /0 device statesuchasthecontentof storage
devices andregister stateof 1/O controllers. Being
ableto directly inspectthe virtual machinemakesit
particularlydif cult to evadea VMI IDS sincethere
is no statein the monitoredsystemthatthe IDS can-
notsee.

Interposition FundamentallyVMMs needto interpose
on certainvirtual machineoperationge.g.executing
privilegedinstructions). A VMI IDS can leverage
this functionality for its own purposes. For exam-
ple, with only minimal modi cation to the VMM, a
VMI IDS canbe noti ed if the coderunningin the
VM attemptgo modify a givenregister

VMMs offer otherpropertiesthat are quite usefulin a
VMI IDS. For example,VMMs completelyencapsulate
the stateof a virtual machinein software. This allows us
to easilytake a chedkpointof the virtual machine.Using
this capabilitywe can comparethe stateof a VM under
obsenation to a suspended/M in a known good state,
easilyperformanalysisoff-line, or capturetheentirestate
of acompromisednachinefor forensicpurposes.



4 Design

In this sectionwe presentinarchitecturdor avVMI IDS
system(showvn in Fig. 1). First, we presentthe threat
model. Next, we discussthe major componentof our
architectureand the designissuesassociatedvith these
components.In the next sectionwe will delve into the
particularsof Livewire, a prototypeVMI IDS systenmthat
implementghis architecture.

4.1 ThreatModel

Ideally, the guestOS will not be compromisedaswe
malke someassumptiongaboutthe structureof the guest
OSkernelin orderto infer its state.If theguestOSis com-
promisedthis mayresultin somelossof visibility assum-
ing the attacler modi es the guestOSin away that mis-
leadsthe VMI IDS aboutthe true stateof the host. How-
ever, evenin this casesomevisibility will be maintained,
andthe VMI IDS will still beableto performchecksthat
malke fewer assumptionaboutmemorystructure(suchas
naive signaturescansyswell asmaintainingaccesson-
trols on devices,sensitve memoryareasegtc.

We assumethat the coderunning inside a monitored
hostmay be totally malicious. We believe this modelis
quitetimely asattaclersareincreasinglymaskingheirac-
tivitiesandsubvertingintrusiondetectiorsystemshrough
tamperingwith the OS kernel[18], sharedlibraries,and
applicationsthat are used to report and audit system
state[23] (e.g.tripwire  , netstat ). We canonly as-
sumethatif VMI-basedIDSesseeswide spreaddeploy-
ment attaclers will attemptto develop similar counter
measures.

All information that the IDS obtainsfrom the moni-
toredhostmustbeconsideredtainted; thatis, containing
potentiallymisleadingor evendamagingdata(e.g.incor-
rectly formatteddatathatcouldinducea buffer over ow).

The VMI IDS may make assumptiongboutthe struc-
tureof theguestOSin orderto implementsomelDS poli-
cies.Thisrelianceshouldonly imply thatif OSstructures
aremaliciouslymodi ed, it maybepossibleto evadepoli-
ciesthatrely uponthosestructuresput shouldnot affect
the securityof the IDS in ary otherway.

4.2 The Virtual Machine Monitor

As explainedin section3, the VMM virtualizes the
hardwareit runson andprovidesthe essentiaproperties
of isolation,inspectionandinterposition.VMMs provide
isolationby default; however, providing inspectiorandin-
terpositionfor a VMI IDS requiressomemaodi cation of
theVMM. Whenaddingthesecapabilitiestherearesome
importantdesigntrade-ofs to consider:

¢ AddingVMI functionalityvs.MaintainingVMM sim-
plicity. We would like to minimize the changese-

quiredto the VMM in orderto supporta VMI IDS.
Implementatiorbugsin the VMM cancompromise
its ability to provide secureisolation, and modify-
ing the VMM presentgherisk of introducingbugs.
However, addingfunctionalityto the VMM canpro-
vide signi cant bene ts for the VMI IDS systemas
well. Theability to ef ciently interposeontheMMU
and CPU canallow the VMI IDS to monitor events
thatwould otherwisebe inaccessibleln confronting
this issuein our prototypesystem,we provided ad-
ditional functionality by leveragingexisting VMM
mechanisms.This stratgy allowed us to exposea
greatdeal of functionality to the VMI IDS, while
minimizing changego the VMM.

e Expressivenesss. Efciency. A VMM canallow a
VMI IDS to monitormary typesof machineevents.
Sometypesof eventscan be monitoredwith little
or no overhead,while otherscan exact a signi -
cantperformancepenalty Accessinghardwarestate
typically doesnot incur ary performancepenaltyin
the VMM, so efciently providing this functional-
ity is purely a matterof making stateavailable to
the IDS with minimal copying. Trappinghardware
events,suchasinterruptsandmemoryaccessesan
be quite costly becauseof their frequeng. In our
prototypesystemwe soughtto managehis overhead
by only trapping eventsthat would imply de nite
misuse(e.g. modi cation of sensitve memorythat
shouldnever changeat runtime). The overheadin-
curredfor monitoringa particulartypeof eventhear-
ily depend®ntheparticularVMM oneis using.

A nal issueto consideris VMM exposure.The VMI
IDS hasgreateraccesgo the VMM thanthe coderun-
ningin amonitoredvM. However, sincewe grantthelDS
accesdo the internalstateof the VM we are potentially
exposingthe IDS, andby transitivity the VMM to attack.
Forthisreasonit is importantto minimizetheVMM' sex-
posureto the IDS. For example,communicatingvith the
VMM throughanIPC mechanisnshouldbe preferredto
exportinginternalhooksin theVMM andloadingthelDS
asasharedibrary. By isolatingthe IDS from the VMM,
we reducethe risk of an IDS compromiseleadingto a
compromiseof theVMM. CompromisinghelDS should
at worst constitutea denial-of-serviceattackon the mon-
itored VM. A compromiseof the VMM is a catastrophic
failurein aVMI IDS architecture.

421 TheVMM Interface

The VMM mustprovide aninterfacefor communication
with the VMI IDS. The VMI IDS cansendcommandgo

the VMM over this interface,andthe VMM will replyin

turn. In our architecturecommandsreof threetypes:
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Figure 1. A High-Level View of our VMI-Based IDS Architecture: On the right is the virtual machine (VM) that
runs the host being monitored. On the left is the VMI-based IDS with its major components: the OS interface
library that provides an OS-level view of the VM by interpreting the hardware state exported by the VMM, the policy
engine consisting of a common framework for building policies, and policy modules that implement speci ¢ intrusion
detection policies. The virtual machine monitor provides a substrate that isolates the IDS from the monitored VM and
allows the IDS to inspect the state of the VM. The VMM also allows the IDS to interpose on interactions between the

guest OS/guest applications and the virtual hardware.

INSPECTION COMMANDS areusedto directly examine
VM statesuchasmemoryandregistercontentsand|/O
devices' ags.

MONITOR COMMANDS areusedto sensevhencertain
machineeventsoccurandrequesioti cation throughan
eventdelivery mechanismFor example,it is possiblefor
a VMI to getnoti ed whena certainrangeof memory
changesa privilegedregister changespr a device state
changeoccurge.g.Etherneinterfaceaddresss changed).

ADMINISTRATIVE COMMANDS allow the VMI IDS to
control the executionof a VM. This interfaceallows the
VMI IDS to suspenda VM's execution,resumea sus-
pendedVM, checkpointthe VM, and rebootthe VM.
Thesecommandsare primarily useful for bootstrapping
the systemandfor automatingesponséo a compromise.
A VMI IDS is only givenadministratve control over the
VM thatit is monitoring.

The VMM can reply to commandssynchronously
(e.g. when the value of a register is queried)or asyn-
chronously(e.g.to notify theVMI IDS thattherehasbeen
achangeo aportionof memory).

4.3 TheVMI IDS

TheVMI IDS is responsibldor implementingntrusion
detectionpolicies by analyzingmachinestate and ma-

chineeventsthroughthe VMM interface. The VMI IDS
is dividedinto two parts,the OSinterfacelibrary andthe
policy engine The OSinterfacelibrary'sjob is to provide
an OS-level view of the virtual machines statein order
to facilitateeasypolicy developmeniandimplementation.
The policy engines job is purelyto executelDS policies
by usingthe OSinterfacelibrary andthe VMM interface.

431 TheOSInterfacelibrary

VMMs managestatestrictly at the hardware level, but
preferto reasoraboutintrusiondetectionin termsof OS-
level semantics.Considera situationwherewe want to
detecttamperingwith our sshd processy periodically
performingintegrity checksonits codesggment.A VMM
canprovide usaccesgo ary pageof physicalmemoryor
disk block in avirtual machine but discoveringthe con-
tentsof sshd 's codesggmentrequiresansweringjueries
aboutmachinestatein the contet of the OS runningin
theVM: “wherein virtual memorydoessshd 'scodesgy-
mentreside?”,'what partof the codesggmentis in mem-
ory?”, and“what partis outon disk?”

We needto provide somemeansof interpretinglow-
level machinestatefrom the VMM in termsof the higher
level OS structures.We would like to write the codeto
dothis onceandprovide acommoninterfaceto it, instead



of having to re implementthis functionality for eachnew
policy in our IDS. Our solution mustalso take into ac-
countvariationsin OSstructuresuchasdifferencesn OS
versionscon gurations,etc.

The OS interfacelibrary solvesthis problemby using
knowledgeabouttheguestOSimplementatiorio interpret
the VM' s machinestate which is exportedby the VMM.
The policy engineis providedwith aninterfacefor mak-
ing high-level queriesaboutthe OS of themonitoredhost.
The OSinterfacelibrary mustbe matchedwith the guest
Os; differentguestOSeswill have differentOS interface
libraries.

Someexamplesof thetypeof querieghatthe OSinter-
facelibrary facilitatesare: “give me a list of all the pro-
cessesurrentlyrunningonthesystent, or “tell meall the
processesvhich arecurrentlyholding raw soclets” The
OSinterfacelibrary alsofacilitatesqueriesat the level of
kernelcode,similar to the queriesthat onemight give to
gdblike “show me the contentsof virtual memoryfrom
X toy in the contet of thelogin process, or “display the
contentsof taskstructurefor the processwith PID 231"

4.3.2 ThePolicy Engine

At theheartof ary intrusiondetectiorsystemnis the policy
engine.Thiscomponeninterpretssystenstateandevents
fromtheVMM interfaceandOSinterfacelibrary, andde-

cideswhetheror not the systemhasbeencompromised.

If the systemhasbeencompromisedthe policy engineis
responsibldor respondingn anappropriatenanner For
example,in caseof a break-in,the policy enginecansus-
pendor rebootthe virtual machine andreportthe break-
in. Sincethe focusof our work hasbeenstudyingVMI
asa platformfor IDS, we have focusedon implementing
variationson mainstreantHIDS stylepolicies[37] suchas
burglaralarms misusedetectorsindintegrity checlers.A
policy engineimplementingcomplex anomalydetection
and other more exotic techniquesanalso be supported
in this architecture.

5 Implementation

To better understandthe implementationdif culties,
performanceoverhead usability, and practicaleffective-
nessof our VMI architecturewe built Livewire, a proto-
type VMI IDS. For our VMM we useda modi ed ver-
sion of VMware Workstation[49] for Linux x86. Our
OS library was built by modifying Mission Critical's
crash [30] program. Our policy engineconsistsof a
frameawvork and moduleswritten in the Pythonprogram-
minglanguagd17]. Eachof thesecomponentsunsin its
own processn Linux, our hostOS.

51 VMM

We usedamodi ed versionof VMw areWorkstationfor
Linux to provide uswith avirtual machinemonitorcapa-
ble of runningcommonx86-basedperatingsystems.In
orderto supportVMI, we addedhooksto VMwareto al-
low inspectionof memory registers,anddevice state.We
alsoaddedhooksto allow interpositionon certainevents,
suchasinterruptsandupdatego deviceandmemorystate.

The virtual machinemonitor supportsvirtual 1/0 de-
vices that are capableof doing direct memory access
(DMA). Thesevirtual devicescanuseDMA to readary
memorylocationin thevirtual machine We usedthis vir-
tual DMA capability to supportdirect physicalmemory
accessn the VMM interface.We accomplishedhis with
minimal changego the VMM.

As partof this virtualization processthe VMM shad-
ows the pagetablesof the physicalmachine allowing the
monitor to enforcemore restrictive protectionof certain
memorypagesAn exampleof how this functionalitycan
be appliedis the copy-on-write pagesharingof the Disco
virtual machinemonitor [5]. We usedthis mechanisnto
write protectpagesandprovide noti cation if theVM at-
temptedto modify a protectecpage.

Interactionswith virtual 1/0O devices suchas Ethernet
interfacesareinterceptedy theVMM andmappedactual
hardware devicesin the courseof normal VMM opera-
tion. We easilyaddedhooksto notify uswhenthe VM
attemptedo changethis state. Hooksto inspectthe state
of virtual devices suchasthe virtual Ethernetcard were
alsoadded.

Adding anything to a VMM is worrisomeasit means
changingow-level codethatis critical to boththecorrect-
nessandperformancef the system.However, we found
we couldsupporttherequirednterpositionandinspection
hookswith only minor changeso VMware by leverag-
ing functionality requiredto supportbasicvirtualization.
The functionality that we leveragedis commonto most
VMMs, thus,we believe thataddinginterpositionsupport
to otherVMMs shouldbe straightforvard.

5.2 VMM Interface

The VMM interface provides a channelfor the VMI
IDS processe$o communicatewith the VMware VMM
process. This interfaceis composedf two parts: rst,
a Unix domainsoclet that allows the VMI IDS to send
commanddo, and receve responsesnd event noti ca-
tionsfrom, theVMM; andsecondamemory-mappede
that supportsef cient accesdo the physicalmemory of
themonitoredvVM.

In Livewire, whenaneventoccurstheVM' s execution
is suspendedntil the VMI IDS respondsvith anadmin-
istrative commancdto continue. We optedfor this model



of eventnoti cation asour policiesonly usemonitorcom-
manddor noti cation of de nite misusewhichwehandle
by halting asa matterof policy. For otherpolicies,such
as monitoring interruptsto do systemcall pattern-based
anomalydetection[26], an event delivery modelwhere
theVM doesnot suspendouldalsobe supported.

5.3 OSinterface Library

Our OS interface library was built by modifying the
Linux crashdump examinationtool crash [30Q] to in-
terpretthe machinestate exported by the VMM inter-
face. The critical intuition hereis thatin practicethere
is very little differencebetweerexaminingarunningker-
nelthrough/dev/kmem with acrashdumpanalysisool
fromwithin aguestOS,andrunningthesametool outside
the guestOS. The VMM exports an interfacesimilar to
/dev/ikmem thatprovidesaccesgo themonitoredhost's
memoryin theform of a at le.

Informationaboutthe speci cs of the kernelbeingan-
alyzed(the symboltable,datatypes,etc.) areall derived
from the delugginginformation of the kernel binary by
crash orreadelf . All otherproblemsrelatedto deal-
ing with differencesn kernelversionsweredealtwith by
crash .

The IDS communicatesvith the OS interfacelibrary
over a full-duplex pipe, usingit bothto sendandreceve
their responses.The commandset and responsesvere
simply thoseexportedby crash .

5.4 Policy Engine

The policy engine consistsof two pieces: the pol-
icy framavork, a commonAPI for writing securitypoli-
cies,andthe policy modulesthatimplementactualsecu-
rity policies. The policy enginewasbuilt entirely using
Python.

5.4.1 Policy Framework

The policy framework allows the policy implementerto
interactwith the major componentf the systemwith
minimal hassleby encapsulatinhemin simplehighlevel
APIs. Thepolicy framework providesthefollowing inter-
faces:

OS INTERFACE LIBRARY: The OS interface library
presentsa simple request/respong® the module writer
for sendingcommandgo the OSinterfacelibrary, andre-
ceving responsethathave beenmarshaledn native data
formats.Tablescontainingkey-valuepairsthatprovidein-
formationaboutthe currentkernel(e.g.the kernel's sym-
bol table)arealsoprovided.

VMM INTERFACE: The VMM interfaceprovidesdi-
rectaccesdo the VM's physicaladdressspaceandreg-
ister state.Physicalmemoryspaces accessedsasingle

largearray Thisprovidesaneasyway for theprogrammer
to searchthe VM' s memory or to calculatesecurehashes
of portionsof memaoryfor performingintegrity checks.

Monitor commandsare usedby registering callbacks
for eventsthat a policy module wantsto be noti ed of,
e.g. awrite to arangeof memory or modi cation of the
NIC's MAC addressCallbackscanalsoberegisteredfor
VM-level events,suchasthe VM rebootingor powering
down. Finally, the VM interface exports administratve
commandshat allow policy modulesto suspendrestart,
andcheckpointhe VM.

LIvEWIRE FRONT END: Thefront endcodeis respon-
sible for bootstrappinghe system,startingthe OS inter-
facelibrary processl|oadingpolicy modulesandrunning
policy modulesin concert. Interfacesare provided for
obtainingcon gurationinformation,reportingintrusions,
andregisteringpolicy moduleswith acommoncontrollet

5.4.2 Policy Modules

We have implementedsix samplesecuritypolicy modules
in Livewire. Four modulesare polling modules modules
thatrun periodicallyand checkfor signsof anintrusion.
The othertwo areevent-drivermoduleghataretriggered
by aspeci ¢ event,suchasanattempto write to sensitve
memory

Each policy moduleis an individual Python module
(i.e. a single le) that leveragesthe policy framawork.
Policy modulescanbe run stand-aloner in concertwith
otherpolicy modules.

We found writing modulesusing the Livewire policy
framawvork a modesttask. Most of the polling modules
were written in lessthan 50 lines of Python,including
comments.Only the userprogramintegrity detector(see
Section6.1.2)requiredmorecodethanthis, at130linesof
Python.Theevent-drivenmodulesverealsoquitesimple,
eachonerequiringroughly 30linesof code.

A detaileddiscussiorof the policy moduleswe imple-
menteds givenin the next section.

6 Example Policy Modules

In this sectionwe presenta variety of policy modules
that we have implementedin Livewire. Our goal with
thesepolicieswasnotto provide acompletentrusionde-
tectionpackagenor wasit to experimentwith novel pol-
icy design. Insteadwe chosepolicies as simple exam-
plesthatillustrate more generalparadigmsof policy de-
signthatcanbe supportedy this architecture.

6.1 Polling Policy Modules

Pollingmodulegeriodicallycheckthesystentor signs
of maliciousactivity. All of our polling modulespossess



closeHIDS analoguesasthey only leveragethe VMM
for isolationandinspection. The former is not essential
to theirfunction,andthelattercanbe providedby normal
OS mechanismgor accessindow-level systemstate. In
fact,we initially developedsomeof our polling checlers
by running Livewire on the guestOS it was monitoring
andinspectingsystenstatethrough/dev/kmem .

6.1.1 LieDetector

Attackersoften achieve stealthby modifying the OS ker-

nel, sharedibraries, or userlevel servicesto masktheir
actiities. For example supposanintruderwantsto mod-
ify the systemto hide maliciousprocessesThe attacler
can modify ps, modify sharedlibraries, or modify the
/proc interfacethatps usesto nd outaboutcurrently
runningprocessesThesemodi cation canleadto incon-
sistenciebetweerthekernel,or hardwareview of thesys-
tem,andtheview providedby userlevel programsA va-

riety of HIDS programsdetectintrudersby noting these
inconsistencief28].

The lie detectormoduleworks by directly inspecting
hardwareandkernelstate,andby queryingthe hostsys-
tem through userlevel programs(e.g. ps, ifconfig
netstat ) via aremoteshell. If it detectscon icts be-
tweenthesetwo views (i.e. the systemis lying), it reports
the presencef malicioustampering. This techniquehas
the nice propertythatit doesnot matterwhat partof the
systemthe intruder modi ed in orderto elicit the mali-
ciousbehaior. Oneconcernwe hadwhen building this
checler was ensuringthat the views we comparedwere
from the samepoint in time. In practice,we did not en-
counterary problemswith skew thatledto falsepositives.

6.1.2 User Program Integrity Detector

Checkingthe integrity of a programbinary on disk (ala.
tripwire [22]) doesnot ensurethatthe corresponding
in memoryimageof thatprogramhasnot beenmodi ed
(e.g.viaptrace [1]). Ourintegrity checler attemptgo
detectif a runninguserlevel programhasbeentampered
with by periodicallytakinga securehashof theimmutable
sections(.text , etc.) of arunningprogram,and com-
paringit to a known goodhash.This approachs particu-
larly well suitedto securinglong runningprogramssuch
assshd, inetd , andsyslogd that are continuously
presenin memory

Onecomplicationwe encounteredvhile implementing
this checler wasis that portionsof large programsmay
be pagedoutto disk, or simply never demand-pagethto
memoryin the rst place. Our currentimplementation
dealswith this issueby taking perpagehashesandonly
examiningthe portionof aprogramthatis in memory

6.1.3 Signature Detector

Scanningthe le systemfor the presenceof known ma-
licious programbasedon a known “signature” substring
of the programis a popularintrusiondetectiontechnique.
It is employed by anti-virustools aswell asroot-kit de-
tectiontoolslik e chkrootkit [31].Theseoolsleverage
the fact that mostattaclersdo not write their own tools,
but insteadrely on a relatively small numberof publicly

availablerootkits, backdoors;Trojan horsesandotherat-

tacktools. Popularexamplesinclude“subseren; “back-

ori ce,” and“netbus” Trojan horsesfor Windows, or the
“adore”and“knark” kernelbackdoorainderLinux. Most

Unix HIDS systemsthat look for signaturestringsonly

scanafew selectedles for signaturesOur sighaturede-
tectorperformsascanof all of hostmemoryfor attacksig-

natures. This more aggressie approactrequiresa more
careful selectionof signaturego avoid falsepositives. It

alsomeanghatmaliciousprogramghathave notyetbeen
installedmayalsobedetectede.g.in the lesystembuffer

cache.

6.1.4 Raw Socket Detector

Raw soclets have legitimate applicationsin certainnet-
work diagnostictools, but they arealsousedby a variety
of “stealth” backdoorstoolsfor ARP-spoo ng,andother
maliciousapplicationghat requirelow-level network ac-
cess. The raw soclet detectoris a “burglar alarm” [37]

style policy modulefor detectingthe useof raw soclets
by userlevel programsfor the purposeof catchingsuch
maliciousapplications. This is accomplishedy query-
ing the kernelaboutthe type of all soclets held by user
processes.

6.2 Event Driven Policy Modules

Event-driven checlers run when the VMM detects
changedo hardware state,suchasa write to a sensitie
locationin memory At startup eachevent-drivenchecler
registersall of the eventsit would like to be noti ed of
with the policy framework. At runtime,whenoneof these
eventsoccurs,the VMM relaysa messagéo the policy
framework. The policy framework runs the checler(s)
which have registeredto receve the event. In a purely
intrusion-detectiorrole, event-driven checlers can sim-
ply reportthe event that hasoccurredaccordingto their
policy, andallow the virtual machineto continueto run.
TheVMM canalsobedirectedto suspendn events,thus
allowing the policy moduleto also sere as a reference
monitorthatregulatesaccesso sensitve hardware.



6.2.1 Memory Access Enforcer

Moderncomputerarchitecturegienerallyallow programs
runningin ring O (i.e. the kernel) to rendercertain sec-
tionsof memoryread-only suchastheir text sgmentand

read-onlydata,asastandargartof theirthememorypro-

tectioninterface. However, they alsoallow anything else
runningin ring O to disabletheseaccesscontrols. Thus,
while thesemechanismareusefulfor detectingacciden-
tal protectionviolationsdueto faulty code,they arerela-

tively uselesgor protectingthe kernelfrom tamperingoy

othermaliciouscodethatis runningin ring O (for example
akernelbackdoor).

Detectingtamperingwith an OS codesggmentcanbe
anusefulmechanisnfor discoreringthe presencef ma-
licious code,andpreventingits installationinto the kernel
proper Our kernelmemoryenforcerworks by marking
the codesection,sys _call _table , andothersensitve
portionsof the kernelasread-onlythroughthe VMM. If
a maliciousprogram,suchasa kernelbackdoor tries to
modify thesesectionsof memory the VM will be halted
andthe kernelmemoryprotectionenforcemoti ed. Sev-
eralHIDS tools[47, 36] attemptto detectmodi cationsto
thesys _call _table andsystemcall codethroughthe
useof integrity checking. However, this approachs far
lessattractize dueto its lack of immediay (andinability
to preventattacks)aswell astheadditionaloverheadt in-
curs. Sensitve registerslike theidtr  canalsobelocked
down.

6.2.2 NIC Access Enforcer

The NIC AccessEnforcer preventsthe Ethernetdevice
enteringpromiscuousmode, or being con gured with a
MAC addresswhich hasnot beenpre-speci ed. Using
thismodulewe canpreventvarietyof commonmisuse®f
the NIC to be detectechndprevented.In spiteof its sim-
ple functionalitythe NIC moduleprovidesa usefulpolicy
enforcementool. It is morerobustto attackthannormal
host-basedolutions,andnot susceptiblé¢o evasion,asis
aproblemwith remotepromiscuousnodedetectionsolu-
tions[9].

7 Experimental Results

In this sectionwe presentan experimentalevaluation
of our Livewire prototype. Our evaluation consistsof
two parts. First, we testthe effectivenesof our security
policies againstsomecommonattacks. This portion of
our evaluationwasundertalkento ensurethat our policies
workedin practice,andto gain experiencewith utilizing
Livewire againstrealattacks.Thesecondartof oureval-
uation consistedof testingthe performanceoverheadof
Livewire on severalsamplework loads.

Our targethostconsistef virtual machinewith a 256
MB allocation of physicalmemoryanda 4 GB virtual
disk, runninga relatively standardnstallationof Debian
GNU/Linux. The virtual machinemonitor (a modi ed
versionVMw are Workstationfor Linux version3.1) was
runonal.8GHzPentiumlV laptopwith 1 GB of physical
memory runningDebianGNU/Linux asahostOS.

7.1 SampleAttacks

Ourtestsuiteof sampleattacksconsistedf kernel-and
userlevelrootkitsandbackdoor$40, 11, 48, 7, 44] Trojan
horseq27], paclet sniffers[43, 27], andaworm [8]. All
testattackswere obtainedfrom public sourcesandwere
modi ed only asnecessarjor con guration,or for adap-
tation to our kernel. A selectionof nine attacksthat we
feel providesa goodrepresentatie cross-sectioasbeen
choserfor our discussion A summaryof the attacksand
ourresultsis depictedn Table7.

7.2 DetectionResults

In orderto collect our detectionresultswe setup our
systemunder Livewire and then downloaded,installed,
andran eachattack. Oncean attackhad beentestedthe
systemwasrolled backto a cleanstatebeforeanotherat-
tackwasattempted.

Our Signature Scanner (“sig”) wasableto detectall
of the attackswe providedsignaturegor. Thiswasa pre-
dictableresult;theonly interestingsurprisewasthatit of-
ten detectedhe presencef maliciouscodebeforeit had
beenrun, basedon the presenceof the signaturein the
buffer cache(whenwe examinedthem on disk), in the
memoryof ssh (asthey werebeingdownloaded),or in
memoryonceactivated. Initially, we encounteredeveral
falsepositivesdueto overly generakignaturesFor exam-
ple, the string “adore” works ne asa signaturefor a le
system-basedhecler, suchaschkrootkit , but is too
generala signaturefor a scannefooking at all of mem-
ory. Our Raw Socket Detector (“raw”) raw socletdetec-
tor detectedhe presenceof cdOOr anda similar stealth
backdoomve includedin ourtestattacksuite.OurLie De-
tector (“lie”) modulesprovedespeciallyeffective against
rootkits both at kerneland userlevel sincethey all pro-
videdfunctionalityto hideprocessesThe User Program
Integrity Checker (“int”) wasableto detectthepresence
of tOrn andIrk5 basedon their useof backdooredrersion
of inetd andsshd . We alsofoundit alsoeffective in
detectingoackdooredrersionsof syslog . OurMemory
Protection Enforcer (“mem”) wasableto detectandpre-
venttheinstallationof all of ourkernelbackdoorsknark
andador e werestoppedy blockingtheirattempto mod-
ify syscall-table. SUCKIT was stoppedby blocking its
attemptto modify the interruptdispatchtable. Our NIC
access enforcer (“nic”) wastrivially ableto detectand



[ Name | Description [ nic [ raw [ sig [[ int || lie ]| mem |
cdoor Stealth user level remote backdoor D
torn Precompiled user level rootkit D D
Ramen Linux Worm D
Irk5 Source based user level rootkit P D D D
knark-0.59 LKM based kernel backdoor/rootkit D D P
adore-0.42 LKM based kernel backdoor/rootkit D D P
dsniff 2.4 | All-purpose packet sniffer for switched networks | P
SUCKIT /dev/kmem patching based kernel backdoor D D P

Table 1. Results of Livewire policy modules against common attacks. Within the grid, “P” designates a prevented

attack and “D” a detected attack.
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prevent the paclet sniffers in our test attack suite from
operating,basedon their relianceon runningthe NIC in
promiscuousnode.

7.3 Performance

To evaluatethe performanceof our systemwe consid-
eredtwo samplework loads. First, we unzippedandun-
tarredthe Linux 2.4.18kernelto provide a CPU-intensie
task. Secondwe copiedthe kernelfrom onedirectoryto
anothemsingthecp -r commando provideamorel/O
intensie task.

We usedthe rst workloadto evaluatethe overheadof
runningevent-drivencheclersin the commoncasewhen
they arenotbeingtriggered.As expected no measurable
overheadvasimposedon the system.

We usedour secondworkloadto evaluatethe overhead
associateavith runningour checlersat differentpolling
intervals. Theresultsareshovn in gure 2. Thebaseline
measuremerghows performancef theworkloadwithout
Livewire running. Our performanceresultswere some-
whatsurprisingto us. We hadexpectedthetime taken by
polling modulesasafunctionof thetotal time to decrease

linearly asthe costof checkingwas amortizedover the
total running time of the the workload. While this was
generallythe trend, we found that asthe polling interval
decreasetheinteractionsith theworkloadbecamenore
erratic.

8 Weaknesseand Attacks

In this sectionwe presentavenuesfor attackingand
evading VMI-based IDS architecturesand explore ap-
proachego addressingheseproblems. Someof the is-
sueghatwe presenareuniqueto the problemof building
aVMI IDS; otheraremoregeneraissueghatarisein at-
temptsto build securesystemswith VMMs.

8.1 Attacking the VMM

8.1.1 Indirect Attacks

VMMs may provide interfacesaccessiblérom outsideof

a VM that provide an avenueof attack. For example,a
hostedVMM might be runningon a hostOS with a re-

motelyexploitablenetwork stack,or application-leel net-
work service.ln aVMI IDS, thethreatof indirectattacks
canbe minimized by usinga traditional VMM that pos-
sesseso network stackor by disablingthe network stack
in ahostedervironment.

8.1.2 DetectingtheVMM

The rst stepin evadingaVMI IDS is detectingits pres-
ence.A signi cant hintthata VMI IDS maybepresenis
thepresencef aVMM. Unfortunately maskingthe pres-
enceof a VMM is almostimpossibledueto differences
in the relative amountof time thatl/O operationsdevice
accessyirtualizedinstructions,and other processesake
ascomparedo a non-virtualizedinterface[16]. Hiding
thesedisparitiesis impracticalandnot worth the little bit
of additionalstealthit would provide theIDS. Timing can
alsoleakinformationthat could betraythe presenceof a
VMI IDS andits actiities.



8.1.3 Directly Subvertingthe VMM

The VMM may exposethe VMI IDS to direct attackin
two ways: aws in the designof the VMM or aws in
its implementation.The former problemcanoccurwhen
VMMs are not designedwith malicious guestcode in
mind. For example,virtual environmentdik e UserMode
Linux aresometimeslesignedvith detuggingor applica-
tion compatibility astheir primary applicationanddo not
provide secureisolation. Thelatter problemoccurswhen
thereis an error in the VMM code, or codethe VMM
reliesupon. We conjecturethat sucherrorswould most
likely befoundin device driver codeleveragedy virtual
devices. While secureVMMs have beenbuilt with ma-
licious usersin mind, device driversare often lesspara-
noid aboutsanitizingtheir inputs,andthuscanbe subject
to attack[3]. The VMM can attemptto deal with this
issuedefensiely by judiciously checkingand sanitizing
data o wing from virtual devicesto device drivers. This
helpsto minimize therisk of theseinputs compromising
the device driver. All devicesdriversusedwith a VMM
shouldbecarefullyscreened.

8.1.4 Attackingthe VMM through the DS

The presencef the VMI IDS introducesanotheravenue
for attackingthe VMM. Fortunately the VMI IDS re-
quiresminimal privilege beyondits ability to manipulate
the guestVM, sothattheimpactof anIDS compromise
on the VMM canbe mitigatedby runningthe IDS in its
own VM, or by isolatingit from the VMM throughsome
othermechanism.

8.2 Attacking the IDS
8.2.1 Foolingthe OSInterfaceLibrary

TheOSinterfacelibrary relieson meta-dataleanedrom
a kernelbinary or othersourcesn orderto interpretthe
structureof the OS.If anattacler canmodify thestructure
of theguestOSsothatit is inconsistentvith themeta-data
thatthe OS interfacelibrary possesshe canfool the OS
interfacelibrary aboutthe true stateof the system. This
styleof attackis usedagainskernelmoduleshatattempt
to detecttamperingwith thesys _call _table through
integrity checking[40]. In orderto subvertthesemodules,
attaclers modify the interrupt dispatchtable so that the
kernelusesa differentsystemcall tablealtogetherwhile
the modulecontinuesto checka systemcall tablethatis
nolongerin use.The problemof maintaininga consistent
view of the systemis fundamentato the VMI-basedIDS
approachLivewire attemptgo counterthis type of attack
throughthe memoryaccessnforcerby disablingthe at-
tacker's ability to modify memorylocationsandregisters
thatcouldallow sensitve kernelstructurego berelocated,

thusfooling the OSinterfacelibrary. Therearemary sen-
sitive mutablekernel datastructuresthat we do not yet
protectthat could presentan avenuefor attack. We have
simply tried to “raisethe bar” andpreventthe mostobvi-

ousof casef this classof attack. Finding bettermeth-
odsfor identifying and enforcingthe staticand dynamic
invariantsthataVMI IDS reliesuponseemsanimportant
areafor furtherstudy

8.2.2 Compromisingthe OSInterfaceLibrary

The OSinterfacelibrary is the VMI IDS's point of great-
estexposureto potentially maliciousinputs. Becauseof
thisit is vital to carefullysanitizeinputs,andtreatall data
gleanedfrom the virtual machineby directinspectionas
tainted. The potentialfor problemsin this partof the sys-
temis especiallyapparentn our Livewire prototype.The
OS interfacelibraries are basedon crashdump analysis
toolswrittenin C, thuspresentinganidealopportunityfor
a buffer over ow. Anothermeansof attackingthe OSin-
terfacelibrary is by modifying kernel datastructuresto
violate invariantsthat the OS interfacelibrary assumes.
For example,introducinga loop into a linked list in the
kernelthatthe OSinterfacelibrary will read(e.g.alist of
le descriptorsrouldinduceresourcesxhaustionpr sim-
ply causethe OSinterfacelibrary to wedgein aloop. The
OSinterfacelibrary mustnotassumeary invariantsabout
the structureof its inputsthat are not explicitly enforced
throughthe VMM. Giventhe potentiallycomplex nature
of the OSinterfacelibrary, it seemsadvisableo isolateit
from the policy engineandgive it minimal privilege. In
Livewire, thisis approximatedy runningtheOSinterface
library in aseparat@rocesswith only enoughprivilegeto
inspectthe memoryandregistersof themonitoredvVM. If
the OSinterfacelibrary hangsthe policy enginecankill
andrestartt.

8.2.3 Compromising the Policy Engine

The extent to which the policy engineis vulnerableto
compromiseis dependenbn the policiesandimplemen-
tation of the policy engine. We have taken several steps
in our Livewire prototypeto reducethe risk of a policy
enginecompromise:

e Sanitize Inputs. The needto carefully checkand
sanitizeinputsfrom the guestOS cannotbe empha-
sizedenough Inputsthatcomefrom the VMM inter-
faceandOSinterfacelibrary shouldalsohave sanity
checksappliedto them.

e A High-Level Policy Language: Building ID-
Sesthat utilize a high-level policy languageis a
proven techniquefor building e xible, extensible



NIDSes[33]. VMI IDSesalso realizethesebene-
ts with ahigh-level policy language.Additionally,
high-level policy languageslsoreducethe possibil-
ity of atotal compromisalueto memorysafetyprob-
lems.A high-levellanguagdik e Pythonis especially
well suitedfor doingpatternmatchingmanipulating
comple datatypes,andotheroperationghatarefre-
guentlyusefulfor introspectionThis expressveness
andeaseof useallows policiesto bewrittenin acon-
cise and easy-to-understanghannerthat minimizes
errors.

e Failing Closed: In Livewire, theVMM cansuspend
onthelastsynchronougventthatoccurredandwill
not continueuntil explicitly instructedby the IDS.
This meansthat even if the policy enginecrashes,
protectedhardware interfaceswill still not be ex-
posed. This type of fail-closedbehaior is always
recommendedhenaVMI IDS is alsobeingusedas
areferencemonitor.

e Event Flow Control: In the casewhen Livewire
cannokeepupwith queuedasynchronouevents the
VMM cansuspendintil Livewire cancatchup. Un-
like anNIDS which cannotmecessarilgtemthe o w
of trafc [33], it is easyto stemthe o w of eventsto
theVMI IDS.

¢ Avoiding Wedging with Timers: In Livewire, the
polling modulearerun serially by a singlethreadof
control. Thisintroducegherisk thatabugin onepol-
icy modulecould causethe entire IDS to hang. We
have tried to addresshis problemin two ways.First,
all of our policy modulesarewritten defensvely, at-
temptingto avoid operationghat could hanginde -
nitely, andusingtimersto breakout of theseopera-
tionswhennecessarySecondgeachpolicy moduleis
only givena setamountof time to completeits task,
andwill beinterruptedf it exceedghatlimit, sothat
thenext modulecanrun.

9 RelatedWork

Classicaloperatingsystemsecurityissuessuchascon-
nement and protectionhave been studied extensvely
in traditional VMMs. In previous yearsthoroughstud-
ies of theseproblemshave beenpresentedor VM/370
[39, 14, 13, 12] andthe Vax SecurityKernel[21]. The
mostrecentimplementatiorstudyof a securitykernelcan
befoundin work onthe Denaliisolationkernel[53. A re-
centapplicationof VMMs for pureisolationcanbefound
in the NSA's nettop[29] architecture.

VMMs have alsobecomea popularplatformfor build-
ing honey pots[41]. Oftena network of virtual machines

onasingleplatformwill bebuilt to form ahoney net,pro-
viding a low-costlaboratoryfor studyingthe behaior of
attaclers.

The ideaof collocatingsecurityserviceswith the host
thatthey aremonitoring,aswe studyin thiswork, hasalso
seenattentionin the ReMrt [10] systemwhich facilitates
securelogging andreplay by having the guestoperating
system(the OS runninginside the VM) instrumentedo
work in conjunctionwith the VMM.

Chenet al. [6] proposedunningcodein a VM in or-
derto discover if it is maliciousbeforeproceedingwith
its normalexecution. This ideais similar to the applica-
tion of VMs to fault toleranceexploredby Bressoudand
Schneidein their Hypervisor[4] work.

Goldbeg's work on architectural requirementsfor
VMMs [15] andhis surwey of VMM researctupto 1974
[16] arethe standardclassicworks on VMMs. More re-
cent notavorthy work on VMM architecturalissuescan
befoundin Disco[5], andin work onvirtualizing 1/O [45]
andresourcenanagemerbl] in VMware.

Also relevantto the topic of VM introspectionis work
on whole-machinesimulationin SimOS[38], which also
lookedattheissuesnvolvedin instrumentingrirtual hard-
wareandextrapolatingguestoperatingsystemstatefrom
hardwarestate.

10 FutureWork

There are still mary signi cant questionsto be ad-
dresse@bouthow VMI-basedintrusiondetectiorsystems
canbestbeimplementecandused.

Livewire hastakenanextremelyconsenrative approach
to introspectionby primarily engagingn passve checks
thatincur no visible impacton systemperformanceThis
decisionallowed Livewire to be implementedwith only
minimal changego the virtual machinemonitor. How-
ever, the costof this wasthat monitoring frequentasyn-
chronousevents,e.g.all systemcalls, may be quite per
formanceintensive. Our currentarchitecturecould sup-
port frequentasynchronoushecks,such as monitoring
and processingsystemcall, and supportinglightweight
datawatchpointswith relative ef ciency via. hardcoding
thefunctionalityto log theseeventsdirectly into themon-
itor, then of oading the processingof theselogs to the
policy engine. However, this approachseemssomavhat
in e xible. We believe a more promisingapproachwould
involve supportfor providing a small, safeand extensi-
ble mechanisnfor ef ciently Itering architectureavents
in theVMM, in muchthe samefashionthatcurrentOSes
providesthis functionalityfor Itering pacletsvia BPE

In Livewire we madethe choiceto leveragethe crash
programin orderto provide us with an OS interfaceli-
brary This providedthe functionality to experimentwith
awiderangeof policieswhile minimizingimplementation



time. However, giventhe OSinterfacelibrariesexposure
to attackit would be desirableio have a dedicatedOSin-
terfacelibrary of signi cantly smallersize,ideally written
in asafelanguage Anotherfactordeservingurtherstudy
in the OS interfacelibrary is that of concurreng. How
cansystemnkernelstatebe safelyobsenedin thepresence
of constantupdateso kernelstate? How shouldthe OS
interfacelibrary respectOSlocking primitives?

Other IDS tools can bene t from the capability of a
VMM to allow securecollocationof monitoring on the
samemachineasthe host,evenwithout the useof intro-
spection. HIDS technigquessuchas lesystem integrity
checkingcould easily be moved outsideof the host for
betterisolation.Corversely NIDSescouldbe movedonto
thesameplatformasthehost,therebydistributingtheload
of performingpacletanalysigo endhostsandpotentially
facilitatingthe useof morecomplex policies. Finally, the
bene tsof isolatingprotectionmechanism$rom the host
hasreceved little attention.Moving distributed re walls
asdescribedby loniddis et. al . [20] outsideof the host
seemslike an obvious applicationfor this mechanism.
An isolatedkeystoreis anothematuralapplicationof this
mechanism.

11 Conclusion

We proposeheideaof virtual machinentrospectionan
approachto intrusion detectionwhich co-locatesan IDS
onthesamemachineasthehostit is monitoringandlever-
agesavirtual machinemonitorto isolatetheIDS from the
monitoredhost. The actiity of the hostis analyzedby
directly observinghardware stateand inferring software
statebasedon a priori knowledgeof its structure. This
approactallows the IDS to: maintainhigh visibility, pro-
videshigh evasionresistanceén the faceof hostcompro-
mise, provideshigh attackresistancelueto strongisola-
tion, andprovidesthe uniquecapabilityto mediateaccess
to hosthardware,allowing hardwareaccessontrol poli-
ciesto be enforcedin the faceof total hostcompromise.
We shavedthatimplementingourarchitectures practical
andfeasibleusingcurrenttechnologyby implementinga
prototypeVMI IDS and demonstratingts ability to de-
tectrealattackswith acceptabl@erformanceWe believe
VMI IDS occupiesanew andimportantpointin thespace
of intrusiondetectionarchitectures.
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A SampleAttacks

e cdOOris auserlevel, stealthremotebackdoof11]. It
monitorsincomingtrafc on araw soclket andlooks
for a particulartraf c pattern(for e.g.3 SYN pack-
etson ports6667,66686669) before“de-cloaking”
and openingnormal soclet to facilitate remoteac-
cess. This makesit imperviousto remotedetection
throughtechniquesuchasport scanning.

o dsniff isapopularpacketsniffer [43]. It is oftenused
by attaclersto gleanunencryptedpassverds from
network traf c.

e tOrn[48] andIrk5 [27] arepopularrepresentatiesof
whatmightbecalledthe“old school”of kernelback-
doorsin that they are simply a collection of back-
dooredbinariesandlog cleaningscriptsthatallow an
attacler with root privilegesto hide their actiities,
gainelevatedpermissionssniff thenetwork for pass-
words,andothercommontasks. While theserootk-
its aredetectablaising le systemintegrity checlers
suchastripwire  or le signaturecheclerssuchas
chkrootkit , methodsfor subverting thesesecu-
rity measuresrewell known [18, 23], andthetools
implementinghesemethodswidely available.



¢ LKM-basedrootkits, like Adore[44] andKnark [7],
are popular representaties of the secondgenera-
tion of Linux kernel module (LKM) basedback-
doors. Mechanism-wisehey differ little from early
backdoorsuchasheroin.c ; theirattackvectoris
still direct installationinto the kernelvia the load-
able module interface and they modify the kernel
by directly patchingthesys_call_table , Which
malkesthemdetectableéhroughsys_call_table
integrity checkingtools suchas StMichael and
Sanhaim . Unlike rst-generationbackdoorswvhich
often performedonly onetask, thesebackdoorscan
performmary tasks suchashiding les, hiding pro-
cessespermissionelevation, hiding the stateof the
promiscuousnode ag ontheNIC, anda variety of
othertasksan attacler might desire. Thesemodules
have usheredn a move away from userlevel rootk-
its that are more easily detectablehroughintegrity
checkingprogramdiketripwire  , longamainstay
of HIDS, andtoward entirely kernel-basedootkits
thataresigni cantly harderto detect.

Ramen8] is aLinux wormin thetraditionof UNIX
worms dating back to the original RTM work that
broughtdown the Internetin the 80s. It relieson
buffer over owsin commonservicedo penetratéhe
remotehost. Oncethe hosthasbeenpenetratedit
installsitself andbegins scanningfor new targetsto
infect. HIDS andNIDS toolstypically attemptto de-
tectRamenby looking for les namedramen.tgz

or lookingfor its signaturen network traf ¢, respec-
tively.

SUCKIT is a recently introduced “Swiss army”
kernel-basedootkit along samelines as adoreand
knark. What makes SUCKIT particularly interest-
ing is that it hasbeenbuilt with the intent of in-
stallationit throughthe/dev/kmem interfacein or-
derto allow subversionof systemsvhereLKM sup-
port has beendisabled. It also modi es the int
0x80 handlerdirectly insteadof tamperingwith the
sys_call_table , therebyallowing it to avoid
detectionby kernelintegrity checkingbasediDSes
suchasStMichael. SUCKIT is alsoparticularlyim-
portantasan indicator of thingsto come. As HID-
Sesto detectkernel-basedubversionbecomemore
commonand easyattackvectorsfor kernel subver-
sion are disabled(suchas the LKM support),ker

nelbackdoorcanbeexpectedo evolvein response.

While SUCKIT currently contentsitself with evad-
ing systemdike StMichaelor Sanhaim thereis no
particularreasonit could not simply scanthe ker-
nel for the presencef thesesystemsandeviscerate
themdirectly. Furthermorea hostof pointsto in-

terposein the kernelexist, which while not astrivial

to interposeuponasthe sys_call_table inter-

face,arejust aspotenta mechanisnfor attack[25].

Giventheir number theseinterpositionpointsmake
the overheadf polling basedntegrity checkingthat
currentkernellDS systemgely uponinfeasible.Fi-

nally, the stealthof this classof maliciouscodecould
clearly be greatly increasedusing common tech-
niguesfrom the virus community Thus,while this
classof attackss still relatively easyto addressvith

existing HIDS mechanismswe cannotexpectthat
thiswill hold truein the foreseeabldéuture. A com-
plete descriptionof SUCKIT aswell as other non
LKM basedkernelbackdoorss presentedn Phrack
[40, 32].



