
Ef�cient Multicast Packet Authentication

Alain Pannetrat,Re�k Molva
Institut Eurécom

{Alain.Pannetrat@eurecom.fr, Re�k.Molv a@eurecom.fr}

Abstract

Providing authenticationmechanismsfor IP-Multicast
streamsis paramountfor the developmentof large scale
commercial multicastcontentdeliveryapplications.This
needis particularly strong for the delivery of real time
content,such aslive video/audionewseventsor �nancial
stock quotedistribution. However, this turns out to be a
quitechallengingproblemfor manyreasons.First,theau-
thenticationof themulticastdata mustbe veri�able by a
potentiallyverylargenumberof untrustedrecipients.Sec-
ond,sincemulticastcommunicationprotocolsare almost
alwaysbesteffort, the authenticationmechanismsneeds
to authenticatereceivedcontentdespitethepotentialloss
of somepackets. Finally, the authenticationmechanism
needsto be ef�cient enoughto copewith real time data
andshouldhavea smallcommunicationoverhead.

We proposea new multicastauthenticationschemede-
signedto authenticatereal timemulticastpacket streams
with a potentially unlimited numberof recipients. This
schemeprovidesbothintegrity andnonrepudiationof ori-
gin, and in a majority of situations,it performswith less
overheadin bytesper packet than previously proposed
practical real timestreamauthenticationschemes.

1 Intr oduction

IP-Multicast[8] allows thescalabledeliveryof packets
to a potentiallyunlimitednumberof recipients.As such,
it is a very interestingmechanismsfor commercialappli-
cationsthat deliver streamedcontentto a large groupof
recipients,suchas video/audiobroadcasting.However,
somesecurityissuesneedto be solved[12] beforethese
applicationaredeployedon a largescale.Themostbasic
neededsecuritymechanismsfor large scalecommercial
multicastapplicationsarecon�dentiality andauthentica-
tion. In fact, thekey distribution algorithmsemployedin
many multicastcon�dentiality proposals[16, 30, 23, ...]
requirea form of authenticationto assurethat the keys
originatefrom a legitimatekey distributionentity. Conse-
quently, wearguethatauthenticationis probablythemost

neededmulticastsecuritymechanism.
To allow packets to be authenticatedin a stream,the

sourcemust add authenticationinformation to the dis-
tributedcontent. This authenticationinformationis used
by recipientsto ascertaintheorigin of thetransmittedcon-
tent. In thecontext of multicastauthentication,we distin-
guishtwo typesof distributedcontents:pre-recordedand
real time. Pre-recordedcontentdescribescontentthat is
known in advanceto the source,suchas a �lm or mu-
sic. For suchcontent,theauthenticationinformationcan
be computedand insertedin the streamin advance. On
the other hand, real time contentdescribescontentthat
is producedin real time suchaslive sportsevent broad-
casting,news eventsor �nancial stockquotes.Realtime
contentrequiressomeof theauthenticationinformationto
be computedin real time, which addsfurther constrains
on the ef�ciency of the authenticationalgorithm. Thus,
anef�cient realtimeauthenticationalgorithmcanbeused
for pre-recordeddatawhile theconverseis notnecessarily
true. Moreover, it seemsthat real time applicationnatu-
rally have a strongerneedfor authentication.Consideras
an example,the disastrousconsequencethat sourceim-
personationcould have for an applicationsuchas stock
quotedistribution, wherea maliciousentity could gen-
eratebogus�nancial data. The main goal of this work
is to provide a multicastauthenticationwith a emphasis
on low communicationoverhead,for realtime dataappli-
cationswherea low delay is acceptableandwill not be
perceivedat themessagelevel. For anapproachdirected
morespeci�cally to pre-recordeddata,wereferthereader
to [9], [15] and[29].

1.1 Two Levelsof Authentication

We distinguishtwo levelsof authentication:

SourceAuthentication: allows a recipientto verify the
origin of thecontent.

Nonrepudiation (of origin): allows the recipient to
provetheorigin of thedatato a third party.

In traditional two party communications,sourceauthen-
tication is provided with ef�cient symmetrictechniques
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usinga MAC (MessageAuthenticationCode)which re-
lies on a secretkey sharedbetweenthetwo communicat-
ing parties.Ontheotherhand,nonrepudiationis provided
with a digital signature,usingasymmetriccryptographic
techniqueswhichhaveacostthatis severalordersof mag-
nitudehigherthana MAC.

Canettiet al. have proposeda multiparty extension[7]
to MACsin thecontext of multicast,but their schemehas
somedrawbacks.Most notably, thecommunicationover-
headis importantandthe securityof the schemeis only
de�ned up to a coalition of � maliciousrecipientsforg-
ing datafor a chosenrecipient.Recentwork from Boneh
et al.[4] suggestmoregenerallythat extendingsymmet-
ric MAC techniquesin the multicastsettingwill not be
possiblewithout new advancesin cryptography. As we
will see,except TESLA[22], currentpracticalmulticast
authenticationtechniquesarenot fully built onsymmetric
techniquesbut rely insteadpartially on asymmetrictech-
niques.As aconsequencemany of theseschemes,includ-
ing ours,alsoprovidenonrepudiationof origin.

1.2 Real Time Multicast Authentication Chal­
lenges

There are two main factors which make multicast
streamauthenticationa challenge:

A Multiparty Factor: we have an unlimited numberof
untrustedrecipients.

A StreamingFactor: we want to authenticatedatafrom
a potentially in�nite streamof packets transmitted
overa lossychannel.

The multiparty factor hasa strong impact on the secu-
rity requirementsof a multicast authenticationscheme.
Indeed,a fundamentaldifferencebetweenmulticastand
two-partyauthenticationis that in multicastwe consider
the recipientsaspotentialadversaries.This rulesout the
useof a symmetricMAC key sharedbetweenthesource
andthe recipients,becauserecipientsshouldnot be able
to impersonateasthesourceof thestream.

The streamingfactor hasseveral designimplications.
Firstly, we do not view thestreamasa uniqueobjectthat
is authenticatedall at once,but ratheras a sequenceof
consecutive chunksof datathat needto be authenticated
individually as they are received. Secondly, recipients
shouldbeableto authenticatepacketsstartingfrom anar-
bitrary point in the streamor at leaston the boundaryof
a smallblock of packets. Multicast is often implemented
over UDP andassumesonly a besteffort delivery mech-
anismandmany multimediamulticastapplicationstoler-
atelosseswith agracefuldegradationin playbackquality.
Consequently, oneof the mostimportantdesignrequire-
mentof amulticastauthenticationschemeis theability to

authenticatepacketsamidlossesin thenetwork (for non-
lossystreams,seefor example[9]).

From all the observation we made,we can establish
several parametersto measurethe quality of a real time
streamauthenticationscheme:

� Robustness:theability of theschemeto authenticate
receiveddatadespitelossesin thenetwork.

� Joinability: theability of recipientsto startauthenti-
catingpacketsfrom anarbitrarypoint in thestream.

� (Server Side) Buffering: the maximumnumberof
packetsthatneedto bestoredon theserver to com-
puterobustauthenticationinformation.

� (Authentication) Latency: themaximumnumberof
additionalpacketsthat needto be received beforea
packetcanbeauthenticated.

� Computational Cost: thecomputationalcostof the
scheme.

� Communication Overhead: the numberof bytes
perpacketswhichdescribetheembedauthentication
information.

Buffering and Latency appearin somesituationswhere
authenticationinformationpertainingto apacket is stored
in oneor several otherpackets. Ideally we would like a
schemethathasperfectrobustness,thatis joinableon ev-
ery packet, hasno buffering or latency andhasan over-
headaswell asa costsimilar to what is found in a MAC
scheme.In practicehowever, sucha perfectschemedoes
not exist and a compromiseneedsto be found between
theseparameters.

1.3 RelatedWork

A straightforwardstreamauthenticationmethodwould
be to usea public key signatureon eachpacket of the
stream.In theory, this is well suitedfor real time streams
andtheauthenticationis joinableonany packet. However,
addinga typical 1024bit signature[28] (or 128 bytes)to
everypacketrepresentsaconsequentoverhead,moreover,
the computationalcost of a public key signaturemakes
sucha solution impractical in many scenarios. Conse-
quently streamauthenticationproposalshave taken two
approaches,sometimesin combination:designmoreef-
�cient signatureschemesandamortizethecostof signa-
turesoverseveralpackets.

Fasterdigital signaturesdesignedwith streamauthenti-
cationin mindwhereproposedby Rohatgi[27], aswell as
WongandLam[31]. Theseproposalscomehoweverwith
a communicationoverheadthat makes them impractical



in many situations. The BiBa schemeproposedby Per-
rig [21] offers a signi�cantly improved broadcastsigna-
ture schemewhich hasa lower computationnaloverhead
but still a communicationoverheadthat is only slightly
lower than a traditionnalpublic key signature. On the
otherhand,theseschemesincluding the one in [9], still
have theadvantageof offering a fully real time authenti-
cation(ie. with nodelayat all).

A complementaryapproachis to amortizethesignature
over several packets in a block. The streamis itself di-
videdinto many smallblocksthathaveeachauniquedig-
ital signaturethatis combinedwith hash/MAC techniques
to authenticatethepacketsin theblock. We referto these
techniquesaswell astheonewe proposein this work as
hybrid approaches.Wong andLam proposedoneof the
�rst hybridapproachesin theirhashtreeconstruction[31],
which is robust to any numberof lossesin a streambut
hasa consequentoverheadper packet, even larger than
thesizeof a digital signature.Insteadof beingrobust to
any typeof packet loss,recentstreamauthenticationpro-
posalshave beendesignedto adaptto loss patternsthat
aremorespeci�c to theInternet.This allowsa signi�cant
gainin termsof overhead.First,basedon theobservation
that lossesusually occur in burstsin TCP/IP[20], Golle
and Mogadugo[10] proposeda schemethat could toler-
ate(1 or several) bursty loss(es)of at most � packetsin
a block. Packets are linked togetherin a “hash chain”,
the lastpacket of which is digitally signed.However, the
schemehassomedrawbacks,andin particular, thetrans-
missionof the signatureis not clearly addressed.Inde-
pendentlyPerriget al. proposeda morecomplex “hash
chain” constructioncalledEMSS[22] which is adaptedto
multiplelossesandwhichbetteraddressessignaturetrans-
mission.Recently, in a schemecalledSAIDA[19], which
sharessimilaritieswith ourwork, Parketal. usedtheIDA
(informationdispersalalgorithm) to transmitauthentica-
tion informationpertainingto eachblock of packetsin a
stream.We discusstheserelatedproposalsmorein detail
in section5.

As a complementaryapproachto their EMSSscheme
Perrig et al.[22] proposeda very ef�cient time based
streamauthenticationschemecalledTESLA. It provides
sourceauthenticationbut doesnot offer nonrepudiation,
which is not a problemfor many applications. Its most
interestingfeatureis that it toleratesarbitrarypacket loss
with a low overhead.Its maindrawbackis thatit requires
all therecipientstoestablishalooseclocksynchronization
with thesourcethrougha initial unicastexchangewhich
maynotbealwayspracticalin a largemulticastgroup.

1.4 Overview of our Scheme

Our schemeusesa combinationof hashandsignature
techniqueswith FEC, or more precisely, erasurecodes.

Thetwo mostemployedtechniquesto achievereliablede-
livery of packets in computercommunicationprotocols
areARQ (AutomaticRepeatreQuest)techniquesandFEC
(ForwardErrorCorrection).ARQ techniquesareusedev-
erydayin InternetprotocolssuchasTCP, while FECtech-
niqueshavelongbeencon�nedto thetelecommunications
world. However, therehasbeenrecentlyasurgein interest
for FEC techniquesin the Internetworld, often in com-
bination with more traditional ARQ approaches[18, 6].
While in the telecommunicationsworld FEC techniques
are usedmost often to detectand correcterrorsoccur-
ring in thetransmissionof a streamof bits, they areused
in the Internetworld to recover from the loss of packet
sizedobjects. Indeed,in the Internetworld a packet is
either received or lost. A packet canbe consideredlost
if it doesnot arrive after a certain delay or perhapsif
it hasbad checksum. Our idea was �rst to useFEC to
transmit the signaturealone, but we soon realizedthat
FECcouldalsobeusedasanalternative to hashtrees[31]
or chains[22, 10] to transmitauthenticationinformation,
with lower overheadper packet in most casesthan any
otherschemesuitablefor real timebroadcasts.

Thecentralcontribution of this work is theproposalof
a joinable real time robust streamauthenticationscheme
with nonrepudiationof origin. It usesErasureCodesto
provide a lower overheadper packet than previous real
timeauthenticationstreamproposals,while beingadapted
to realisticmulticastInternetlosspatterns.

A brief overview of erasurecodeswill be presentedin
thenext section.Ourschemeis formalizedin section3 as
well as its relationshipwith Internetlosspatternswhich
are modeledwith a Markov chain. Section4 discusses
thecostandoverheadof our schemeandpresentsits use
in a few concretescenarios.Finally, we review otherreal
timelossystreamauthenticationsschemesin section5 and
comparethemwith our approach.

2 Background

2.1 ErasureCodes

An erasurecodegenerationalgorithm
����� �

takesa set
�	��

���������������

���

of � sourcepacketsin a block andpro-
duces�������� codepackets:
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is
thatany subsetof � elementsof . suf�ces to recover the
sourcedata

�

with thehelpof a decodingalgorithm 1

�

.
To beexact,thedecodingalgorithm 1

�

needsto know the
position,or index, of the � receivedelementsin . to re-
cover

�

. This informationcanoftenbederivedby other
means(suchasthepacket sequencenumber)andwe will
assumein the remainingdiscussionthat this information



is availableimplicitly to 1
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. If the�rst � codepacketsare
equalto thesourcepackets,thatis
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are
called parity packets. Systematiccodesare very useful
sincethey do not requireany additionalprocessingfrom
therecipientin thecasewhereno lossoccurs.

It is importantto notethatErasureCodesarenot used
in the samecontext in the Internetasin telephony. Here
thecodesarenotdesignedto recoverdamagedpacketsbut
ratherthelossof full packetsin ablockof severalpackets.
Intuitively, an individual packet canthereforebe viewed
morelike a singlecodesymbolratherthana setof sym-
bols.For agoodintroductionto practicalerasurecodeswe
refer the readerto thework of L. Rizzo[26] whereReed-
Solomonerasurecodesare described. Thesecodesop-
eratein

���

�����  andmay not be ef�cient for large data
blocksof packets(several hundredkilobytes). However,
they aresuitablein our scenariosincewe work on data
units thataremuchsmallerthana packet (typically 16 or
20 bytes),asshown below. For fastercodes,we refer the
readerto the work of M. Luby et al. on TornadoCodes
[14, 6], wherecodeswith nearlinearcodinganddecoding
timesaredescribed.

In the remainingof this work,
�
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�
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 will describe
a practicalsystematicerasurecodegenerationalgorithm
which takes � sourcepacketsandproduces��� � �� code
packets. If
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is the sourcedataand .

are the � extra generatedparity packets, we will write
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 . Thecorrespondingdecodingalgo-
rithm will bedenoted1

�
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 andif 
 describesthesetof
received elementsand

�

the sourcedata,we will write
�

*

1

�

��
  to describetherecoveryprocess.

2.2 Notations

In this work we will considera streamto bedividedin
consecutive blocksof � packets. Sincea streamdoesnot
necessarilyexactly containa numberof packetswhich is
anexactmultipleof � weallow theuseof dummypadding
packetsat thevery endof thestreamto matcha � packet
boundary. Ourauthenticationschemeis parameterizedby

� the block size in packetsand ��
�� �

�����

� the maximum
expectedlossrateperblock.

We will denote � as a cryptographichash function
suchasSHA[17] or MD5[25] which produceshashesof

�

bytes. The couple ���

���

 will denotethe digital sig-
natureandveri�cation algorithmsrespectively associated
with thesourceof thepacket stream,suchasRSA[28, 1]
for example.Thesizeof thesignatureswill beexpressed
as � bytes.For RSA,a typical valuefor � is 128bytes(or
1024bits).

3 StreamAuthentication

3.1 Authentication Tags

Considerablockasasequenceof � packets � �

���
�������

����� .
Let
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be the set of hashvalues
of thesepacketswith a cryptographichashfunction ���

�

 .
Fromthis hashsetwe build a setof � authenticationtags
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with thefollowing algorithm ')(
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whichuses
someof thenotationsintroducedin theprevioussection:

Taggeneration: ')(
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INPUT:
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where.
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Split
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into

� equallengthtags
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We proposea morevisual representationof the tagalgo-
rithm on �gure 1.

We observe that ')(

�

� *,+

usestwo differenterasurecodes,
in steps(1) and(3). The values
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on line (3) is of
total lengththat is a multiple of � bytes,becausewe have

�
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�  >= �@?A�B��C . This allows us to divide
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into equallengthtagson line (4). To exploit thetaggen-
erationalgorithm we will �rst de�ne our authentication
criterion:

Authentication criterion: In this work we say that a
packet �

"

is fully authenticablein a block if, given the
setof hashes
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�

� �$� �

���

 D 

�����

 D 

�

*

 � , we canverify thatboth
�

�

3

�

���

���

 D 

�����

 D 

�

*

 � 

�FE

�HG)I and � �$�

"

 

�
�

"

.
The proposedschemesin this work are basedon the

following propertyof thetaggenerationalgorithm.

Proposition 1. Let J
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� be a block
of � packets and
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� 
!%
�

���������&%

�

� *

'B(

�

� *,+

�



���

�
�������
�

�

�

 thenany subsetof at least
9

� �

�L;

�  >=

packetsin J canbe authenticatedusingany subsetof at
least

9

� �

�L;

�� M= tagsin K .

Proof. De�ne �

�N9

� �

�L;

�  >= . Let JPO

�

� ��Q&R

�
�������

��Q>S-�

beasubsetof � packetsin J andlet KTO

�

�

%!U

R

�
�������8%-U

SV� be
a subsetof � packetsin K . We cancompute


 �

 � 

3

� *

1

4

�

$

�,6

*�)�7

�2KWO  since KWO contains �

� 9

� �

�L;

�  >= ele-
ments. Let X

� 

�

Q
R

���������
�

Q
SY 

�

Q>Z

*

� �$�
Q>Z

 

�

be
the hashesof the received packets. We can recover
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Figure1. thetaggenerationalgorithm
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authenticatethereceivedpackets JTO to verify our authen-
ticationcriterion. E

A directcorollaryof thepropositionabove is thatboth
a block of packetsandtheir authenticationtagscanwith-
standa lossrateof at most ?0�)��C elementswhile allowing
usto authenticatetheremainingpackets.

Finally, from the constructionof the algorithm above
we candeterminethesizeof anauthenticationtag:

Proposition 2. Let
�

de�ne the lengthof our crypto-
graphichashesand � thesizeof thesignatures.Thesizeof
anindividualauthenticationtagis expressedasa function

F
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�� of boththenumberof packetsin a block and� the
maximumexpectedlossrateperblock,asfollows:
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where
G
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��I� is an integer function which returnsthe
lowestmultipleof � greateror equalto I .

Proof. Let
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denotethe sizeof the value
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The valueof
�

is the the sum of the sizeof
�

and the
signature3 , paddedto theappropriatelengthfor theera-
surecodeof line (3). From line (1) we computethesize
of
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andwrite � asthesizeof 3 which yields
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3.2 ProposedSchemes

In ourstreamauthenticationschemeweproposeto pig-
gybackauthenticationtagsin the packetsof a block and
useProposition1 to authenticatereceived packetswhen
thelossratein ablock is lessthan� . We propose3 differ-
entvariantsof our schemewhich only differ by theposi-
tioningof theauthenticationstags.

In this sectionwe will denotea streamas a set of O

blocks D

�
���������

DQP . Theindividual � packetsin eachblock
D
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are identi�ed as � � R

�V�
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� � R

�

��� . The correspond-
ing authenticationtagsareidenti�ed as
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The packets � � R

�TS

� area combinationof just two things:
streamdatapacket 1 � R

�TS

� andanauthenticationtag.

ECU: The unbuffered senderscheme. In this scheme
we usepacketsin a block D
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to piggybackauthenti-
cation tagspertainingto block D
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. The
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packet in a
block D
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Thisrequiresthesenderto createanextrapaddingdummy
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to allow the last block DQP to be authenti-
cated. This schemehasthe particularity that it doesnot
requireany streamdatapacket buffering from thesender,
only the hashesof the packetsin the currentblock need
to bestoredby thesenderwhocanthencomputethenec-
essaryauthenticationtagsto be piggybacked in the next
block. In this sense,this schemeis truly anreal timeau-
thenticationscheme.The tradeoff of this constructionis
thatthereceiverwill experiencealatency of two blocksin
theworst casebeforehe canauthenticatethe �rst packet
in a blockshereceived.

This constructioncreatesa dependency betweentwo
consecutiveblocks,thusin theeventof a lossthatexceeds
thethreshold� andin particularif awholeblock D

"

is lost
thanwewill notbeableto authenticateD

$

"
6(�

)

.
An interestingaspectof theECU schemeis that it also

givesan extra amountof time for the senderto compute
the signatureof a block and the secondauthentication
code.Recallingline (3)of thetaggenerationalgorithmwe
have
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, thenthe next
groupof ��� ��� tagswill representthesignature3 and�nally
the last group of tagswill representthe �
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associatedparities.Consequently, the �rst authentication
codingoperationon line (1) of our algorithmneedsto be
producedbeforesendingblock D
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natureon line (2) only needsto becomputedafterthe�rst
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����� ��� �rst packetsof

D

$

"
&

�

)

.

EC2: The double buffer scheme. Insteadof piggy-
backing tags in the next block, we examine the possi-
bility of piggybackingtags in the previous block. In
other words, the tagsof block D

"

are put in packets of
block D

$

"
6(�

)

and packets in a block D

"

are de�ned as
� � R

�XS

�

� 


1 � R

�XS
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%

� R �

� �TS

�

�

. Thisrequiresthesenderto
createanextra paddingdummyblock at thebeginningof
thedatastream.Themainadvantageof this construction
is that the receiver canauthenticateeachreceivedpacket
immediatelyuponreception.The main drawbackof this
schemeis thatit requiresthesenderto buffer two blocksat
atime. In thissenseit is notatruly realtimeschemebut in
someapplications,ourdoublebufferingis still acceptable.

This constructionalso createsa dependency between
blockssimilar to ECU,with similar consequences.

EC1: The single buffered scheme. The mostobvious
constructionandperhapstheonethatoffersthebestcom-
promisebetweenthesenderbufferingandthereceiverau-

thenticationlatency is to piggybackthetagsof ablock D

"

in the block D

"

itself. Packetsin a block aresimply de-
�ned as � � R

�XS

�

� 


1 � R

�TS

�� D 

%

� R

�XS

�

�

. This schemerequires
thesenderto buffer oneblock andaddsa maximumveri-
�cation latency of oneblock for thereceiver.

A advantageof this schemeis that it doesnot createa
dependency betweenblocks,thusif ablock lossespackets
beyond the expectedmaximumlossrate � , the authenti-
cationof neighboringblocksin thestreamremainsunaf-
fected.

3.3 Parameter Choice

Until now we proposeda methodwhich canauthenti-
catea block whena thresholdof lessthan �B� packetsare
lost in a block of � packets. However we needto relate
theseparametersto concreteaveragenetwork losspatterns
andwe will now discussthe choiceof the two main pa-
rametersof our scheme:� theblock sizeand � themaxi-
mumlossrateperblock.

The goal of an hybrid schemeis to amortizethe cost
of a signatureover several packets. Thusthe greaterthe
blocksize,thelessoftenwewill needto computeasigna-
ture. On theotherhandtheblock sizein�uencestheau-
thenticationlatency and/orthesenderbuffer size,depend-
ing on which schemeis chosen.TheEC2hasthe lowest
possibleauthenticationlatency (1 packet) but thebiggest
buffering,whereasECUhasnosender-sidepacketbuffer-
ing but amaximum2 blockauthenticationlatency. As we
saidabove,EC1seemsto bea goodcompromisein most
situationswith both a buffering anda maximumauthen-
tication latency of oneblock. Oncea schemeis chosen,
we recommendto choosethe largestpossibleblock size

� within the constraintsof the applicationauthentication
latency requirements.

The parameter� dependson the loss patternof our
network. Therehasbeenquite a few studiesabout In-
ternet loss patternsfor applicationssuchas Audio Uni-
cast/Multicast[2], InternetTelephony[3], Multicast [32,
33], TCP[20] TCP/UDP[5]. Thesestudiesdiffer on their
analysisandtheir scope,however thereis a generalcon-
sensusamongmoststudiesthat:

1. Packet lossesarenot independent.Whena packet is
lost the probability that the next packet will be lost
increases,whichmeansthatlossesin theInternetare
oftenbursty.

2. However themajority of burstsaresmall (from 1 to
6-7 packets).

3. Therearesomevery rare long bursts,lastingup to
a few seconds(In [5] the authorssuggestthat these
burstscouldattributedto networkdisruptionormain-
tenance).



In this work, we proposeto refer to a modeloften sug-
gestedto describebursty lossesin Internettraf�c which
is a simple 2 stateMarkov chain [3, 34] also called the
Gilbert model,wherestate0 representsa packet received
and state1 a packet lost by the recipient. If � denotes
the probabilityof going from state0 to state1 and � the
probability of going from state1 to state0 we have the
following transitionmatrix[11]:

� ���

�

�L;

�  �

� �

�L;

�� ��

This modelsimulateswell the fact that the lossproba-
bility of packet increaseswhenthepreviouspacket is lost
( ���

�T;

� ), ratherthanbeinguncorrelated( � ���

� �

).
Theprobabilitythat � consecutivepacketsarelost is equal
to �

� ;

�� 

�

6 �

� whichdescribesageometricdistributionof
mean	

� � J

� . Accordingto [3], theheadof thedistribu-
tion seemsto modelInternetlosspatternswell with some
inaccuraciesin the tail. But in any case,if a very long
burst rarelyoccurs,with extremessuchasthosestatedin
point3 above,it doesnotmakesenseto investmucheffort
to makeourschemerobustfor thoseburstssincemostthe
datathatneedsto beauthenticatedis likely to belost itself.
Thelong termaveragelossrate 


�

is givenby solvingthe
equation��

�

�




�
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�

 , whichyields 


� �

�

� &�� .
We further note that Perriget al.[22] as well asPark et
al.[19] have usedthis modelin their own streamauthen-
ticationschemes.

The strategy we followed in this work was �rst to
choose� , then to simulatea Markov chain over a very
large numberof blocksandadjustthe parameter� such
that mostblockswould be veri�able (we chosean arbi-
trary valueof 99%veri�able blocks). TheMarkov chain
parameterswerederivedfrom 	 : theaveragelossrateand




�

: the averageburst length. Note that herethe number
of lossesin a block of � packetscanbesuccessfullymod-
eledasa thenumberof successesin trials of a Bernoulli
processwith parameter


�

, which is approachedby the
normaldistribution. This approximationcould alsogive
ussomeanalyticalresultsbut wefoundthesimulationsto
bemoreinformative.

4 Discussion

4.1 Computational Cost

Ourschemeinvolves3 typesof operations:
� cryptographichashcomputations.

� a digital signature.

� 2 codinganddecodingoperations.

For eachblock, the sourceneedsto compute� hashop-
erations,a digital signature(which includesa hash),and

generatethe2 codes.Here,thehashingandsigningcosts
areequivalentto otherhybridschemessuchasEMSS[22]
or HashChains[10]. Theamountof computationdoneby
the recipientdependson the lossesin thenetwork. In an
ideal situationwe just computes� hashesandveri�es a
signature. If packets are lost someadditionaldecoding
operationswill beneeded.Thecodesareusedto recover
hashesof packets,ratherthenthepacketsthemselves,thus
we will bemanipulatingsmallamountsof data. In tradi-
tional usesof ErasureCodes,the packetssize � is typi-
cally overa thousandbytes,while here,we arelooking at
�gures rangingfrom �

���

to �

�����

� bytesin themost
extremecases.

If we take a simpleReed-SolomonErasureCode[26],
the computationaldecodingcost is � � O

�

I

�

�  where O

is thenumberof original messagepackets,and I the ad-
ditional paritiesneeded(correspondingto the loss) and

� the size of a packet. The coding cost is similarly in
� � O

�

�

�

�- where � is thenumberof parities.
For demandingsituations,wecanturn to moreef�cient

codessuchasTornadoCodes[14]. Thesecodesareprob-
abilistic andcomewith what is calleda slight “decoding
inef�ciency”: �

�

���  :O packetsareneededto recover O

original packetswith high probability. Thesecodesuse
thebinaryXOR operationasabasicoperationasopposed
to GaloisFieldoperationsin theReedSolomoncase,thus
we achieve very ef�cient coding and decodingtimes of

� �#�%O � �  ln �

� J

�  ��  . Notethattheuseof tornadocodes
would thusconductusto modify ourde�nitions in section
3 to take thedecodingef�ciency into account.However,
in [6] signi�cant valuesof ��� �

�

�

�

areconsidered,thus
theresultswe proposein this work shouldnot besigni�-
cantlydifferentwith sucha smalloverheadincreaseif we
useTornadoCodes.

Comparedto other hybrid real time authentication
streams,themaintradeoff of ourschemeis in theis thead-
ditionalcomputationalcostgeneratedby theerasurecode.
However, sincewe are operatingon small codepacket
size,thecostovera blockshouldremainvery reasonable.
We will show in thenext sectionthat thesubstantialgain
we canachieve in termsof overheadperpacket is clearly
worth theextracomputationaleffort.

4.2 Overhead

4.2.1 Evaluation

The overheadin bytes per packet of our 3 schemesis
uniquely de�ned by the size of an authenticationtag.
Thus,recallingProposition2 in section3 we canexpress
the overheadas a function

F

���

�

�� of the maximumex-
pectedlossrateper block � andthenumber � of packets
in ablock:
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where
G

�

�%I0 is an integer function which returnsthe
lowestmultiple of � greateror equalto I .

We would like to emphasizeagainthat this overhead
includesthesignature overhead. Table1 presentsa sam-
pling of

F

� �

�

�� for differentvaluesof � and � , with �

�

�

��� bytes(1024bit RSA) and
� � ���

(MD5[25]). Note
that

F

�2�

�

�  remainssurprisinglysmall if either � largeor
� is reasonablylow.

� \ � 16 32 64 128 256 512 1024

0.05 10 6 4 2 2 2 1
0.10 12 7 5 3 3 3 2
0.25 16 11 8 7 6 6 6
0.50 32 24 20 18 17 17 17
0.75 80 64 56 56 50 49 49

Table 1. Overhead bytes per packets for differ-
ent values of � and �

4.2.2 Casestudies

To be more concretewe appliedour schemeto the two
casestudiesPerrig et al. proposein their work for the
EMSS[22] real time streamauthenticationscheme. We
recalltheir �rst casestudy:

A municipality wishes to collect traf�c information
from sensorsdistributedover thestreets.The systemre-
quirementsareasfollows:

� The datarateof thestreamis about10 Kbps,about
20packetsof 64byteseacharesenteverysecond.

� The packet drop rate is at most5% for somerecip-
ients, wherethe averagelength of burst dropsis 5
packets.

� The veri�cation latency shouldbe lessthan10 sec-
onds.

We proposeto use the ECU schemesince the sensors
may have limited memory, thus the veri�cation latency
of 10 secondsallows us to usea block of 100 packets
(200/2 since a block is authenticatedby the next one).
Given the drop rateandthe averagelengthof bursts,we
constructeda correspondingtwo stateMarkov chainwith

�

�

�

�

�

�

�

�

�

� �

�

�

�

�

� andsimulatedit over10000blocks
of 100packets. For Markov chainsimulationtechniques
we referredto Häggström[13]. We found that 99% of
thoseblocksexperienceda losslessthan27 packets,thus

wedecidedto choose�

�

�

�

��� . Theoverhead1 perpacket
is thenonly

F

�

�

� �

�

�

�

���� 

�

� bytes!
The secondcasestudyproposedby Perriget al. is re-

latedto real-timevideo broadcasting,with the following
requirements:

� The datarateof the streamis about2Mbps,or 512
packetsof 512byteseacheverysecond.

� The packet drop rate is at most 60% for somere-
cipients,with anaveragelengthof burstdropsof 10
packets.

� Theveri�cation latency shouldbelessthan1 second.

WeproposeagaintheEC1schemeandbecauseof thever-
i�cation latency, we have to limit � to 512 packets. We
simulatedthe correspondingMarkov model over 10000
blocks and found that 99% of thoseblocks experienced
a loss of lessthan 375 packets. We decidedto choose

�

�

�

�

���

�

���

�VJ � �

� , which givesus an overheadper
packetof

F

�

� �

�

�

�

�

���  

�
	 �

bytes.

loss av. burst � �

F

�A�

�

�' 

rate length
Example1 5% 5 100 0.27 8
Example2 60% 10 512 0.73 45
Example3 10% 3 32 0.47 22
Example4 10% 50 512 0.50 18
Example5 80% 10 200 0.905 160
Example6 5% 5 1024 0.1 2

Table2. A few casestudies.

As a complementto thetwo proposedscenariosabove,
Table2 shows a few of our othersimulationresults,fol-
lowing thesameapproachasabove for differentaverage
burst losslengthsandlossrates.Example1 and2 simply
repeatthe two casescenariosabove. Example3 shows
that with a small block size,parameter� is signi�cantly
higher thanthe network lossrate. Similarly, an extreme
averageburst lengthincreasesthevalueof � asshown in
example4. Finally we have two extremeexamplesof the
parametersof our scheme:�rst in a very lossy network
which requires160 bytesof overheadper packet which
morethanthesizeof a public key signature,andto �nish
we have anidealcase,with a small lossanda long block
sizewhichgivesusasurprisinglylow overheadperpacket
of 2 bytes!

4.3 Denial of Service

In their work onstreamauthenticationfor pre-recorded
streams[15], Miner and Staddonbrie�y discussthe use

1If wehadchosentheEC1schemeinstead,wewouldhave �

�
�����

,
�

��� " �

and �

?

�

�

�

BK���

.



of ErasureCodetechniquesas an additional robustness
mechanism.Their objective is different from ourshere,
since they useErasureCodesas a meanto “reinforce”
their “hash and MAC chain” rather than as a substitute
aswe do. However, they make aninterestingremarkthat
ErasureCodetechniquesmaybevulnerableto “Denial of
Service” sincean adversarywho modi�es the transmit-
tedparitiesmayrendertheauthenticationof the received
packets impossible. We observe that this remarkis also
valid for our scheme:if a somepackets are lost and if
an adversarymodi�es the tagspiggybacked on the data
packetstheveri�cation processmaynot functionproperly
if the decodingalgorithmrequiresthoseparities. In our
scheme,theauthenticationinformationusedfor oneblock
is not usedto computethe authenticationinformationof
anotherblock, and thus thereis no authenticationchain
acrossseveralblocks.This impliesthata DoSthataffects
a block in our schemewill not impactanotherblock and
will notdisrupttherestof thecommunicationstream.

Otherstreamauthenticationschemesbasedon a chain-
ing mechanismare lessvulnerableto this type of DoS
attack. In protocols such as Hash Chains[10] and in
EMSS[22] several signaturepackets are sent to authen-
ticatea block. An adversarythusneedsto modify several
more packets than in our schemeto prevent a recipient
from authenticatinga block.

Thestreamauthenticationschemesthatarethemostre-
sistantto DoS arethe onesthat includea signaturewith
eachpacket suchas [31], [9], [27] and [21]. In those
schemesa modi�ed packet canbediscardedimmediately
if thesignatureveri�cation fails.

5 Comparison

5.1 HashTrees

Wong andLam[31] proposedthe constructionof hash
trees,in a schemethatcanauthenticatereceivedpacket in
ablocknomatterhow many packetsarelost. In theirmost
interestingscheme,using a cryptographichashfunction

� , they constructa completebalancedbinarytree,where
the leafsarethehashes

�
"

of thepackets �

"

in theblock
andtheotherverticesarehashesof their two childrenas
shown on theexampleon �gure 2.

Thesourcecomputesasignatureof thevaluerepresent-
ing the root of the binary treeandsendsit to the recipi-
ents.Eachdatapacket �

"

is augmentedwith theminimum
set K

"

of complementaryvaluesit needsto recomputethe
valueassociatedto theroot of thetree. This set K

"

is the
setof verticesthat aresiblings to all the verticeson the
pathfrom

� "

to the root of the tree. For exampleon �g-
ure 2, packet ��� is sentwith K��

� 

���

�
�����

�
���	�

�

and
the recipientcan verify the signatureof the root

� �
�
�

���2���$���

�
�
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 . To allow the received
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Figure2. Authenticationtreefor an8 packetblock

packetsto be authenticatedindependently(andmake the
schemejoinableon any packet), theauthorsof [31] sug-
gest to appendthe signatureof the root of the tree to
every packet which leadsto an overheadper packet of

� � � ln � ���' 

; �

 

�
�

bytes.This schemeshasthusaneven
largeroverheadperpacket thanthe“sign each”approach,
thoughthesignatureonly needsto becomputedoncefor
eachblock. Justlike EC1(andEC2),theschemerequires
thesenderto buffer thewholeblockbeforethe�rst packet
of thatblockcanbesent.

5.2 HashChains

Basedon the observations of Paxson[20] who con-
ducteda largescalesurvey of TCP/IPInternetcommuni-
cationsandwho showedthat lossesoftenoccurin bursts,
Golle andModadugu[10] proposeda streamauthentica-
tion mechanismsdesignedto toleratethe lossof packets
in burstsof at most

�

packetsin a block. They construct
a directedacyclic graphbetweenthepacketsof theblock,
by putting the cryptographichashof a packet in one or
several other packets. If a packet � is signedthen any
packets ��O for which thereexistsa pathin thegraphjoin-
ing � O to � canbeauthenticated.In theirwork, Golleand
Modaduguproposemethodsto designsuchacyclic graphs
in an optimal way regardingbursty packet losses.Their
simplestschemeis constructedasshown on theexample
of �gure 3: thehashof apacket �

"

is storedbothaspartof
thefollowing packet �

"
&

�

andaspartof �

"
&

�

&�


. Finally
thehashesof thelast �

�

�

�

 packetsaresent,alongwith
a signatureof these�

�

�

�

 hashesfor veri�cation.
The sameauthorsfurther re�ned their hashchaincon-

struction,to create“AugmentedChains”,whichrequireto
buffer a few packets,but allows a smallersetof hashes
to be signedat the end. The principle remainsthe same
andwe refer the readerto their work [10] for details. It
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Figure 3. Augmented chain resisting to bursts
of 6 packets in a 16 packet block.

is worth notingthattheir �rst schemecantolerateseveral
burstsin a block while theaugmentedchainconstruction
may have dif�culties in somesituationsif therearesev-
eralburstsin thesameblock, consequentlywe will focus
on their �rst schemein thiscomparison.

Hash Chain Overhead: Theauthorsof [10] do not de-
tail how to choose

�

nordothey provideaclearmethodto
deal with signatureloss except to suggestthe transmis-
sion of several copiesof the signature. If thesesigna-
turesare transmittedfar enoughapart,we can consider
thattheir lossprobabilitiesareuncorrelated.If weassume
that � signaturesare transmitted,we can approximate
the cost of the hashchain constructionas
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�

)XL

W

&��

�

� �

�

bytesper packets, with the notations
alreadyusedthroughoutthis work. The size of � is es-
sentiallyconstrainedby theauthenticationlatency, which
hereis at mostthedistancebetweenthe�rst packetof the
block andthe �

U%W

redundantsignaturethat is transmitted
for that block. Sincethe simplehashchainconstruction
is not senderside bufferedsimilarly to ECU, the � sig-
naturespertainingto a block aretransmittedafter thelast
packetof thatblock.

RecallingtheMarkov chainmodelof section3 weknow
thattheprobabilitythata burstof � lost packetsoccursis

�

�

� �

; �
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with anaveragelengthof
� J

� packetsin a
burst. Consequentlywe will choose

�

in the hashchain
suchthattheprobabilitythata burstexceeds

�

is low, for
examplesuchthat
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. If
we referto thetwo casestudiesweborrowedfrom EMSS
in section3, we wouldhave:

� Case1: We propose�

�@� �

� , �

�

� ,
�

�

�

�

since
�

�

�

�

� . We would transmitthe�rst signatureat the
endof theblockandthesecondsignature20packets
later (1 second).Theprobability thatoneof thesig-
naturearrivesis approximately

�T;

�

�

�

�

�

�

�

�

���

�

�

andtheoverheadperpacketis
F

���

���

�

�' � ��� bytes.

� Case2: This caseis moreproblematicbecausethe
network is extremely lossy and the signaturehasa
high probability of being lost. Indeedif we take

�

�

� theprobabilitythatoneredundantsignatureat
leastarrivesis

� ;

�

� �

�

�F�

�

���

(if we take �

� 	

the
signaturearrival probabilityis loweredto �

�

��� ). But

this meansthateachblock is transmittedalongwith
4 to 8 signaturesandit becomesdif�cult to de�ne a
reasonablesizefor � �

� �

� . If we choose� small
thenwe needto computeseveralsignaturespersec-
ondandweneedto sendseveralcopiesof eachthem
duringthesametime (without a guarantythat losses
will be independent).If we choose� larger thenthe
probabilityof authenticatinga packet within theau-
thenticationlatency becomeslower. As a indication,
if �

�

�

���

, �

�

� ,
�

� 	

� since �

�

�

���

, we have
F����

���

�

�� �

�

� bytes.

No matterhow good the network conditionsare andno
matterhow long the block size is, the hashchainshave
at leastan overheadof �

�
�

per packets (with perhaps1
or 2 extra bytes for the signature). Comparatively, our
schemehasclearlya lower overheadwhenthenetwork is
not too lossy, with suchextremesshown asin Example6
in table2. Formorelossystreams,ourschememaintainsa
highauthenticationprobabilitydespitethelosses,without
encounteringtheproblemswedescribedherein Case2.

5.3 EMSS

Perrig et al. useda similar hashchain idea in their
EMSS[22] scheme.Their work is targetedat moregen-
eral loss patternsand proposesa methodto deal with
signatureloss. As opposedto the work of Golle and
Modaduguwhich usesa deterministicedgerelationship
patternamongthepacketsin thechain,theEMSSscheme
usesrandomlydistributededges.Moreover, packetsare
chainedacrossblocks,thuseventif all theredundantsig-
naturespertainingto a block arelost thesignaturein the
next blockcanbeusedto authenticatethedata(extending
theauthenticationlatency). They performedseveralsim-
ulationsin orderto tunetheright numberof hashesto in-
cludein eachpacketdependingon thelosscharacteristics
of thestream.Thesignatureof ablock is transmittedsev-
eraltimesto allow it to reachtherecipientwith highprob-
ability, dependingon thecharacteristicof thenetwork.

Sinceweborrowedour2 testcasesdirectlyfromEMSS,
we canrecalltheir resultshereasa comparison.Thesim-
ulationsconductedin theEMSSscheme,giveanoverhead
of ��� bytesin thetraf�c informationscenario(with anav-
erageveri�cation probabilityperpacketof 98,7%)andan
overheadof

� �

bytesin the video streamscenario(with
a minimumveri�cation probabilityof 90%). In the latter
scenario,the signatureof a block alonewhich is trans-
mitted twice only hasan estimatedprobability of arrival
of �

� ��	

�

� ;

�

� �

� , but sincethereis linking between
blocksa packetmaybeveri�ed by thesignatureof future
blocks,however in this casewe understandthat the ver-
i�cation latency limit of a packet will be exceeded.We
would alsolike to highlight that their schemeused80 bit
key-lesshasheswhile we use128 bit hashes(MD5). A



similar value in our schemewould have given an even
lower overheadper packet andalsoa lower overheadin
theHashChainconstruction.

Despitelonger hashes,in both cases,our schemehas
loweroverheadandahigherprobabilityof blockveri�ca-
tion within therequiredmaximumauthenticationlatency.

5.4 SAIDA

Recently, J. Park et al. proposeda streamauthen-
ticastion schemecalled SAIDA[19] which sharesa lot
of similarities with our work. The skeleton of their
schemeis similar to the ECU scheme: they devide the
streaminto blocksandcomputethehashesof eachpacket
in a block, next they use the IDA (information disper-
sion algorithm[24]) to computeauthenticationinforma-
tion with addedredundancy. Thisauthenticationinforma-
tion is thenpiggybackedin thenext block. Providedthat
acertainthresholdof (1-p).boutof b packetsarerecieved
in a block, the reciepientscanrecover the hashesof the
packetsandthesignatureof ablock.

There is however an important differencewith our
scheme: in SAIDA, only thepiggybackedauthentication
informationis usedto recover the hashesandthe signa-
tureof a block. In our schemesomehashvaluesarecom-
putedfrom therecievedblocksthemselves.By de�nition,
this allows our schemeto have a lower communication
overheadper packet than SAIDA. Using the previously
introducednotationsin this work, the overheadin bytes
perpacketof SAIDA canbecomputedas �
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7 in our scheme.This advantage
canbeattributedto theuseof a two level erasurecodein
our scheme,whereSAIDA usesonly a singleredundancy
code.

Conclusion

In this work we proposea new approachto real time
lossy streamauthentication,which is joinable on block
boundaries. Though the generalidea of using erasure
codesin anauthenticationschemeis not completelynew
in itself, we believe thatour schemeusesthemin a quite
novel way. Wherepreviousproposalsusedhashlinking,
we useerasurecodesto achieve a lower communication
overheadper packet. Moreover, we proposea concrete
mechanismdescribinghow to transmittheauthentication
informationaswell asthe digital signatureassociatedto
a block with equivalent recovery probabilities. We pro-
posedbufferedandunbufferedvariationsof our scheme
which offer an interestingalternative to other real time
streamauthenticationmechanismsin many situations.
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