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Abstract

Providing authenticationrmedtanismsfor IP-Multicast
streamsis paramountfor the developmenbf large scale
commecial multicastcontentdeliveryapplications. This
needis particularly strong for the delivery of real time
content,sud aslive video/audionewseventsor nancial
stok quotedistribution. However, this turns out to be a
quitechallengingproblemfor manyreasonsFirst,theau-
thenticationof the multicastdata mustbe veri able by a
potentiallyverylarge numberof untrustedrecipients.Sec-
ond, sincemulticastcommunicatiorprotocolsare almost
alwaysbesteffort, the authenticationmedanismsneeds
to authenticateeceiveccontentdespitethe potentialloss
of somepadkets. Finally, the authenticationmetanism
needsto be efcient enoughto copewith real time data
andshouldhavea smallcommunicatioroverhead.

We proposea new multicastauthenticatiorschemede-
signedto authenticatereal time multicastpadeet streams
with a potentially unlimited numberof recipients. This
schemeprovidesbothintegrity and nonrepudiationof ori-
gin, andin a majority of situations,it performswith less
overheadin bytesper padket than previously proposed
practical real time streamauthenticatiorschemes.

1 Intr oduction

IP-Multicast[8] allows the scalabledelivery of paclets
to a potentiallyunlimited numberof recipients.As such,
it is avery interestingmechanismgor commercialappli-
cationsthat deliver streamedtontentto a large group of
recipients,suchas video/audiobroadcasting. However,
somesecurityissuesneedto be solved[1] beforethese
applicationaredeployedon alarge scale. The mostbasic
neededsecuritymechanismgor large scalecommercial
multicastapplicationsare con dentiality and authentica-
tion. In fact, the key distribution algorithmsemployedin
mary multicastcon dentiality proposals[1630, 23, ...]
require a form of authenticationto assurethat the keys
originatefrom alegitimatekey distribution entity. Conse-
guently we arguethatauthentications probablythe most

needednulticastsecuritymechanism.

To allow pacletsto be authenticatedn a stream,the
sourcemust add authenticationinformation to the dis-
tributed content. This authenticatiorinformationis used
by recipientgo ascertairtheorigin of thetransmittecton-
tent. In the context of multicastauthenticationye distin-
guishtwo typesof distributedcontents:pre-recodedand
real time Pre-recordeaontentdescribesontentthatis
known in adwanceto the source,suchasa Im or mu-
sic. For suchcontent,the authenticatiorinformationcan
be computedandinsertedin the streamin adwvance. On
the other hand, real time contentdescribescontentthat
is producedn real time suchaslive sportsevent broad-
casting,news eventsor nancial stockquotes.Realtime
contentrequiressomeof theauthenticatiorinformationto
be computedin real time, which addsfurther constrains
on the efciency of the authenticatioralgorithm. Thus,
anef cient realtime authenticatioralgorithmcanbeused
for pre-recordediatawhile thecorverseis notnecessarily
true. Moreover, it seemghat real time applicationnatu-
rally have a strongemeedfor authenticationConsideras
an example, the disastrousonsequencéhat sourceim-
personatiorcould have for an applicationsuchas stock
guote distribution, where a malicious entity could gen-
eratebogus nancial data. The main goal of this work
is to provide a multicastauthenticatiorwith a emphasis
onlow communicatioroverheadfor realtime dataappli-
cationswherea low delayis acceptableandwill not be
percevedat the messagéevel. For anapproactdirected
morespeci cally to pre-recordedlata,we referthereader
to[9], [15] and[29].

1.1 Two Levelsof Authentication
We distinguishtwo levelsof authentication:

Source Authentication: allows a recipientto verify the
origin of the content.

Nonrepudiation (of origin): allows the recipient to
prove theorigin of thedatato athird party.

In traditionaltwo party communicationssourceauthen-
tication is provided with ef cient symmetrictechniques



usinga MAC (MessageAuthenticationCode)which re-

lies on a secretkey sharedbetweerthe two communicat-
ing parties.Onthe otherhand,nonrepudiatioris provided

with a digital signatureusingasymmetriccryptographic
techniquesvhichhave acostthatis severalordersof mag-
nitudehigherthana MAC.

Canettiet al. have proposeda multiparty extension[{
to MACsin the contect of multicast,but their scheméhas
somedrawbacks.Most notably the communicatiorover
headis importantandthe securityof the schemes only
de ned up to a coalitionof  maliciousrecipientsforg-
ing datafor a choserrecipient. Recentwork from Boneh
et al.[4] suggestmore generallythat extendingsymmet-
ric MAC techniquesn the multicastsettingwill not be
possiblewithout new adwancesin cryptography As we
will see,except TESLA[22], currentpracticalmulticast
authenticatioiechniquesrenotfully built on symmetric
techniquedut rely insteadpartially on asymmetridech-
nigues.As aconsequencmary of theseschemesinclud-
ing ours,alsoprovide nonrepudiatiorof origin.

1.2 Real Time Multicast Authentication Chal-
lenges

There are two main factors which make multicast
streamauthenticatiora challenge:

A Multiparty Factor: we have an unlimited numberof
untrustedecipients.

A StreamingFactor: we wantto authenticatelatafrom
a potentially in nite streamof paclets transmitted
overalossychannel.

The multiparty factor has a strongimpact on the secu-
rity requirementf a multicast authenticationscheme.
Indeed,a fundamentabifferencebetweenmulticastand
two-party authenticatioris thatin multicastwe consider
the recipientsaspotentialadversaries.This rulesout the
useof a symmetricMAC key sharedbetweenthe source
andthe recipients,becauseecipientsshouldnot be able
to impersonatasthe sourceof the stream.

The streamingfactor has several designimplications.
Firstly, we do not view the streamasa uniqueobjectthat
is authenticatedll at once, but ratheras a sequencef
consecutie chunksof datathat needto be authenticated
individually as they are receved. Secondly recipients
shouldbeableto authenticat@acletsstartingfrom anar-
bitrary point in the streamor at leaston the boundaryof
a smallblock of paclets. Multicastis oftenimplemented
over UDP andassume®nly a besteffort delivery mech-
anismandmary multimediamulticastapplicationsoler
atelosseswith a gracefuldegradationin playbackquality.
Consequentlyone of the mostimportantdesignrequire-
mentof a multicastauthenticatiorschemas theability to

authenticateacketsamidlossesn the network (for non-
lossystreamsseefor example[9]).

From all the obsenation we made, we can establish
several parameterso measurehe quality of a real time
streamauthenticatiorscheme:

Robustness:theability of theschemeo authenticate
receveddatadespitdossesn the network.

Joinability: theability of recipientgto startauthenti-
catingpacletsfrom anarbitrarypointin the stream.

(Sewver Side) Buffering: the maximumnumberof
pacletsthat needto be storedon the senerto com-
puterobustauthenticationnformation.

(Authentication) Latency: themaximumnumberof
additionalpacletsthat needto be receved beforea
pacletcanbeauthenticated.

Computational Cost: the computationatostof the
scheme.

Communication Overhead: the numberof bytes
perpacletswhich describehe embedauthentication
information.

Buffering and Lateng/ appearin somesituationswhere
authenticatiorinformationpertainingto a pacletis stored
in oneor several otherpaclets. Ideally we would like a

schemahathasperfectrobustnessthatis joinableon ev-

ery packet, hasno buffering or latenyy andhasan over

headaswell asa costsimilar to whatis foundin aMAC

schemeln practicehowever, sucha perfectschemedoes
not exist and a compromiseneedsto be found between
theseparameters.

1.3 RelatedWork

A straightforvard streamauthenticatioomethodwould
be to usea public key signatureon eachpaclet of the
stream.In theory this is well suitedfor realtime streams
andtheauthenticatiofis joinableon ary paclet. However,
addinga typical 1024 bit signature[28 (or 128 bytes)to
every packetrepresentaconsequenbverheadmoreover,
the computationalcost of a public key signaturemakes
sucha solutionimpracticalin mary scenarios. Conse-
guently streamauthenticatiorproposalshave taken two
approachessometimesn combination:designmore ef-
cient signatureschemesndamortizethe costof signa-
turesover severalpaclets.

Fasterdigital signatureslesignedvith streamauthenti-
cationin mind whereproposedy Rohatgi[27], aswell as
WongandLam [31]. Theseproposalomehoweverwith
a communicationoverheadthat makes themimpractical



in mary situations. The BiBa schemeproposedby Per

rig [21] offers a signi cantly improved broadcassigna-
ture schemewhich hasa lower computationnabverhead
but still a communicationoverheadthatis only slightly

lower than a traditionnal public key signature. On the
other hand,theseschemesncluding the onein [9], still

have the advantageof offering a fully realtime authenti-
cation(ie. with no delayatall).

A complementanapproachs to amortizethe signature
over several pacletsin a block. The streamis itself di-
videdinto mary smallblocksthathave eacha uniquedig-
ital signaturehatis combinedwith hash/MAC techniques
to authenticatehe pacletsin the block. We referto these
techniquesaswell asthe onewe proposein this work as
hybrid approachesWong and Lam proposedone of the

rst hybrid approache theirhashtreeconstruction[3},
which is robustto any humberof lossesin a streambut
hasa consequenbverheadper paclet, even larger than
the size of a digital signature.Insteadof beingrobustto
ary typeof pacletloss,recentstreamauthenticatiorpro-
posalshave beendesignedo adaptto loss patternsthat
aremorespeci c to the Internet. This allows a signi cant
gainin termsof overheadFirst, basedn the obsenation
that lossesusually occurin burstsin TCP/IP[2Q, Golle
and Mogadugo[1] proposeda schemethat could toler
ate (1 or several) bursty loss(es)of at most  pacletsin
a block. Paclketsare linked togetherin a “hash chain”,
the lastpaclet of which is digitally signed.However, the
schemehassomedrawbacks,andin particular thetrans-
missionof the signatureis not clearly addressed.Inde-
pendentlyPerriget al. proposeda more complex “hash
chain” constructiorcalledEMSS[23 whichis adaptedo
multiplelossesandwhich betteraddressesignaturdrans-
mission.Recentlyin aschemecalled SAIDA[19], which
sharessimilaritieswith ourwork, Parketal. usedtheIDA
(informationdispersalalgorithm)to transmitauthentica-
tion information pertainingto eachblock of pacletsin a
stream.We discusgheserelatedproposalanorein detail
in section5.

As a complementanapproachto their EMSS scheme
Perrig et al.[22] proposeda very efcient time based
streamauthenticatiorschemecalled TESLA. It provides
sourceauthenticatiorbut doesnot offer nonrepudiation,
which is not a problemfor mary applications. Its most
interestingfeatureis thatit toleratesarbitrarypacletloss
with alow overheadIts maindrawbackis thatit requires
all therecipientdo establistalooseclock synchronization
with the sourcethrougha initial unicastexchangewhich
may not be alwayspracticalin alarge multicastgroup.

1.4 Overview of our Scheme

Our schemeausesa combinationof hashand signature
techniqueswith FEC, or more precisely erasurecodes.

Thetwo mostemployedtechniqueso achievereliablede-
livery of packetsin computercommunicationprotocols
areARQ (AutomaticRepeateQuesttechniquesndFEC
(ForwardError Correction). ARQ techniquesreusedev-
erydayin InternetprotocolssuchasTCP, while FECtech-
nigueshavelongbeencon nedto thetelecommunications
world. However, therehasbeerrecentlyasumgein interest
for FEC techniquesn the Internetworld, oftenin com-
bination with more traditional ARQ approaches[186].
While in the telecommunicationsvorld FEC techniques
are usedmost often to detectand correcterrors occur
ring in the transmissiorof a streamof bits, they areused
in the Internetworld to recover from the loss of paclet
sizedobjects. Indeed,in the Internetworld a paclet is
eitherreceved or lost. A paclet canbe consideredost
if it doesnot arrive after a certaindelay or perhapsif
it hasbad checksum. Our ideawas rst to useFEC to
transmitthe signaturealone, but we soon realizedthat
FECcouldalsobeusedasanalternatve to hashtrees[3]
or chains[22 10] to transmitauthenticatiorinformation,
with lower overheadper paclet in most casesthan ary
otherschemesuitablefor realtimebroadcasts.

The centralcontribution of this work is the proposalof
a joinable real time robust streamauthenticatiorscheme
with nonrepudiatiorof origin. It usesErasureCodesto
provide a lower overheadper paclet than previous real
time authenticatiorstreamproposalswhile beingadapted
to realisticmulticastinternetlosspatterns.

A brief overview of erasurecodeswill be presentedn
the next section.Our schemas formalizedin section3 as
well asits relationshipwith Internetloss patternswhich
are modeledwith a Markov chain. Section4 discusses
the costandoverheadof our schemeandpresentsts use
in afew concretescenariosFinally, we review otherreal
timelossystreamauthenticationschemesn sections and
comparehemuwith ourapproach.

2 Background

2.1 ErasureCodes

An erasurecodegeneratioralgorithm takesa set
of sourcepacletsin ablock andpro-

duces codepaclets:
The main property of the set is
thatary subsebf elementof sufces torecoverthe

sourcedata with the help of a decodingalgorithm

To beexact,thedecodingalgorithm  needdo know the
position,or index, of the recevedelementsn tore-
cover . Thisinformationcanoftenbe derived by other
meangsuchasthe paclet sequenc@aumber)andwe will
assuman the remainingdiscussiorthatthis information



is availableimplicitly to . If the rst codepacletsare

equatto thesourcepaclets,thatis where
, we call the codesystematic

andthe extraredundang paclets are

called parity paclets. Systematiccodesare very useful
sincethey do not requireary additionalprocessingrom
therecipientin thecasewherenolossoccurs.

It is importantto notethat ErasureCodesare not used
in the samecontext in the Internetasin telephory. Here
thecodesarenotdesignedo recorerdamagegbacletsbut
ratherthelossof full pacletsin ablock of severalpaclets.
Intuitively, anindividual paclet canthereforebe viewed
morelike a single codesymbolratherthana setof sym-
bols. Foragoodintroductionto practicalerasureodesve
referthe readerto thework of L. Rizzo[2§ whereReed-
Solomonerasurecodesare described. Thesecodesop-
eratein and may not be ef cient for large data
blocksof paclets(several hundredkilobytes). However,
they are suitablein our scenariosincewe work on data
unitsthataremuchsmallerthana paclet (typically 16 or
20 bytes),asshavn below. For fastercodeswe referthe
readerto the work of M. Luby et al. on TornadoCodes
[14, 6], wherecodeswith nearlinearcodinganddecoding
timesaredescribed.

In the remainingof this work, will describe
a practicalsystematicerasurecodegenerationalgorithm
whichtakes sourcepacletsandproduces code
paclets. If is the sourcedataand
arethe extra generatedparity paclets, we will write

. The correspondingliecodingalgo-
rithm will bedenoted andif  describeghe setof
receved elementsand  the sourcedata,we will write

to describetherecovery process.

2.2 Notations

In this work we will considera streamto be dividedin
consecutie blocksof paclets. Sincea streamdoesnot
necessarilyexactly containa numberof pacletswhich is
anexactmultipleof we allow theuseof dummypadding
pacletsat the very endof the streamto matcha paclet
boundary Our authenticatiorschemas parameterizety

the block sizein pacletsand the maximum
expectedossrateperblock.

We will denote as a cryptographichash function
suchas SHA[17] or MD5[25] which produceshasheof

bytes. The couple will denotethe digital sig-
natureandveri cation algorithmsrespectiely associated
with the sourceof the paclet stream suchasRSA[28 1]
for example. The sizeof the signaturewill be expressed
as bytes.For RSA, atypicalvaluefor is 128bytes(or
1024bits).

3 StreamAuthentication
3.1 Authentication Tags

Considemablockasasequencef paclets
Let be the set of hashvalues
of thesepacletswith a cryptographichashfunction
Fromthis hashsetwe build a setof authenticatiortags
with thefollowing algorithm whichuses
someof the notationsintroducedn the previoussection:

Tag generation:
INPUT:
OUTPUT:
a )
@
where o (3)
Split into
equallengthtags . (4)

We proposea morevisual representationf the tag algo-
rithm on gure 1.

We obsene that usestwo differenterasurecodes,
in steps(1) and(3). Thevalues  online (3) is of
total lengththatis a multiple of  bytes,becauseve have

. Thisallows usto divide
into equallengthtagson line (4). To exploit thetaggen-
erationalgorithmwe will rst de ne our authentication
criterion:

Authentication criterion: In this work we saythata

paclet s fully authenticablein a block if, given the
setof hashes of pacletsin theblock andtheir
signature , we canverify thatboth

and .
The proposedschemesn this work are basedon the
following propertyof thetaggeneratioralgorithm.

be a block
its asso-

Proposition 1. Let
of paclets and
ciated hashset. If we compute
thenary subsetbof at least

pacletsin  canbe authenticatedisingarny subsetof at
least tagsin
Proof. De ne . Let
beasubsebf pacletsin andlet be
asubsetof pacletsin . We cancompute
since  contains ele-
ments. Let be

the hashesof the receved paclets. We can recover



ErasureCodel

Figurel.thetaggeneratioralgorithm

form and by computing
. Finally we cancompute to

authenticateherecevedpaclets to verify ourauthen-
ticationcriterion.

A directcorollary of the propositionabove is that both
a block of pacletsandtheir authenticatiortagscanwith-
standalossrateof at most elementswhile allowing
usto authenticatéheremainingpaclets.

Finally, from the constructionof the algorithm above
we candeterminghe sizeof anauthenticatiortag:

Proposition2. Let de ne thelengthof our crypto-
graphichashesnd thesizeof thesignaturesThesizeof
anindividual authenticatiortagis expressedsa function

of boththe numberof pacletsin ablockand the
maximumexpectedossrateperblock, asfollows:

where is aninteger function which returnsthe
lowestmultipleof greateror equalto .

Proof. Let denotethe size of the value " and

thesizeof = paddedto the properlength, both on
line (3) of the algorithm. We have . From
the erasurecode parametern line (3) we have
andthus _

The valueof is the the sumof the sizeof  andthe
signature , paddedo the appropriate lengthfor the era-
surecodeof line (3). Fromline (1) we computethe size
of as andwrite asthesizeof whichyields

3.2 ProposedSchemes

In our streamauthenticatiorschemewve proposeo pig-
gybackauthenticatiortagsin the pacletsof a block and
use Propositionl to authenticateaeceved paclketswhen
thelossratein ablockis lessthan . We propose3 differ-
entvariantsof our schemewhich only differ by the posi-
tioning of the authenticationsags.

In this sectionwe will denotea streamas a set of
blocks . Theindividual packetsin eachblock

areidenti ed as . The correspond-
ing authenticatiortagsareidenti ed as .
The paclets area combinationof just two things:
streamdatapacket andanauthenticatiortag.

ECU: The unbuffered senderscheme. In this scheme
we usepacletsin a block to piggybackauthenti-
cationtagspertainingto block . The pacletin a
block isthusde nedas .
Thisrequireghesendeto createanextrapaddingdummy



block to allow thelastblock to be authenti-
cated. This schemehasthe particularity thatit doesnot
requireary streamdatapacket buffering from the sender
only the hasheof the pacletsin the currentblock need
to be storedby the sendemwho canthencomputethe nec-
essaryauthenticatiortagsto be piggybacledin the next

block. In this sensethis schemsds truly anreal time au-
thenticationscheme.The tradeof of this constructionis

thatthereceverwill experiencealateng of two blocksin

the worst casebeforehe canauthenticatéhe rst paclet
in ablockshereceved.

This constructioncreatesa dependeng betweentwo
consecutre blocks,thusin theeventof alossthatexceeds
thethreshold andin particularif awholeblock islost
thanwe will notbeableto authenticate

An interestingaspeciof the ECU schemads thatit also
givesan extra amountof time for the senderto compute
the signatureof a block and the secondauthentication
code.Recallingline (3) of thetaggeneratioralgorithmwe
hae - where s
splitin authenticatiortags. Accordinglywe canrewrite

~as ,thusthe rst — authentication

tagswill containelementsepresenting , thenthe next
groupof  tagswill representhesignature and nally
the last group of tagswill representhe —

associategharities. Consequentlythe rst authentication
codingoperationon line (1) of our algorithmneedsto be
producedbeforesendingblock , however, the sig-
natureonline (2) only needdo becomputedafterthe rst
— paclets of and the secondcodeon line (3)

only needgo bereadyafterthe — rst pacletsof

EC2: The double buffer scheme. Insteadof piggy-
backingtagsin the next block, we examine the possi-
bility of piggybackingtagsin the previous block. In
otherwords, the tagsof block  areputin paclets of
block and pacletsin a block  arede ned as
. Thisrequireghesendeto
createan extra paddingdummyblock at the beginning of
the datastream.The main advantageof this construction
is thatthe recever canauthenticateeachreceved paclet
immediatelyuponreception. The main dravbackof this
schemas thatit requireghesendeto buffer two blocksat
atime. In thissensat is notatruly realtimeschemebutin

someapplicationspurdoublebufferingis still acceptable.

This constructionalso createsa dependeng between
blockssimilarto ECU, with similar consequences.

EC1: The single buffered scheme. The mostobvious
constructiorandperhapghe onethatoffersthe bestcom-
promisebetweerthe sendeibufferingandthereceverau-

thenticationlateng is to piggybackthetagsof a block

in theblock itself. Packetsin a block are simply de-
ned as . Thisschemeaequires
the sendetto buffer oneblock andaddsa maximumveri-

cation lateng of oneblock for therecever.

A adwantageof this schemds thatit doesnot createa
dependengbetweerblocks,thusif ablocklossegaclets
beyond the expectedmaximumlossrate , the authenti-
cationof neighboringblocksin the streamremainsunaf-
fected.

3.3 Parameter Choice

Until now we proposeda methodwhich canauthenti-
catea block whenathresholdof lessthan  pacletsare
lostin ablock of paclets. However we needto relate
thesegparameterto concreteaveragenetwork losspatterns
andwe will now discussthe choiceof the two main pa-
rametersof our scheme: theblock sizeand the maxi-
mumlossrateperblock.

The goal of an hybrid schemeis to amortizethe cost
of a signatureover several paclets. Thusthe greaterthe
block size thelessoftenwe will needto computeasigna-
ture. On the otherhandthe block sizein uencesthe au-
thenticatiorlateng and/orthe sendeibuffer size,depend-
ing on which schemds chosen.The EC2 hasthe lowest
possibleauthenticationatengy (1 packet) but the biggest
buffering, wherea€£ CU hasno sendessidepaclet buffer-
ing but amaximumz2 block authenticatiortateng. As we
saidabove, EC1seemdo bea goodcompromisan most
situationswith both a buffering anda maximumauthen-
tication lateny of oneblock. Oncea schemeis chosen,
we recommendo choosethe largestpossibleblock size

within the constraintsof the applicationauthentication
latengy requirements.

The parameter dependson the loss patternof our
network. There hasbeenquite a few studiesaboutIn-
ternetloss patternsfor applicationssuchas Audio Uni-
cast/Multicast2], InternetTelephoiy[3], Multicast[32,
33], TCP[2Q TCP/UDP[g. Thesestudiesdiffer on their
analysisandtheir scope however thereis a generalcon-
sensugmongmoststudieghat:

1. PacketlossesarenotindependentWhena pacletis
lost the probability that the next paclet will be lost
increasesyhichmeanghatlossedn thelnternetare
oftenbursty.

2. However the majority of burstsaresmall (from 1 to
6-7 paclets).

3. Thereare somevery rarelong bursts, lastingup to
a few secondgIn [5] the authorssuggesthatthese
burstscouldattributedto network disruptionor main-
tenance).



In this work, we proposeto refer to a model often sug-
gestedto describebursty lossesin Internettraf c which

is a simple 2 stateMarkov chain[3, 34] alsocalledthe

Gilbert model,wherestate0 represents paclet receved

and statel a paclet lost by the recipient. If  denotes
the probability of going from stateO to statel and the

probability of going from statel to stateO we have the

following transitionmatrix[11]:

This modelsimulateswell the factthatthe lossproba-
bility of pacletincreasesvhenthe previouspacletis lost

( ), ratherthanbeinguncorrelated ).
Theprobabilitythat consecutie pacletsarelostis equa
to whichdescribes geometridistribution of
mean . Accordingto [3], theheadof thedistribu-

tion seemgo modelinternetlosspatternswell with some
inaccuraciesn the tail. But in any case,if a very long
burstrarely occurs,with extremessuchasthosestatedin

point3 above,it doesnotmake sensdo investmucheffort

to make our schemeobustfor thoseburstssincemostthe
datathatneedgo beauthenticated lik ely to belostitself.

Thelongtermaveragedossrate is givenby solvingthe
equation , whichyields —

We further note that Perrig et al.[22] aswell as Park et
al.[19] have usedthis modelin their own streamauthen-
ticationschemes.

The stratggy we followed in this work was rst to
choose , thento simulatea Markov chain over a very
large numberof blocks and adjustthe parameter such
that mostblockswould be veri able (we chosean arbi-
trary value of 99% veri able blocks). The Markov chain
parametergverederivedfrom : theaveragdossrateand

. the averageburstlength. Note that herethe number
of lossesn ablockof pacletscanbesuccessfullymod-
eledasa the numberof successem trials of a Bernoulli
processwith parameter , which is approachedy the
normal distribution. This approximationcould also give
ussomeanalyticalresultsbut we foundthe simulationsto
be moreinformative.

4 Discussion
4.1 Computational Cost
Our schemeénvolves3 typesof operations:
cryptographichashcomputations.
adigital signature.

2 codinganddecodingoperations.

For eachblock, the sourceneedsto compute hashop-
erations,a digital signature(which includesa hash),and

generatehe 2 codes.Here,the hashingandsigningcosts
areequialentto otherhybrid schemesuchasEMSS[23

or HashChains[1(Q. Theamountof computatiordoneby

therecipientdependon thelossesn the network. In an
ideal situationwe just computes hashesandveri es a
signature. If paclets are lost someadditionaldecoding
operationswill be needed.The codesareusedto recover
hashe®f paclets,ratherthenthepacletsthemseles,thus
we will be manipulatingsmallamountsof data. In tradi-

tional usesof ErasureCodes,the pacletssize s typi-

cally over athousandytes,while here,we arelooking at
gures rangingfrom to bytesin the most
extremecases.

If we take a simple Reed-SolomorErasureCode[28,
the computationaldecodingcostis where
is the numberof original messaggaclets,and the ad-
ditional parities needed(correspondingo the loss) and

the size of a paclet. The codingcostis similarly in

where is thenumberof parities.

For demandingsituationswe canturnto moreef cient
codessuchasTornadoCodes[14. Thesecodesareprob-
abilistic andcomewith whatis calleda slight “decoding
inef ciency” pacletsareneededo recover
original pacletswith high probability Thesecodesuse
thebinary XOR operationasabasicoperatiomasopposed
to GaloisField operationsn the ReedSolomoncasethus
we achieve very ef cient coding and decodingtimes of

In . Notethatthe useof tornadocodes
wouldthusconductusto modify ourde nitions in section
3 to take the decodingef ciency into account.However,
in [6] signi cant valuesof areconsideredthus
the resultswe proposein this work shouldnot be signi -
cantlydifferentwith sucha smalloverheadncreasef we
useTornadoCodes.

Comparedto other hybrid real time authentication
streamsthemaintradeof of ourschemesin theis thead-
ditional computationatostgeneratedby theerasurecode.
However, sincewe are operatingon small code paclet
size,thecostoverablock shouldremainvery reasonable.
We will shaw in the next sectionthatthe substantiabain
we canachiese in termsof overheadper pacletis clearly
worth the extra computationaéffort.

4.2 Overhead

4.2.1 Evaluation

The overheadin bytes per paclet of our 3 schemess

uniquely de ned by the size of an authenticationtag.
Thus,recallingProposition2 in section3 we canexpress
the overheadas a function of the maximum ex-

pectedlossrateperblock andthenumber of paclets
in ablock:



where is aninteger function which returnsthe
lowestmultipleof greateror equalto .

We would like to emphasizeagainthat this overhead
includesthe signatue overhead Table 1 presentsa sam-
pling of for differentvaluesof and , with

bytes(1024bit RSA) and (MD5[25]). Note
that remainssurprisinglysmallif either largeor
is reasonablyow.

[\ [16[32]64] 128 256 | 512 | 1024]
005[10[ 6 4 2 | 2 [ 2 | 1
010|122 7[5 3| 3] 3| 2
02516118 | 7 | 6 | 6 | 6
050| 32| 2420 18 | 17 | 17 | 17
075/ 80| 64 56| 56 | 50 | 49 | 49

Table 1. Overhead bytes per packets for differ-
ent values of and

4.2.2 Casestudies

To be more concretewe appliedour schemeto the two
casestudiesPerriget al. proposein their work for the
EMSS|[23 real time streamauthenticatiorscheme. We
recalltheir rst casestudy:

A municipality wishesto collect trafc information
from sensordlistributed over the streets. The systemre-
quirementsareasfollows:

The datarate of the streamis about10 Kbps, about
20 pacletsof 64 byteseacharesentevery second.

The paclet drop rateis at most5% for somerecip-
ients, where the averagelength of burst dropsis 5
paclets.

The veri cation lateng shouldbe lessthan10 sec-
onds.

We proposeto use the ECU schemesince the sensors
may have limited memory thus the veri cation lateng
of 10 secondsallows us to usea block of 100 paclets
(200/2 since a block is authenticatedy the next one).
Giventhe drop rate andthe averagelength of bursts,we
constructedh correspondingwo stateMarkov chainwith
andsimulatedt over10000blocks
of 100 paclets. For Markov chainsimulationtechniques
we referredto Haggstrom[1R We found that 99% of
thoseblocksexperienceda losslessthan27 paclets,thus

we decidedo choose . Theoverhead perpaclet
is thenonly bytes!

The secondcasestudy proposediy Perrigetal. is re-
latedto real-timevideo broadcastingwith the following
requirements:

The datarate of the streamis about2Mbps, or 512
pacletsof 512 byteseachevery second.

The paclet drop rate is at most 60% for somere-
cipients,with an averagelengthof burstdropsof 10
paclets.

Theveri cation lateng shouldbelessthanl second.

We proposeagainthe EC1schemeandbecaus®f thever-

i cation lateng, we have to limit  to 512 paclets. We

simulatedthe correspondingvlarkov model over 10000

blocks and found that 99% of thoseblocks experienced

a loss of lessthan 375 paclets. We decidedto choose
, which gives us an overheadper

paclet of bytes.

loss | av. burst

rate | length
Examplel | 5% 5 100 | 0.27 8
Example2 | 60% 10 512 | 0.73 45
Example3 | 10% 3 32 0.47 22
Exampled | 10% 50 512 | 0.50 18
Example5 | 80% 10 200 | 0.905| 160
Example6 | 5% 5 1024 | 0.1 2

Table2. A few casestudies.

As acomplemento the two proposedscenarioabove,
Table 2 shaws a few of our othersimulationresults,fol-
lowing the sameapproachasabove for differentaverage
burstlosslengthsandlossrates.Examplel and2 simply
repeatthe two casescenariosabove. Example3 showvs
that with a small block size, parameter is signi cantly
higherthanthe network lossrate. Similarly, an extreme
averageburstlengthincreaseshevalueof asshownin
example4. Finally we have two extremeexamplesof the
parameter®f our scheme: rst in a very lossy network
which requires160 bytesof overheadper paclet which
morethanthe sizeof a public key signatureandto nish
we have anideal casewith a smalllossanda long block
sizewhichgivesusasurprisinglylow overheadgerpaclet
of 2 bytes!

4.3 Denial of Sewice

In theirwork on streamauthenticatiorfor pre-recorded
streams[1h Miner and Staddonbrie y discussthe use

1if we hadchoserthe EC1scheménsteadwe would have
and



of ErasureCodetechniquesas an additional robustness
mechanism.Their objectie is differentfrom ourshere,
sincethey use ErasureCodesas a meanto “reinforce”
their “hash and MAC chain” ratherthan as a substitute
aswe do. However, they malke aninterestingremarkthat
ErasureCodetechniquesnaybevulnerableto “Denial of
Service” sincean adwersarywho modi es the transmit-
ted paritiesmay renderthe authenticatiorof the receved
pacletsimpossible. We obsene that this remarkis also
valid for our scheme:if a somepacletsare lost and if
an adwersarymodi es the tags piggybacled on the data
pacletstheveri cation processnaynotfunctionproperly
if the decodingalgorithmrequiresthoseparities. In our
schemetheauthenticatiorinformationusedfor oneblock
is not usedto computethe authenticatiorinformation of
anotherblock, and thusthereis no authenticatiorchain
acrossseveralblocks. Thisimpliesthata DoSthataffects
ablockin our schemewill notimpactanothermlock and
will notdisrupttherestof the communicatiorstream.

Otherstreamauthenticatiorschemedasedon a chain-
ing mechanismare less vulnerableto this type of DoS
attack. In protocolssuch as Hash Chains[1Q and in
EMSS[23 several signaturepaclets are sentto authen-
ticatea block. An adwersarythusneedso modify several
more pacletsthanin our schemeto prevent a recipient
from authenticating block.

The streamauthenticatiorschemeshatarethe mostre-
sistantto DoS arethe onesthatinclude a signaturewith
eachpaclet suchas [31], [9], [27] and[21]. In those
schemes modi ed pacletcanbediscardedmmediately
if the signatureveri cation fails.

5 Comparison
5.1 HashTrees

Wong and Lam[3]] proposedhe constructionof hash
trees,in aschemehatcanauthenticateéecevedpacletin
ablocknomatterhow mary pacletsarelost. In theirmost
interestingscheme using a cryptographichashfunction

, they constructa completebalancedinarytree,where
theleafsarethe hashes of thepaclets in the block
andthe otherverticesare hasheof their two childrenas
shavn ontheexampleon gure 2.

Thesourcecomputesa signatureof thevaluerepresent-
ing the root of the binary tree and sendsit to the recipi-
ents.Eachdatapaclet isaugmentedvith theminimum
set of complementaryaluesit needgo recomputeghe
valueassociatedo theroot of thetree. Thisset  is the
setof verticesthat are siblingsto all the verticeson the
pathfrom to theroot of thetree. For exampleon g-
ure 2, paclet  is sentwith and
the recipientcan verify the signatureof the root

To allow the receved

t t t ttt 1t
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Figure2. Authenticatiortreefor an8 pacletblock

pacletsto be authenticatedndependentlyand make the
schemgoinableon ary paclet), the authorsof [31] sug-
gestto appendthe signatureof the root of the tree to
every packet which leadsto an overheadper paclet of

In bytes. This scheme$asthusaneven
largeroverheader paclketthanthe“sign each”approach,
thoughthe signatureonly needso be computedoncefor
eachblock. Justlike EC1(andEC2),the schemeaequires
thesendeto buffer thewholeblock beforethe rst paclet
of thatblock canbesent.

5.2 HashChains

Basedon the obsenations of Paxson[2(Q who con-
ducteda large scalesurwey of TCP/IPInternetcommuni-
cationsandwho shaved thatlossesftenoccurin bursts,
Golle and Modadugu[1] proposeda streamauthentica-
tion mechanismslesignedo toleratethe loss of paclets
in burstsof at most pacletsin ablock. They construct
adirectedagyclic graphbetweerthe pacletsof theblock,
by putting the cryptographichashof a paclet in one or
several other paclets. If a paclet is signedthenary
paclets for whichthereexistsa pathin the graphjoin-
ing to canbeauthenticatedin theirwork, Golleand
Modaduguproposemethoddo designsuchacyclic graphs
in an optimal way regardingbursty paclet losses. Their
simplestschemes constructedasshavn on the example

of gure 3: thehashof apaclet is storedbothaspartof
thefollowing paclet andaspartof . Finally
thehashe®f thelast pacletsaresent,alongwith

asignatureof these hashedor veri cation.

The sameauthorsfurtherre ned their hashchaincon-
struction to create' AugmentedChains”,whichrequireto
buffer a few paclets, but allows a smallersetof hashes
to be signedat the end. The principle remainsthe same
andwe refer the readerto their work [10] for details. It
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Figure 3. Augmented chain resisting to bursts
of 6 packets in a 16 packet block.

is worth notingthattheir rst schemecantoleratesereral
burstsin a block while the augmenteathainconstruction
may have dif culties in somesituationsif thereare sev-

eralburstsin the sameblock, consequentlyve will focus
ontheir rst schemen this comparison.

Hash Chain Overhead: Theauthorsof [10] donotde-

tail how to choose nordothey provideaclearmethodto

dealwith signatureloss exceptto suggesthe transmis-
sion of several copiesof the signature. If thesesigna-
turesare transmittedfar enoughapart, we can consider
thattheirlossprobabilitiesareuncorrelatedIf we assume
that signaturesare transmitted,we can approximate
the cost of the hashchain constructionas

e bytes per paclets, with the notations
alreadyusedthroughoutthis work. The sizeof is es-
sentiallyconstrainedy the authenticatiodatengy, which
hereis at mostthe distancebetweerthe rst pacletof the
block andthe redundansignaturethatis transmitted
for thatblock. Sincethe simple hashchainconstruction
is not senderside buffered similarly to ECU, the sig-
naturegpertainingto a block aretransmittedafter the last
paclet of thatblock.

RecallingtheMarkov chainmodelof section3 we know
thatthe probabilitythata burstof lost paclketsoccursis

with anaveragelengthof pacletsin a

burst. Consequentlyve will choose in the hashchain
suchthatthe probabilitythata burstexceeds is low, for
examplesuchthat f
we referto thetwo casestudieswve borrovedfrom EMSS
in section3, we would have:

Casel: We propose , , since

. We would transmitthe rst signatureatthe
endof theblock andthe secondsignature20 paclets
later (1 second).The probability that one of the sig-
naturearrivesis approximately

andtheoverheaderpacletis bytes.

Case?2: This caseis more problematicbhecausdahe
network is extremely lossy and the signaturehasa
high probability of being lost. Indeedif we take

the probabilitythatoneredundansignatureat
leastarrivesis (if wetake the
signaturearrival probabilityis loweredto ). But

this meanghateachblockis transmittedalongwith

4 to 8 signaturesandit becomedif cult to de ne a
reasonablesize for . If we choose small
thenwe needto computeseveral signatureper sec-
ondandwe needto sendseveralcopiesof eachthem
duringthe sametime (without a guarantythatlosses
will beindependent)lf we choose largerthenthe
probability of authenticatinga paclket within the au-
thenticationlateny becomedower. As aindication,
if , , since , we have

bytes.

No matterhow goodthe network conditionsare and no
matterhow long the block sizeis, the hashchainshave
at leastan overheadof per paclets (with perhapsl
or 2 extra bytesfor the signature). Comparatiely, our
scheméhasclearly alower overheadvhenthe network is
not too lossy with suchextremesshovn asin Example6
in table2. For morelossystreamspur schemeamaintainsa
high authenticatiomprobability despitethelosseswithout
encounteringhe problemswe describedcherein Case2.

5.3 EMSS

Perrig et al. useda similar hashchainideain their
EMSS[23 scheme.Their work is targetedat more gen-
eral loss patternsand proposesa methodto deal with
signatureloss. As opposedto the work of Golle and
Modaduguwhich usesa deterministicedgerelationship
patternamongthe pacletsin thechain,the EMSSscheme
usesrandomlydistributed edges. Moreover, pacletsare
chainedacrosslocks,thuseventif all theredundansig-
naturespertainingto a block arelost the signaturein the
next block canbe usedto authenticat¢he data(extending
the authenticatiodateng). They performedseveral sim-
ulationsin orderto tunetheright numberof hashego in-
cludein eachpacletdependingpn thelosscharacteristics
of thestream.The signatureof ablockis transmittedsev-
eraltimesto allow it to reachtherecipientwith high prob-
ability, dependingn the characteristiof the network.

Sinceweborravedour2 testcaseglirectlyfrom EMSS,
we canrecalltheir resultshereasa comparisonThe sim-
ulationsconductedn theEMSSschemegiveanoverhead
of  bytesin thetrafc informationscenariqwith anav-
erageveri cation probability perpaclet of 98,7%)andan
overheadof  bytesin the video streamscenario(with
aminimumveri cation probability of 90%). In the latter
scenario,the signatureof a block alonewhich is trans-
mitted twice only hasan estimatedprobability of arrival
of , but sincethereis linking between
blocksa pacletmaybeveri ed by the signatureof future
blocks, however in this casewe understandhat the ver-

i cation lateng limit of a paclet will be exceeded.We
would alsolik e to highlight thattheir schemeused80 bit
key-lesshashesvhile we use 128 bit hashegMD5). A



similar value in our schemewould have given an even
lower overheadper paclet andalso a lower overheadin
theHashChainconstruction.

Despitelonger hashesjn both cases,our schemehas
lower overheadanda higherprobability of block veri ca-
tion within therequiredmaximumauthenticatiodatengy.

5.4 SAIDA

Recently J. Park et al. proposeda streamauthen-
ticastion schemecalled SAIDA[19] which sharesa lot
of similarities with our work. The skeleton of their
schemeis similar to the ECU scheme: they devide the
streaminto blocksandcomputethe hashe®f eachpaclet
in a block, next they usethe IDA (information disper
sion algorithm[24) to computeauthenticationinforma-
tion with addedredundang. This authenticationinforma-
tion is thenpiggybacledin the next block. Providedthat
a certainthresholdof (1-p).b outof b pacletsarerecieved
in a block, the reciepientscanrecover the hasheof the
pacletsandthesignatureof a block.

There is however an important difference with our
scheme in SAIDA, only the piggybaclkedauthentication
informationis usedto recover the hashesandthe signa-
tureof ablock. In our schemesomehashvaluesarecom-
putedfrom therecievedblocksthemseles.By de nition,
this allows our schemeto have a lower communication
overheadper paclet than SAIDA. Using the previously
introducednotationsin this work, the overheadin bytes

perpaclet of SAIDA canbecomputedas

versus in our scheme This advantage
canbe attributedto the useof a two level erasurecodein
our schemewhereSAIDA usesonly a singleredundang
code.

Conclusion

In this work we proposea new approachto real time
lossy streamauthenticationwhich is joinable on block
boundaries. Thoughthe generalidea of using erasure
codesin anauthenticatiorschemeas not completelynew
in itself, we believe thatour schemausesthemin a quite
novel way. Whereprevious proposalausedhashlinking,
we useerasurecodesto achiese a lower communication
overheadper paclet. Moreover, we proposea concrete
mechanisndescribinghow to transmitthe authentication
informationaswell asthe digital signatureassociatedo
a block with equivalentrecovery probabilities. We pro-
posedbuffered and unhufferedvariationsof our scheme
which offer an interestingalternatve to other real time
streamauthenticatioimechanism mary situations.
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