
Enriching intrusion alerts thr oughmulti-host causality

SamuelT. King, Z. Morley Mao,DominicG. Lucchetti,PeterM. Chen

Departmentof ElectricalEngineeringandComputerScience
ComputerScienceandEngineeringDivision

Universityof Michigan
http://www.eecs.umich.edu/CoVirt

Abstract

Currentintrusiondetectionsystemspointoutsuspicious
statesor eventsbut do not showhowthesuspiciousstate
or eventsrelateto otherstatesor eventsin thesystem.We
showhow to enrich an IDS alert with informationabout
how thosealerts causally lead to or result from other
eventsin the system. By enriching IDS alerts with this
typeof causalinformation,wecan leverage existing IDS
alerts to learn more about the suspectedattack. Back-
ward causalgraphscan be usedto �nd which host al-
loweda multi-hopattack (such asa worm)to entera local
network; forward causalgraphscan be usedto �nd the
otherhoststhatwere affectedby themulti-hopattack. We
demonstrate this useof causalityon a local networkby
tracking theSlapperworm,a manualattack that spreads
via several attack vectors, and an e-mail virus. Causal-
ity canalsobeusedto correlatedistinctnetworkandhost
IDSalerts.We demonstratethis useof causalitybycorre-
lating SnortandhostIDS alerts to reducefalsepositives
ona testbedsystemconnectedto theInternet.

1. Intr oduction

Intrusion detectionsystems(IDSs) are used to alert
systemadministratorsto possibleattacks. IDSs moni-
tor eventsat various levels in a systemand attemptto
alert administratorsto events that matchknown attacks
(signature-basedIDS) or do not matchnormal behavior
(anomaly-basedIDS). Host-basedIDSs monitor events
on a single host, such as systemcalls or �le accesses.
Network-basedIDSs monitor packetsthat aresentor re-
ceived.

One factor that limits the accuracy and usefulnessof
IDS alertsis thelackof accompanyingcontext. IDS alerts
point out suspiciouseventswithout relatingthemto other
eventsand statein the system. For example,Snort [1]

highlightssuspiciousmessagesbut doesnotdescribehow
the receiving systemreactedto thesemessagesor what
causedthesendingsystemto sendthesuspiciousmessage.
Tripwire [6] alertsadministratorsto modi�ed system�les
but doesnot show whatcausedthemodi�cations or how
themodi�ed system�les wereusedafterward.Additional
context mayhelpanadministratorseetheconnectionsbe-
tweendifferentalertsor �nd other hoststhat have been
compromised.

This paperdescribeshow to enrich an IDS alert with
causalinformationaboutthe stateor eventsdetectedby
the IDS. Informally, causal information shows which
eventsledto thestate/eventdetectedby theIDSandwhich
eventswere affectedby the state/event detectedby the
IDS. Formally, thiscausalinformationis de�ned by Lam-
port'shappens-beforerelationship[8], which resultsfrom
messagesbetweenhostsandinterprocesscommunication
within ahost.For example,acausaldependency is created
from processA to processB if processA forksprocessB,
if processA sendsa messageto processB, or if process
A writes a �le that is later readby processB. By itera-
tively analyzingthesecausaldependencies,we compute
the transitive closureof causalrelationshipsin the form
of a multi-host causalitygraph. A causalitygraphwith
an IDS alert asa root nodeshows which eventswereaf-
fectedby thestate/eventthatgeneratedthealert.A causal-
ity graphwith an IDS alert asa leaf nodeshows which
eventsled to thestate/eventthatgeneratedthealert.

Causalitygraphscanimprove theeffectivenessof IDS
alerts,asin thefollowing scenarios:

� A wormexploitsavulnerabilityin acompany'spub-
lic webserver, thenstartsinfectingmachinesthatare
behindthecompany �re wall. An IDS on oneof the
internalmachinesdetectsanomalousactivity, but no
IDS alertsoccuronthecompany'spublicwebserver.
A causalitygraphcan tracea worm from the ma-
chine that detectedthe intrusion back to the com-
pany'spublic webserver thatallowedtheworm into



the network. Figures1–3 demonstratethis capabil-
ity for a testbedof machinesinfectedby theSlapper
worm.

� An intruder logs in asa privilegeduserandsched-
ules a job (e.g., throughthe root's crontab�le) for
that night that will scanslowly for othervulnerable
hosts. While logging in asa privilegeduserandis-
suing a slow port scanare both suspicious,neither
is suspiciousenoughon its own to triggeranalert to
the administrator. A causalitygraphcanshow that
thelogin sessionthatwrotethecrontab�le indirectly
led to theslow port scan.Figure6 demonstrateshow
a causalitygraphlinkedtwo IDS alertsduringanat-
tackononeof our testbedcomputers.

The contributions of this paper are (1) to propose
causalitygraphsas a way to enrich IDS alerts; (2) to
show how toenhancetheBackTrackersystem[7] to create
bi-directional,multi-hostcausalitygraphs;(3) to demon-
stratehow causalitygraphscanhelptrackthepropagation
of multi-hostattackswithin anadministrativedomain;and
(4) to demonstratehow causalitygraphscanhelpcorrelate
otherwisedisconnectedIDS alerts.

The following is an overview of the paper. Section2
describeshow theoriginal BackTracker system�nds and
displaysobjectsandeventsfromasinglehostthatcausally
precedea given intrusiondetectionpoint, andSection3
describeshow weexpandthescopeof BackTrackerto �nd
anddisplayeventsfrom a networkof hoststhat causally
precedeor causally follow a given intrusion detection
point. We call this extendedsystemBDB, which stands
for Bi-directional,DistributedBackTracker. BDB repre-
sentsa mechanismthat administratorscanuseto enrich
IDS alerts;administratorscanthenusevariouspolicieson
top of this mechanism.Sections4 and5 describeseveral
scenariosthat demonstratehow an administratormight
usethe informationprovidedby BDB to track multi-hop
attacks(worms,manualattacks,ande-mail viruses)and
correlatedisconnectedIDS alerts. Section7 describes
somelimitations of our approach,and Section8 relates
ourwork to prior research.

2. BackTracker

We introducedtheideaof usingcausalityto analyzein-
trusionswith theBackTracker system[7]. BackTracker
usesamodi�ed Linux kernelto log systemcallsthatform
dependenciesbetweenoperatingsystemobjects. Back-
Trackeranalyzesdependenciesbetweenthreetypesof ob-
jects: processes,�les, and �lenames. For example, a
process� �le dependency is formedwhenaprocesswrites
a �le, anda �le � processdependency is formedwhena
processreadsa �le. Filesareidenti�ed by inodenumber

to allow BackTracker to track a �le acrossrenameoper-
ationsand throughsymbolic links. A process� process
dependency is formedwhenoneprocesscreatesanother
process. Bi-directional dependenciesare also possible,
suchaswhentwo processessharememorywith eachother
(process� process).See[7] for moredetailsontheobjects
andeventsanalyzedby BackTracker.

BackTracker's analysisstartsfrom a suspiciousobject
or eventdetectedby anIDS. BackTracker is independent
of which IDS is used,as long as the IDS can identify a
suspiciousoperatingsystemeventor object.BackTracker
analyzesthecausalrelationshipsformedbetweenobjects
to constructa graphof the objectsandeventsthat led to
thespeci�edintrusiondetectionpoint. Wecall thisaback-
ward graphbecauseit looksbackin timefrom agivenIDS
alert.BackTrackerthen�lters outthedominantsourcesof
noisein thebackwardgraphaccordingto default �ltering
rules.For example,thelogin programreadsandwritesthe
�le /var/run/utmp,whichmakesit appearthateachnew lo-
gin sessionis affecteddirectly by all prior login sessions.
BackTracker's default rulesseekto �lter out eventsthat
generatea lot of noisein the backward graphbut enable
only a low degreeof controlbetweenobjects.New rules
canbe addedeasilyby an administrator, andwe usethis
to add1-3 simplerulesfor eachnetwork serviceusedin
this paper(web, FTP, SMB). For example,we �lter out
readsandwritesto thelist of processesmaintainedby the
FTPserver (/var/run/ftp.pids-all).See[7] for a fuller dis-
cussionof theuseof �ltering rules.

[7] showedthatcombiningcausalanalysisanda setof
six simpleruleswasveryeffective. We analyzedmultiple
attackson a machinewe hadsetup asa honeypot,andin
eachcasetheresultingbackwardgraphhighlightedeffec-
tively thesourceof theintrusionandthepathbetweenthe
initial compromiseandtheintrusiondetectionpoint.

Figure2 showsBackTracker'soutputfor acompromise
causedby the Slapperworm [2]. After an IDS detected
a suspiciousprocess(update ), BackTracker generated
the backwardgraphthat led to this detectionpoint. This
graphshowsthatthewormcompromisedtheApacheweb
server (httpd ) andcausedit to executeabashshell.The
bashshelldownloadedandunpackedauuencodedtar �le,
whichcontainstheSlapperexecutableandthesourcecode
for anotherprogram(update.c ). The bashshell com-
piledthisprogram,thenrantheslapperprocess,whichran
thenewly compiledupdateprogram.

3. Bi-dir ectional,multi-host causality

The original BackTracker tool helpssystemadminis-
tratorsdeterminehow an attackoccurredby showing the
chainof eventsthat led up to thepoint at which an intru-
sion wasdetected.In this section,we show how to gen-
eralizeBackTracker'suseof causalityin two ways:track-



ing causaleffectsforwardaswell asbackward,andusing
backwardandforwardcausalityacrossmultiplehostsona
network. We thendescribenew �ltering rulesto prioritize
thecausalpathsmostlikely to describean intrusionasit
traversesacrossmultiple hosts.

3.1. Forward tracking

BackTracker shows which eventsprecedingan intru-
sion detectionpoint could have contributed to the mod-
i�ed stateor event that wasdetected.We would like to
generalizethis approachto analyzein the forwarddirec-
tion. Analyzingcausalityin theforwarddirectionanswers
thequestion“What eventsandstatewereaffectedby the
intrusiondetectionpoint?”. Considera scenarioin which
anattacker replacesthe/bin/ls executablewith a pro-
gramthat sendsa user's private�les to a collectionsite.
Oncean IDS detectsthat /bin/ls was modi�ed, for-
ward trackingwill show which �les of which userswere
leakedasa result; this couldhelp limit thedamagedone
by the intrusion(e.g.,by informing theuserwhich credit
cardsshouldbecanceled).

Forward causalanalysisis a straightforwardextension
to backward analysis. Forward tracking usesthe same
log of systemcalls and objectsloggedby BackTracker.
WhereasBackTracker addseventsto a graphif they af-
fect anobjectbeforethatobject's time threshold,forward
trackingaddseventsto agraphif they wereaffectedby an
objectafterthatobject's time threshold.

3.2. Multi­host causality

BackTracker'sanalysisis limited to eventsthatoccurred
on the samehostas the stateor event that wasdetected
by the IDS. Becausemany attackspropagatevia thenet-
work, we would like to generalizethis approachto track
intrusionsas they infect multiple hosts. This will allow
us to leverageone host's IDS alert to �nd other com-
promisedhostsupstream(usingbackward causality)and
downstream(usingforwardcausality).As with host-level
causality, this typeof trackingis limited to machinesun-
derouradministrativecontrol.

To track causality acrossmultiple hosts, we extend
BackTracker'sloggingto alsotracknetwork sendsandre-
ceives. If process1 on machineA sendsa packet to pro-
cess2 on machineB, this forms an inter-hostcausalde-
pendency from process1 to process2. Connectinga send
eventwith its correspondingreceiveeventrequiresidenti-
fying eachpacket (or connection).Thereareseveralways
to identify packets. Thesimplestis to useinformationin
existing network headers,suchas the sourceand desti-
nationIP address,portnumber, andsequencenumber(for
TCPmessages)1. Anotherapproachis to supplementmes-

1The gateway that receives messagesfrom outsidethe network can

sageswith additionalinformation[10], eitherat network
routersor usingour modi�ed kernel. Finally, onecould
identify packetsby storinga hashof their contents.We
currentlyidentify packetsby their sourceanddestination
addressesandsequencenumber;this simpleapproachis
suf�cient for theTCP-basedattacksevaluatedin this pa-
per.

3.3.Prioritizing packets

Tracking the causalrelationshipscausedby network
communicationcanleadto extremelylargegraphs.Con-
sider the following scenario:an intruder attainsa login
sessiononaninternalcomputer(A). He thenusesthatlo-
gin sessionto compromisean internal SMB server (B).
From the SMB server, he browsesthe departmentalweb
server, then launchesa worm. Using one of the outgo-
ing worm messagesasa startingpoint, an administrator
cangenerateamulti-host,backwardcausalitygraph.This
graphwill includethekey link in theattack,which is the
messagefrom thelogin session(A) to theSMB server(B).
However, the graphwill also includethe irrelevantmes-
sagesfrom the departmentalweb server. To make mat-
tersworse,the graphmay alsoincludeotherclientsthat
happenedto affect theexecutionof thedepartmentalweb
serverbeforethatserversentpagesto theSMB server.

Anotherexamplescenariois if a network servicehan-
dlesa seriesof requestsin a singleprocess.If this net-
work serviceis compromised,it will causallydependon
all prior incomingrequests.Fortunately, network services
areoftenbuilt to createanew processto handleeach(or a
few) incomingrequests.Creatinga new processhelpsto
limit thesetof incomingpacketsthatcausallyprecedean
intrusion.

In orderto counteractthetendency of graphsto explode
in size, we must prioritize which packets to include in
multi-host causalitygraphs. This is analogousto �lter -
ing hosteventsthatarelesslikely to becritical stepsin an
intrusion. Prioritizing packetsleadsto thesametradeoffs
inherentto any kind of �ltering. Even objectsor events
that areunlikely to be importantin understandingan in-
trusion may neverthelessbe relevant, and �ltering these
outmayaccidentallyhideimportantsequencesof events.

Therearenumerousmethodsonecoulduseto prioritize
which packets to follow in backward or forward causal
analysis.The�rst methodis a simpleheuristicthatworks
well for today's simpleworms. A commonpatternof to-
day's wormsis to connectto a network service,compro-
mise it (e.g., with a buffer over�ow), then immediately
start a root shell or a backdoorprocess. For this pat-
tern, the bestprocessto follow when performingback-
ward causalityprocessis the highest(i.e., earliest)pro-

useingress�ltering to checkthatthesemessagesdonotspoofaninternal
network address[5]



cessin thebackwardgraphthatreceivedanetworkpacket.
The bestpacket to follow for this patternis the mostre-
centpacket receivedby thehighestprocess.We call this
heuristichighestprocess,mostrecentpacket.

A moregeneralandrobustmethodfor prioritizingpack-
etsis to choosepacketsthatarerelatedcausallyto another
IDS alert.For example,anadministratormayuseforward
trackingfrom ahostthathasdetectedabackdoorprocess.
Theforwardcausalgraphfrom this processwill show all
hoststhatreceiveda messagefrom thebackdoorprocess,
aswell asthesubsequentactionson thosehoststhatwere
caused(directly or indirectly) by receiving thatmessage.
Someof thesemessagesarelikely innocentor ineffective,
while othersmay be maliciousandeffective. Messages
that are maliciousand effective are more likely to lead
causallyto other IDS alertsandshouldthereforebe pri-
oritized. TheseotherIDS alertsmay be from a network
anomalydetectorthatpointsout suspiciousmessagesdi-
rectly, or they maybefrom a hostIDS thatdetectssuspi-
cioushostactivity that resultsindirectly from thesemes-
sages.

Another methodof prioritizing packets leveragesthe
fact thatmostwormsrepeattheir actionsasthey traverse
hosts.They usuallypropagatefrom hostto hostusingthe
sameexploit, or perhapsusingoneof afew exploits. They
may also perform the sameactivities on eachhost they
compromise,suchasinstalling backdoors,patchingvul-
nerabilities,or scanningfor privateinformation.Thesere-
peatedactionsform apatternthatcharacterizestheworm.
As we causallyfollow anintrusionalertfrom hostto host
(forwardor backward),we canlearnthis patternanduse
it to prioritize packetsthatcausesimilar patternson other
hosts.

A patternfor a worm may be characterizedin many
ways.It couldbethesetof �les or processesthatcausally
follow from a receivedpacket. More generally, onecould
characterizea worm by the topologyof the causalgraph
resultingfrom thereceivedpacket. In fact,onecanview
thetopologyor membershipof apacket's forwardcausal-
ity graphasa signatureof a worm andraisean IDS alert
wheneveroneseesthis signature.Similarly, onecanview
thetopologyor membershipof anetworkservice'scausal-
ity graphasa pro�le of thatnetwork serviceandraisean
alarmwheneveroneseesananomalouscausalitygraph.

Finally, in some casesone can take advantageof
application-speci�cknowledgeto identify moreprecisely
which incomingpacket causesa givenaction. For exam-
ple,amail clientmaybeableto informthecausalitytrack-
ing systemwhichdownloadedmail messagecontainedthe
attachmentthatis beingviewed. If theviewer is compro-
misedwhile viewing thatattachment,thecausalitytracker
canfocuson theappropriatemessage.

Host A

Host B

Host C

Host D

Local
Network

External
Network

(3)

(1)

(2)

Figure 1. Inter ­host propagation of the Slap­
per worm. The worm �r st inf ects Host A,
then launc hes attac ks against Hosts B, C,
and D. After an IDS detects the attac k on
Host D, BDB tracks the attac k backwar d to
Host A, then tracks it forwar d to Hosts B and
C. The solid lines depict the attac ks, and the
dotted lines depict the order of BDB's anal­
ysis.

4. Tracking multi-hop attacks

The prior sectionsintroducedthemechanismsusedby
BDB to connectmultiple alarmstogether. In thenext two
sections,we discussanddemonstrateseveralwaysto use
thesemechanisms.In this section,we track attacksthat
traverseseveralhostswithin anadministrativedomain.

4.1.Overview

Many organizationsplacemostof their computersand
serviceson an intranetbehinda �re wall, with only a few
computersandservicesexposedto thepublicInternet.Re-
lying too heavily on this type of perimeterdefensehas
well-known �a ws: if an attacker breachesthe �re wall
(suchas throughan infectedlaptop,email virus, or bug
in oneof thepublic network services),hegainsaccessto
thecomputerson the local network, which areoften less
secured.To cleanupaftersuchabreach,theadministrator
must �rst �nd all the computersthat have beencompro-
mised. It canbe quite dif�cult to �nd which computers
have beencompromisedduringanattack,becausetheat-
tackermaybreakinto asystem,stealor corruptdata,then
cleanupby removing telltalesignsof hisattack.

In this section,we show how BDB can track attacks
thattraversemultiplehosts,evenwhentheintrusionis de-
tectedinitially on only a singlehost. After an intrusion
is detectedon a singlehost,BDB tracksbackwardto de-
terminewhat led to the intrusionon that host. Tracking



backcontinuesacrossnodesuntil it reachesthe point at
which the attackenteredthe intranet. Finding the point
theattackenteredtheintranetis usefulin securingthenet-
work againstfutureattacks.If theattackenteredvia anin-
fectedlaptop,the administratorcanchastiseandeducate
theuser;if theattackenteredvia abuggynetwork service,
theadministratorcandisablethatserviceor applya patch
[13]. After backwardtrackingis complete,BDB performs
forward tracking to �nd other compromisedhosts. As
BDB �nds compromisedhostsduringbackwardandfor-
ward tracking,it providesthe opportunityto learnabout
the attack. The information it learnscanbe usedto de-
velopnetwork andhostsignaturesof theattackthatcanbe
usedto avoid futurecompromisesor scanothernetworks
for compromisedhosts.

As discussedin Section3.3,prioritizing which packets
to follow canbedonein avarietyof ways.In Section4.2,
we track the Slapperworm backward using the highest
process,mostrecentpacket heuristic.During theforward
trackingphase,we prioritize which packetsto follow by
leveragingthe signatureslearnedaboutthe worm while
tracking it backward. In Section4.3, we prioritize the
packetsby following those�agged assuspiciousby the
Snort network IDS. In Section4.4, we useapplication-
speci�c instrumentationto identify whiche-mailmessage
led to latereventson thehost.

4.2. Slapperworm

We �rst demonstratetheability of BDB to trackattacks
acrossmultiple hostsby releasinga modi�ed versionof
the Slapperworm on a local worm testbed(Figure 1).
We modi�ed thespreadingpatternof Slapperto look for
new victims on the local network beforeusingits default
methodof searchingfor vulnerablemachinesamongran-
domlygeneratedIP addresses.

Our testbedcontainsfour vulnerableweb servers: one
accessiblefrom boththepublic Internetandthelocalnet-
work, and threeaccessibleonly from the local network.
To make it harderto track theworm, we addbackground
noiseby runningtheSPECweb99benchmarkbetweenthe
webservers.Two machinesactedasSPECweb99servers,
andtheothertwo machinesactedasSPECweb99clients.
Thisworkloadgenerated95,943operatingsystemobjects
and1,628,937eventsspreadout over the four machines.
Thetestwasrun for 20 minutes,with theworm beingre-
leased10minutesafterthetestbegan.

The initial detectionpoint occurredon Host D when
an IDS detecteda suspiciousprocessnamedupdate ;
Figure 2 shows the causalitygraphon Host D that led
to this process. The update processis usedby Slap-
per to spreadthe worm to othermachines.This process
on HostD is thestartingpoint of our backwardtraversal.
Thecausalitygraphshowsthatupdate is compiledfrom

sourcecode,whichis downloadedby ashelloverasocket.
Theshell is startedby acompromisedwebserver.

Using the highestprocess,mostrecentpacket heuris-
tic, BDB identi�es a packet received by the web server
processas likely to be part of the attack. That packet
originatedfrom HostA andis thestartingpoint for back-
ward trackingon that host. Trackingthe packet on Host
A resultsin sequenceof eventssimilar to thosefoundon
HostD. However, thehighestprocess,mostrecentpacket
heuristicidenti�es a packet thatoriginatedfrom anexter-
nal source,soBDB's traversalbackwardstops.

While trackingthewormbackwardfromHostD to Host
B, BDB collectsinformationabouttheworm in theform
of a backward causalitygraph. Thesegraphsaresigna-
turesthatdescribehow theworm behaveson a computer.
BDB usesthis informationto go forwardanddetectother
instancesof theworm.

The forward traversalbegins with the httpd process
onHostA sincethatis thestartingpointof theworm(Fig-
ure3). BDB initially considersall activity resultingfrom
this point. In addition to communicatingwith Host D,
thewormalsocontactsHostsB andC. BDB usesforward
tracking to examinethe effectsof eachoutgoingpacket
on thereceiving hosts.To determineif theworm hadin-
fectedthesemachines,BDB searchestheforwardgraphs
for the causalitysignaturesfound while traversingback-
ward. In bothcases,thesignatureis found,andthehosts
aredeemedexploited.

BDB tracks the Slapperworm effectively using the
highestprocess,mostrecentpacket heuristicandmatch-
ing host worm signaturesfound during the backward
traversalphase. Despitethe heavy load on the network
service that was exploited, BDB �ltered out irrelevant
eventsandhighlightedonly theactionsof theworm. The
backwardandforwardgraphsof all of theinfectednodes
containa total of 171objectsand251events,which is 2-
3 ordersof magnitudelessthan the total activity on the
system.

4.3 Multi­v ector manual attack

Although the highest process, most recent packet
heuristicis effectivefor theSlapperwormandmany other
existing exploits we examined, an attacker that knows
aboutthis heuristiccould evadedetection.For example,
anattackercouldimplicateaninnocentrequestby receiv-
ing it betweentheinitial exploit andthenext phaseof the
attack. Anotherdif�cult scenariooccurswhenthereare
multiple network servicesat different rootsof the back-
ward graph;in this case,thereis no uniquehighestpro-
cess.

Oneway to addresstheseshortcomingsis to usea net-
work IDS to prioritize which packetsto follow. While a
network IDS maynot beaccurateenoughto trackattacks
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by itself, it may be accurateenoughto prioritize which
packetsBDB shouldfollow. In this paper, weusethenet-
work IDS Snort [1] to prioritize packetsfor BDB. Snort
matchesmessagesagainsta numberof known signatures;
for this test,we userulesthat �nd commonlyusedshell-
codeinstructions.For example,Snortdetectsconsecutive
no-op instructions,which are usedoften in buffer over-
�o w attacksto compensatefor variationsin processad-
dressspaces.Althoughthis typeof network anomalyde-
tectoris proneto falsepositives,it is effective enoughto
prioritize which causally-relatednetwork packets to ex-
amine�rst.

To evaluatewhethera network IDS canprioritizepack-
ets effectively, we carried out an attack on our local
network that exploits several network serviceson vari-
ous nodeswithin our system(Figure 4). We simulate
a stealthyattacker by compromisingonehostat a time,
ratherthanscanningthenetwork andattackingall vulner-
ablehosts.Westartby breakinginto apublicly accessible
webserver. Fromthere,wecompromisesucceedinghosts
throughvulnerabilitiesin theftp andsambaservers.Each
attackresultsin aninteractiveshell,andwe usethatshell
to downloadtoolsandbreakinto thenext host.

Our testbedincludes12 hosts: four web servers, four
ftp servers,and four sambaservers. Eachof the nodes
also doublesas a client. To make it harderto track the
attack,we addbackgroundnoisethrougharti�cial users
who are loggedinto eachcomputer. Eachusermounts
all four sambaserversin his �le space.Theusersdown-

Host A

web server web server web server web server

ftp server ftp server ftp server ftp server

samba serversamba serversamba serversamba server

Host B Host C Host D

Host E Host F Host G Host H

Host I Host J Host K Host L

External
Network Network

Local
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(1) (4)
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Figure 4. Inter ­host propagation of the multi­
vector attac k. We carried out an attac k on
�ve of the 16 testbed hosts (A, E, I, G, K)
using multiple attac k vector s (solid lines).
After an IDS detects the attac k on Host I,
BDB tracks the attac k backwar d to Host E
and A, then tracks it forwar d to Hosts E, I, G,
and K.

load sourcecode from a randomlyselectedweb or ftp
server, then unpackthis sourcecodeto a randomlyse-
lectedsambamounteddirectoryandcompileit. Theentire
processis repeatedfor thedurationof thetest. Theseac-
tivities resultin largeamountsof noise;acrossall twelve
nodesthereareover 2 GB of network traf�c, 6,589,526
operatingsystemeventsand814,262operatingsystemob-
jects. Thetestwasrun for 20 minutes,andthe intrusions
occurred10minutesaftertheteststarted.

The attack is detectedinitially on Host I, when the
attacker launchesa backdoorprocessthat opensa raw
socket. BDB generatesa backward graph using the
backdoor processas the detection point, then sees
which of the causally related incoming packets were
�agged assuspiciousby Snort. In this case,oneof the
incomingpacketsin thebackwardgraphhadbeen�agged
assuspiciousby Snort.Thesuspiciouspacket camefrom
the ftp server on Host E. Using the suspiciouspacket as
thestartingpoint for anotherBackTracker iteration,BDB
again found that one of the causallyrelatedpackets on
Host E's backwardgraphhadbeen�agged assuspicious
by Snort.Thispacket ledusbackto thepublicwebserver
onHostA. All causallyrelatedincomingpacketsonHost
A arefrom externalconnections,so thebackwardtraver-
salendshere.

Startingfrom theexternalwebserver, BDB usesSnort
to prioritize amongthecausallyrelatedoutgoingpackets,
with the goal of �nding other compromisedhosts. The
forwardanalysisled usbackto HostE andthenagainto
Host I. From Host I, BDB found that the attacker broke
into HostG andthenHostK.



In the end, BDB found all of the infectedhostsand
highlighted420operatingsystemobjectsand19 network
packetsof the814,262objectsand2 GB of network data
on the entire system. BDB's resulting causalgraph is
small enoughthat an administratorwho wantsto under-
standthe attackin moredetail canexamineeachobject
andpacketby hand.

Although BDB found all compromisedhosts, there
weresomefalsepositives in our analysis. In particular,
Snort �agged as high priority seven packets that unsuc-
cessfullyattemptedto usethe sambaexploit. Thesedid
not affect our analysisbecausenoneof the unsuccessful
break-inattemptsgeneratedany extraneousnetwork ac-
tivity, andall of theattackedhostswereeventuallybroken
into. To reducethesefalsepositives,BDB couldprioritize
network packetsfurtherby usingadditionalIDSs; for in-
stance,it couldseewhich suspiciousnetwork packetsled
to otherhostIDS alertson thereceiving host.

4.4. E­mail virus

Attacksoften propagatethrougha network via e-mail
viruses.E-mail virusestypically spreadby fooling a user
into running a suspiciousapplicationor by exploiting a
helperprocessusedto handlean attachment. Unfortu-
nately, the structureof e-mail handlingprogramsmakes
it dif�cult for BDB to track the causalrelationshipbe-
tweenincomingmessagesandsubsequentactions.E-mail
serversthat receive messagesande-mail clientsthat dis-
play themfor userstendto belong-livedandto readmul-
tiple messagesat a time. BecauseBDB trackscausality
at the granularityof a process,it assumesconservatively
thatall messagesthathavebeenreadaffectall subsequent
actions.Trackingcausalityat a moreprecisegranularity
requiresprogram-speci�cinstrumentation,and this sec-
tion demonstrateshow onecanenhanceBDB in this way
to tracke-mailviruses.

We madetwo application-speci�cchangesto support
e-mail trackingacrossmultiple hosts.First, we modi�ed
theexim e-mailserver to link thenetwork messagesit re-
ceiveswith e-mailmessagesIDs. Second,wemodi�ed the
pinee-mailclient to inform BDB of the“current” e-mail
messageID beingreadat a given time. We assumethat
thesaving of anattachmentor launchingof a helperpro-
cessis causedby the currente-mail messagebeingread
by theuser. Thesechangesallow usto track(backwardor
forward)theeffectsof ane-mailmessageasit is received
by the server, transferredto the client, andviewed by a
user. Resultingactionson a host, suchas writing �les,
startingnew processes,andsendingmessages,aretracked
via BDB's normalmechanisms.

We testedthe ability of BDB to track an e-mail virus
by installingour instrumentede-mailserver andclient on
our testbed,thenreleasinga virus. Figure5 shows how

BDB's resultingcausalitygraphis ableto track thevirus
backwardfrom theinitial detectiononHostA (Figure5a),
back to whenthe virus wasreceived by the exim server
(Figure5b),backto theupstreamHostB (Figure5c).

5. Corr elating multiple alerts within and
acrossnodes

In this section,we discussthe bene�ts of correlating
multiple IDS alertsusingcausality, andweshow how cor-
relatingalertswith causalitycanreducefalsepositiveson
a testbedsystem.

5.1.Overview

A major problem with many IDSs is false positives.
One approachto reducethesefalsepositives is to com-
bine multiple host or networks IDS alerts into a single,
higher-con�dencealert.Priorapproachesconnectdistinct
alertsthroughstatisticalcorrelationonvariousfeaturesof
thealert,suchasthedestinationIP addressor time of the
alert. BDB makesit possibleto correlatealertsin a new
way by revealingwhichalertsarerelatedcausally.

The main bene�t of relating alertscausallyis its po-
tentialfor increasedaccuracy—statisticalcorrelationmay
suffer from coincidentalevents,whereascausalrelation-
shipsaredeterminedby chainsof speci�c OSandnetwork
events.

In addition,usingcausalityto correlatealertscanreduce
dramaticallythe amountof dataeachIDS needsto pro-
cess.For example,in Section4.3, we showedhow BDB
revealedwhich outgoingnetwork packetswere causally
relatedto a host IDS alert. BDB can thus narrow the
searchfor suspiciousnetwork activity to a handful of
packets,evenin themidstof a busynetwork. In thesame
way, BDB canreducetheamountof datathata hostIDS
must examine. For example,a host IDS needexamine
only thoseprocessesand�les thatarerelatedcausallyto
packetsthatare�agged assuspiciousby a network IDS.
Thisallowsoneto useintensivehostIDSsthatwouldoth-
erwisebetooslow [12].

Two IDS alertsmay be relatedcausallyin a variety of
ways.Onealertmaycausallyprecedeor follow theother.
Or, twoalertsmayshareacommonancestor, suchaswhen
a single shell processexecutestwo child processesthat
eachperforma suspiciousaction. It is up to higher-level
policiesto determinehow to scorethesedifferentcausal
relationships,andwe leavethis to futurework. Wespecu-
latethatalertsaremorelikely to becorrelatedif oneis the
directdescendantof theotherthanif they simply sharea
commonancestor.
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5.2. Results

To testhow effectively causalitycanbe usedto corre-
latealerts,we ranBDB on two testsystemsthatwereex-
posedto the Internet. One systemwas running the de-
fault RedHat6.2 installation; the other was running the
default RedHat7.0 installation.Both systemshadseveral
vulnerableserversthatwereaccessiblefrom theInternet,
including the bind, ftp, andweb servers. We con�gured
thesystemto usea network IDS anda hostIDS. We used
Snortwith its default rulesasanetwork IDS, andweused
ahostIDS that�aggedassuspiciousany processthatruns
asroot. While both IDSs areexpectedto generatemany
falsepositives,correlatingalertsfrom thesetwo IDSsus-
ing causalitycanincreaseour con�dencethatalertsresult
from actualcompromises.To correlatealerts,we started
with Snortalertsandgeneratedcausalgraphson thehost
for eachsuspiciousnetwork message.We thenreported
any processesin the resultingcausalgraphsthat ran as
root.

We ran thesystemfor two days. 2 During this period,
Snortgenerated39 alerts,andthe host IDS detectednu-
merousroot processes.Of thesealerts, BDB detected
two that wereconnectedcausally: an outgoingmessage
�agged by Snortandtwo root processes.Figure6 shows
thatthealertswereconnectedcausallythroughacommon

2We alsousedBDB on oneof our desktopcomputersto correlate
SnortandhostIDS alerts.Althoughwe werenot attacked successfully
over this period,BDB waseffective at �ltering out the numerousfalse
positivesgeneratedby Snort.

ancestor(the httpd process),We con�rmed by handthat
thesetwo alertswereindeedtheresultof a successfulat-
tack. Snort's alert resultedfrom a suspiciousoutgoing
packet (triggering the “uid=” rule that indicatesthe out-
put of the id command)that wassentby a shell process
executedby a compromisedweb server. The shell pro-
cessalsodownloadedvarioustoolsandgainedrootaccess
througha local modutils exploit, which triggeredthe
hostIDS alert.

We examinedthe other Snort alertsby handto seeif
therewereany othertrue positives. We found oneother
truepositive, in which theattacker compromisedtheweb
server but did not gainroot privilege. This illustratesthe
tradeoffs involved in correlatingIDS alerts. Reporting
only correlatingalertsreducesthe numberof falseposi-
tives,but it maymasksometruepositivesaswell. Corre-
latingSnortalertswith amoresophisticatedhostIDS may
havereportedbothtruepositives.

Overall, BDB effectively reducedthe numberof false
positives on our testbed. It also reducedadministrative
overheadbyallowingusto useSnort'sdefaultrules,rather
thancustomizingthesetof rulesby handto reducefalse
positives.

6. Prototype implementation and perfor-
mance

BDB is aworkingprototypeimplementedfor theLinux
operatingsystem.Causaltrackingis implementedastwo
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separatemodules: one for logging the speci�c causal
eventsandanotherfor generatingforwardandbackward
graphs.The logging requiresmodi�cations to the Linux
operatingsystem;the resultinglogs can be written to a
local �le or streamedout over the network. The graph
generatorthenparsesthe logs to createthegraphs.BDB
storeslogsin aMySQL database;thisallowsit to generate
graphsquickly evenfor largelogs. For example,generat-
ing a graphfrom a log containing2,187,963objectsand
55,894,869eventstakes about26 seconds.The time to
generategraphsis proportionalto the numberof objects
in the �nal causalgraphratherthan the total numberof
objectsin thelog. As a result,themulti-hopexampledis-
cussedin Section4.3tooklessthan45secondsto perform
thecompleteanalysisoverall 12nodes.

7. Limitations

As with most security enhancements,using causal
tracking to enrich IDS alertshasits limits. First, BDB
can track eventsonly on hoststhat are using its kernel
modi�cations. Both backwardandforward trackingstop
whenthey reachahostthatis not runningBDB. For max-

imum effectiveness,anadministratorshouldrun BDB on
all hostsin heradministrativedomain.

Second,BDB tracksonly a subsetof the many events
that form dependencies,andeventsoutsidethis set lead
to covert channels. For example,BDB ignoresthe de-
pendency that is formedif oneprocesscreatesa �le in a
directoryandanotherprocesslists thecontentsof thatdi-
rectory. [7] describeswhy it is dif�cult for anattacker to
usethesetypesof covert channelsto carry out an attack
without beingtrackedby BDB, but it is still possible.An
attackermayalsocreateacovertchannelby leveragingan
unmonitoredhost. BDB cannottrack causalityon hosts
that lack instrumentation,and an attacker can breakthe
causalchainby traversingsuchahost.

Anotherstyle of attackagainstBDB is to deliberately
createnoisein the causalgraphs,eitherby generatinga
large numberof events,or by implicating innocentpro-
cessesand hosts. However, theseactionsmay make it
easierfor anIDS to noticetheattacker.



8. Relatedwork

Other researchprojectshave usedthe idea of causal-
ity to identify theeffectsof an intrusion. TheRepairable
File System[16] identi�es potentially tainted �les by
trackingthe �o w of informationacrossoperatingsystem
events. While the RepairableFile Systemperformsfor-
wardcausalanalysis,it doesnottrackdependenciesacross
the network or �lter the resultinggraphto prioritize the
likely pathsof an intrusion. In the databasearea,work
by Ammann,Jajodia,andLiu tracksthe�o w of contami-
natedtransactionsthrougha databaseandrolls databack
if it hasbeenaffecteddirectly or indirectly by contami-
natedtransactions[3].

In addition to our approachof using causality, other
techniqueshave been used to track multi-hop attacks.
Work byZhangandPaxsondetects“steppingstones”used
to carry interactive communicationacrossmultiple hops
by seeingwhich packets have correlatedsize and tim-
ing characteristics[15]. Wang and Reeves extend this
approachby manipulatingthe timing of packetsto more
easilycorrelatedpacketsacrossmultiple hops[14]. Our
approachhasadvantagesanddisadvantagescomparedto
prior approaches.The main disadvantageis that our ap-
proachrequiresone to monitor eachhost in the chain.
Henceourapproachis suitablemainly for communication
within a singleadministrative domain. The main advan-
tageof our approachis that it is independentof timing
becauseit cantrackactualcause-and-effectchains,rather
thanrelying on lessrobustcharacteristicssuchastiming.
Henceour approachcan track non-interactive multi-hop
attacks,suchasworms(evenstealthyones).

Many prior researchershave soughtto correlateIDS
alerts to reducefalsepositives [11] [4] [9]. Most prior
projectscorrelateIDS alerts basedon sharedfeatures,
suchassourceor destinationIP addressesof packetsor
the time at which the IDS alert occurred.Otherprojects
useprior knowledgeaboutsequencesof actionsto con-
nectIDS alertstogetherinto anattackscenario.Ourwork
addsa new way to connectIDS alerts,by trackingactual
cause-and-effect chainsto connectprior alertswith later
ones.

9. Conclusionsand futur e work

Causalityprovidesanew mechanismfor enhancingIDS
alerts. Insteadof seeingeachIDS alert in isolation,one
canusecausalityto seewhich eventsandstateled up to
theIDS alert,andwhich eventsandstatewerein�uenced
by thestatedetectedby the IDS. BDB follows causalre-
lationshipsbothforwardandbackwardandfollowscausal
relationshipsacrossmultiple hosts.

Themechanismof causalitycanbeusedin a varietyof
waysto increasetheaccuracy andreachof IDS alerts.We

demonstratedhow causalitywasableto tracktheSlapper
wormasit spreadwithin a localnetwork. Wealsoshowed
how causalitytrackeda manualattackthatspreadvia dif-
ferentattackvectors,andwe showedhow causalitycould
beenhancedwith application-speci�cknowledgeto track
an e-mail virus. Finally, we showed how causalitycan
correlatedistinct network and host IDS alertsto reduce
thenumberof falsepositives.

In the future,we plan to explorehow the causalgraph
generatedby BDB canbeusedasa standalonehostIDS.
An administratorcan specify or pro�le a set of causal
graphsfor eachnetwork service,thenrestrict thesystem
to generateanalertif it seesacausalgraphoutsideof this
set. We alsoplan to studywhat typesof causalrelation-
shiparemostlikely to connectrelatedIDS alerts.

In summary, webelievethatcausalityis ausefulway to
gainadditionalinformationfrom existing IDS alerts. By
leveragingtruepositivesfoundby existing an IDS, BDB
can�nd otherhoststhatwerealsocompromisedandcan
correlatedistinct alertsto form fewer, higher-con�dence
alerts.
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