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Abstract

Currentintrusiondetectiorsystemgointoutsuspicious
statesor eventsbut do not showhowthe suspiciousstate
or eventsrelateto otherstatesor eventsin the systemWe
showhowto enrich an IDS alert with informationabout
how thosealerts causally lead to or result from other
eventsin the system. By enriching IDS alerts with this
typeof causalinformation,we can leverage existing IDS
alerts to learn more about the suspectedittadk. Badk-
ward causalgraphscan be usedto nd which hostal-
loweda multi-hopattad (sud asa worm)to entera local
network; forward causalgraphscan be usedto nd the
otherhoststhat were affectedby the multi-hopattadk. We
demonstate this use of causalityon a local networkby
tracking the Slapperworm, a manualattad that spreads
via several attadk vectos, and an e-mail virus. Causal-
ity canalsobeusedto correlatedistinctnetworkand host
IDS alerts. We demonstatethis useof causalityby corre-
lating Snortand hostIDS alerts to reducefalse positives
on a testbedsystentonnectedo the Internet.

1. Intr oduction

Intrusion detectionsystems(IDSs) are usedto alert
systemadministratorsto possibleattacks. IDSs moni-
tor eventsat variouslevels in a systemand attemptto
alert administratordo eventsthat matchknown attacks
(signature-basetDS) or do not matchnormal behaior
(anomaly-basedDS). Host-basedDSs monitor events

on a single host, such as systemcalls or le accesses.

Network-basedDSs monitor pacletsthat are sentor re-
ceved.

One factor that limits the accurag and usefulnessof
IDS alertsis thelack of accompaying context. IDS alerts
point out suspiciouseventswithout relatingthemto other
eventsand statein the system. For example, Snort[1]

highlightssuspiciousnessagebut doesnot describehow
the receving systemreactedto thesemessagesr what
causedhesendingsystento sendthesuspiciousnessage.
Tripwire [6] alertsadministratoréo modi ed systemles
but doesnot shov what causedhe modi cations or how
themodi ed systemles wereusedafterward. Additional
context mayhelpanadministratoseethe connectiondbe-
tweendifferentalertsor nd other hoststhat have been
compromised.

This paperdescribeshow to enrichan IDS alert with
causalinformation aboutthe stateor eventsdetectedby
the IDS. Informally, causalinformation shovs which
eventsledto thestate/gentdetectedy thelDS andwhich
eventswere affected by the state/gent detectedby the
IDS. Formally, this causainformationis de ned by Lam-
port's happens-befarelationshig8], which resultsfrom
messagebetweerhostsandinterprocesgommunication
within ahost.For example acausablependengis created
from proces9A to processB if procesA forks processB,
if processA sendsa messageo processB, or if process
A writesa le thatis laterreadby processB. By itera-
tively analyzingthesecausaldependenciesye compute
the transitive closureof causalrelationshipsin the form
of a multi-host causalitygraph. A causalitygraphwith
an DS alertasa root nodeshavs which eventswere af-
fectedby thestate/gentthatgeneratedhealert. A causal-
ity graphwith an IDS alert asa leaf nodeshowns which
eventsledto the state/g@entthatgeneratedhealert.

Causalitygraphscanimprove the effectivenesf IDS
alerts,asin thefollowing scenarios:

A worm exploits a vulnerabilityin acompaty's pub-
lic websener, thenstartsinfectingmachineghatare
behindthe compary rewall. An IDS on oneof the
internalmachinesdetectsanomalousactivity, but no
IDS alertsoccuronthecompary'spublicwebsener.
A causalitygraphcan trace a worm from the ma-
chine that detectedthe intrusion back to the com-
pary's publicweb senerthatallowedthe worminto



the network. Figures1-3 demonstratehis capabil-
ity for atestbedof machinesnfectedby the Slapper
worm.

An intruderlogs in asa privilegeduserand sched-
ulesa job (e.g.,throughthe root's crontab le) for

that night thatwill scanslowly for othervulnerable
hosts. While loggingin asa privilegeduserandis-

suing a slow port scanare both suspiciousneither
is suspiciousnoughon its own to triggeranalertto

the administrator A causalitygraphcanshaw that
thelogin sessiorthatwrotethecrontable indirectly
ledto the slow portscan.Figure6 demonstrateBow

a causalitygraphlinkedtwo IDS alertsduring anat-

tackon oneof ourtestbeccomputers.

The contrikutions of this paper are (1) to propose
causalitygraphsas a way to enrich IDS alerts; (2) to
shav how to enhancéheBackTrackersysteni7] to create
bi-directional,multi-hostcausalitygraphs;(3) to demon-
stratehow causalitygraphscanhelptrackthe propagation
of multi-hostattackswithin anadministratvedomain;and
(4) todemonstratbow causalitygraphscanhelpcorrelate
otherwisedisconnectedDS alerts.

The following is an overview of the paper Section2
describesow the original BackTracker system nds and
displaysobjectsandeventsfrom asinglehostthatcausally
precedea given intrusion detectionpoint, and Section3
describesiow we expandthescopeof BackTrackerto nd
anddisplay eventsfrom a networkof hoststhat causally
precedeor causally follow a given intrusion detection
point. We call this extendedsystemBDB, which stands
for Bi-directional, Distributed BackTracker. BDB repre-
sentsa mechanisnthat administratorscan useto enrich
IDS alerts;administratorganthenusevariouspolicieson
top of this mechanism.Sections4 and5 describeseveral
scenariosthat demonstratehow an administratormight
usethe informationprovided by BDB to track multi-hop
attacks(worms, manualattacks,and e-mail viruses)and
correlatedisconnectedDS alerts. Section7 describes
somelimitations of our approach,and Section8 relates
ourwork to prior research.

2.BackTracker

We introducedheideaof usingcausalityto analyzen-
trusionswith the BackTracker system[7]. BackTracker
usesamodi ed Linux kernelto log systemcallsthatform
dependenciebetweenoperatingsystemobjects. Back-
Trackeranalyzeslependencielsetweerthreetypesof ob-
jects: processes,les, and lenames. For example, a
process le dependengisformedwhenaprocessvrites
a le, anda le processdependengis formedwhena
procesgeadsa le. Filesareidenti ed by inodenumber

to allow BackTracker to tracka le acrossrenameoper
ationsand throughsymboliclinks. A process process
dependengis formedwhenone processcreatesanother
process. Bi-directional dependenciesre also possible,
suchaswhentwo processesharememorywith eachother
(process process)Sed7] for moredetailsontheobjects
andeventsanalyzedoy BackTracker.

BackTracker's analysisstartsfrom a suspiciousobject
or eventdetectedby anIDS. BackTracker is independent
of which IDS is used,aslong asthe IDS canidentify a
suspiciousoperatingsystemeventor object.BackTracker
analyzeghe causalelationshipgormedbetweerobjects
to constructa graphof the objectsandeventsthatled to
thespeci edintrusiondetectiorpoint. We call thisabadk-
ward graphbecausé looksbackin timefrom agivenIDS
alert. BackTrackerthen Iters outthedominantsource®f
noisein the backwardgraphaccordingto default Itering
rules.For example thelogin progranreadsandwritesthe

le Nvar/run/utmpwhichmalkesit appeathateachnew lo-
gin sessioris affecteddirectly by all prior login sessions.
BackTracker's default rulesseekto Iter out eventsthat
generatea lot of noisein the backward graphbut enable
only alow degreeof control betweenobjects. New rules
canbe addedeasilyby an administratorandwe usethis
to add 1-3 simplerulesfor eachnetwork serviceusedin
this paper(web, FTB, SMB). For example,we lter out
readsandwritesto thelist of processemaintainedoy the
FTP sener (/var/run/ftp.pids-all).See[7] for afuller dis-
cussionof theuseof ltering rules.

[7] shavedthatcombiningcausalanalysisanda setof
six simpleruleswasvery effective. We analyzedmultiple
attackson a machinewe hadsetup asa honeypot, andin
eachcasetheresultingbackwardgraphhighlightedeffec-
tively the sourceof theintrusionandthe pathbetweerthe
initial compromiseandtheintrusiondetectiorpoint.

Figure2 shovs BackTracker's outputfor acompromise
causedby the Slapperworm [2]. After anIDS detected
a suspiciousprocess(update ), BackTracker generated
the backward graphthatled to this detectionpoint. This
graphshownsthattheworm compromisedhe Apacheweb
sener (httpd ) andcausedt to executeabashshell. The
bashshelldownloadedandunpacledauuencodedar le,
which containghe Slappelexecutableandthesourcecode
for anothemprogram(update.c ). The bashshell com-
piledthis programthenrantheslappemprocesswhichran
thenewly compiledupdateprogram.

3. Bi-dir ectional, multi-host causality

The original BackTracker tool helps systemadminis-
tratorsdeterminehow an attackoccurredby shawving the
chainof eventsthatled up to the point at which anintru-
sion wasdetected.In this section,we shov how to gen-
eralizeBackTraclker's useof causalityin two ways:track-



ing causakffectsforwardaswell asbackward,andusing
backwardandforwardcausalityacrossnultiple hostsona
network. We thendescribenew Itering rulesto prioritize
the causalpathsmostlikely to describeanintrusionasit
traversesacrossnultiple hosts.

3.1 Forward tracking

BackTracker shavs which events precedingan intru-
sion detectionpoint could have contritutedto the mod-
i ed stateor eventthat was detected. We would like to
generalizehis approacho analyzein the forward direc-
tion. Analyzingcausalityin theforwarddirectionanswers
the question“What eventsandstatewere affectedby the
intrusiondetectionpoint?”. Considera scenaridn which
anattacler replaceghe/bin/ls executablewith a pro-
gramthat sendsa users private les to a collectionsite.
Oncean IDS detectsthat /bin/Is was modi ed, for-
ward trackingwill shav which les of which userswere
leaked asa result; this could help limit the damagedone
by the intrusion(e.g.,by informing the userwhich credit
cardsshouldbe canceled).

Forward causalanalysisis a straightforvard extension
to backward analysis. Forward tracking usesthe same
log of systemcalls and objectsloggedby BackTracker.
WhereasBackTracker addseventsto a graphif they af-
fectanobjectbeforethat object's time threshold forward
trackingaddseventsto a graphif they wereaffectedby an
objectafterthatobject'stime threshold.

3.2 Multi-host causality

BackTracker'sanalysigs limited to eventsthatoccurred
on the samehostasthe stateor eventthat was detected
by the IDS. Becausamary attackspropagatevia the net-
work, we would like to generalizethis approactto track
intrusionsasthey infect multiple hosts. This will allow
us to leverageone host's IDS alertto nd other com-
promisedhostsupstream(using backward causality)and
downstrean(usingforward causality).As with host-level
causality this type of trackingis limited to machineaun-
derouradministratve control.

To track causality acrossmultiple hosts, we extend
BackTracker'sloggingto alsotracknetwork sendsandre-
cewes. If processl on machineA sendsa pacletto pro-
cess2 on machineB, this forms aninter-hostcausalde-
pendeng from procesdl to proces®. Connectingasend
eventwith its correspondingeceve eventrequiresdenti-
fying eachpaclet (or connection) Thereareseveralways
to identify paclets. The simplestis to useinformationin
existing network headerssuchas the sourceand desti-
nationlP addressportnumberandsequencaumber(for
TCPmessages) Anotherapproaclis to supplemenines-

1The gatevay that receves messagefrom outsidethe network can

sageswith additionalinformation[10], eitherat network

routersor usingour modi ed kernel. Finally, one could

identify paclets by storinga hashof their contents. We

currentlyidentify packetsby their sourceanddestination
addresseand sequenc&wumber;this simple approachs

sufcient for the TCP-basedittacksevaluatedin this pa-

per.

3.3.Prioritizing packets

Tracking the causalrelationshipscausedby network
communicatiorcanleadto extremelylarge graphs.Con-
sider the following scenario: an intruder attainsa login
sessioron aninternalcomputer(A). He thenuseshatlo-
gin sessionto compromisean internal SMB sener (B).
Fromthe SMB sener, he browsesthe departmentaiveb
sener, thenlaunchesa worm. Using one of the outgo-
ing worm messagess a startingpoint, an administrator
cangenerate multi-host,backwardcausalitygraph.This
graphwill includethekey link in the attack,whichis the
messagé&om thelogin sessior{A) totheSMB sener(B).
However, the graphwill alsoincludethe irrelevant mes-
sagesfrom the departmentalveb sener. To make mat-
tersworse,the graphmay alsoinclude other clientsthat
happenedo affect the executionof the departmentaiveb
sener beforethatsener sentpagedo the SMB sener.

Anotherexamplescenarias if a network servicehan-
dles a seriesof requestsn a single process.If this net-
work serviceis compromisedit will causallydependon
all priorincomingrequestsFortunately network services
areoftenbuilt to createa new procesgo handleeach(or a
few) incomingrequests.Creatinga new processhelpsto
limit the setof incomingpacletsthatcausallyprecedean
intrusion.

In orderto counteracthetendeny of graphgo explode
in size, we must prioritize which pacletsto include in
multi-host causalitygraphs. This is analogoudo lter -
ing hosteventsthatarelesslikely to be critical stepsin an
intrusion. Prioritizing packetsleadsto the sametradeofs
inherentto ary kind of ltering. Even objectsor events
that areunlikely to be importantin understandingn in-
trusion may neverthelesde relevant, and Itering these
out mayaccidentallyhideimportantsequencesf events.

Therearenumerousnethodsonecoulduseto prioritize
which pacletsto follow in backward or forward causal
analysis.The rst methodis a simpleheuristicthatworks
well for today's simpleworms. A commonpatternof to-
day's wormsis to connectto a network service,compro-
miseit (e.g., with a buffer over ow), thenimmediately
start a root shell or a backdoorprocess. For this pat-
tern, the bestprocessto follow when performing back-
ward causalityprocessis the highest(i.e., earliest)pro-

useingressltering to checkthatthesemessagedo notspoofaninternal
network addresg$5]



cesdn thebackwardgraphthatrecevedanetwork paclet.
The bestpaclet to follow for this patternis the mostre-
centpaclet received by the highestprocess.We call this
heuristichighestprocessmostrecentpadet.

A moregenerabndrobustmethodfor prioritizing pack-
etsis to choosepacletsthatarerelatedcausallyto another
IDS alert. For example,anadministratomayuseforward
trackingfrom a hostthathasdetectedh backdoomprocess.
The forward causalgraphfrom this processwill show all
hoststhatreceveda messagdérom the backdoormrocess,
aswell asthe subsequerdctionson thosehoststhatwere
causeddirectly or indirectly) by receving thatmessage.
Someof thesemessagearelik ely innocentor ineffective,
while othersmay be maliciousand effective. Messages
that are malicious and effective are more likely to lead
causallyto other DS alertsand shouldthereforebe pri-
oritized. TheseotherIDS alertsmay be from a network
anomalydetectorthat pointsout suspiciougnessagesdi-
rectly, or they maybefrom a hostIDS thatdetectssuspi-
cioushostactvity thatresultsindirectly from thesemes-
sages.

Another methodof prioritizing paclets leveragesthe
factthatmostwormsrepeaitheir actionsasthey traverse
hosts.They usuallypropagatdrom hostto hostusingthe
sameexploit, or perhapsisingoneof afew exploits. They
may also perform the sameactvities on eachhostthey
compromise suchasinstalling backdoors patchingvul-
nerabilities or scannindor privateinformation. Thesere-
peatedactionsform a patternthatcharacterizetheworm.
As we causallyfollow anintrusionalertfrom hostto host
(forward or backward), we canlearnthis patternanduse
it to prioritize pacletsthatcausesimilar patternson other
hosts.

A patternfor a worm may be characterizedn mary
ways. It couldbethesetof les or processethatcausally
follow from arecevedpacket. More generally onecould
characterizea worm by the topology of the causalgraph
resultingfrom the received paclet. In fact, onecanview
thetopologyor membershipf a paclet's forwardcausal-
ity graphasa signatureof aworm andraisean IDS alert
when&eroneseesghis signature Similarly, onecanview
thetopologyor membershipf anetwork servicescausal-
ity graphasapro le of thatnetwork serviceandraisean
alarmwheneeroneseesananomalougausalitygraph.

Finally, in some casesone can take adwantage of
application-speci cknowledgeto identify moreprecisely
which incomingpaclet causes givenaction. For exam-
ple,amail clientmaybeableto inform thecausalitytrack-
ing systemwhichdownloadedmail messageontainedhe
attachmenthatis beingviewed. If thevieweris compro-
misedwhile viewing thatattachmentthe causalitytracker
canfocusontheappropriatenessage.

External Local (2) .--"
Network Network .~ Host B
— % Host A
A
\ Host C
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Figure 1. Inter-host propagation of the Slap-
per worm. The worm r st infects Host A,
then launc hes attacks against Hosts B, C,
and D. After an IDS detects the attack on
Host D, BDB tracks the attack backward to
Host A, then tracks it forwar d to Hosts B and
C. The solid lines depict the attacks, and the
dotted lines depict the order of BDB's anal-
ysis.

4. Tracking multi-hop attacks

The prior sectionsintroducedthe mechanismsisedby
BDB to connectmultiple alarmstogether In the next two
sectionswe discussanddemonstratseveralwaysto use
thesemechanisms.In this section,we track attacksthat
traverseseveralhostswithin anadministratve domain.

4.1.0verview

Marny organizationplacemostof their computersand
serviceson anintranetbehinda re wall, with only a few
computerandservicesexposedothepublicInternet.Re-
lying too heavily on this type of perimeterdefensehas
well-known aws: if an attacler breacheshe re wall
(suchasthroughan infectedlaptop, email virus, or bug
in oneof the public network services)he gainsaccesgo
the computeron the local network, which areoften less
securedTo cleanup aftersuchabreachtheadministrator
must rst nd all the computerghat have beencompro-
mised. It canbe quite dif cult to nd which computers
have beencompromisediuringanattack,becausehe at-
tacker maybreakinto a systemstealor corruptdata,then
cleanup by removing telltale signsof his attack.

In this section,we shav how BDB can track attacks
thattraversemultiple hosts.evenwhentheintrusionis de-
tectedinitially on only a singlehost. After anintrusion
is detectecbn a singlehost,BDB tracksbackwardto de-
terminewhat led to the intrusion on that host. Tracking



back continuesacrossnodesuntil it reacheghe point at
which the attackenteredthe intranet. Finding the point
theattackenteredheintranetis usefulin securinghenet-
work againsfutureattacks If theattackenteredsia anin-
fectedlaptop,the administratorcan chastiseand educate
theuser;if theattackenteredria abuggynetwork service,
theadministratorcandisablethatserviceor applya patch
[13]. After backwardtrackingis complete BDB performs
forward trackingto nd other compromisedhosts. As
BDB nds compromisechostsduring backward andfor-
ward tracking, it providesthe opportunityto learnabout
the attack. The informationit learnscanbe usedto de-
velopnetwork andhostsignature®f theattackthatcanbe
usedto avoid future compromise®r scanothernetworks
for compromisedhosts.

As discussedn Section3.3, prioritizing which paclets
to follow canbedonein avarietyof ways.In Sectior4.2,
we track the Slapperworm backward using the highest
processmostrecentpadket heuristic. During the forward
tracking phasewe prioritize which pacletsto follow by
leveragingthe signaturedearnedaboutthe worm while
tracking it backward. In Section4.3, we prioritize the
paclets by following those agged as suspicioushy the
Snortnetwork IDS. In Section4.4, we use application-
speci ¢ instrumentatioro identify which e-mailmessage
ledto latereventson thehost.

4.2 Slapperworm

We rst demonstrat¢heability of BDB to trackattacks
acrossmultiple hostsby releasinga modi ed versionof
the Slapperworm on a local worm testbed(Figure 1).
We modi ed the spreadingpatternof Slapperto look for
new victims on the local network beforeusingits default
methodof searchindgor vulnerablemachinesamongran-
domly generatedP addresses.

Our testbedcontainsfour vulnerableweb seners: one
accessiblérom boththe public Internetandthelocal net-
work, andthreeaccessibleonly from the local network.
To make it harderto trackthe worm, we addbackground
noiseby runningthe SPECweb9®%enchmarlbetweerthe
webseners. Two machinesactedasSPECweb9%eners,
andthe othertwo machinesactedas SPECweb92lients.
Thisworkloadgenerate®5,943operatingsystemobjects
and 1,628,937eventsspreadout over the four machines.
Thetestwasrun for 20 minutes,with the worm beingre-
leasedlO minutesafterthetestbegan.

The initial detectionpoint occurredon Host D when
an IDS detecteda suspiciousprocessnamedupdate ;
Figure 2 shavs the causalitygraphon Host D that led
to this process. The update processs usedby Slap-
perto spreadthe worm to othermachines.This process
on HostD is the startingpoint of our backwardtraversal.
Thecausalitygraphshovsthatupdate is compiledfrom

sourcecode whichis downloadedy ashelloverasoclet.
Theshellis startedby acompromisedvebsener.

Using the highestprocess,mostrecentpadet heuris-
tic, BDB identi es a paclet receved by the web sener
processas likely to be part of the attack. That paclet
originatedfrom HostA andis the startingpoint for back-
ward trackingon that host. Trackingthe paclet on Host
A resultsin sequencef eventssimilar to thosefoundon
HostD. However, the highestprocessmostrecentpadket
heuristicidenti es a packetthatoriginatedfrom anexter
nal source soBDB's traversalbackwardstops.

While trackingthewormbackwardfrom HostD to Host
B, BDB collectsinformationaboutthe worm in the form
of a backward causalitygraph. Thesegraphsare signa-
turesthatdescribehow theworm behareson a computer
BDB useshis informationto go forwardanddetectother
instance®f theworm.

The forward traversalbegins with the httpd  process
onHostA sincethatis thestartingpointof theworm (Fig-
ure 3). BDB initially considersall actvity resultingfrom
this point. In additionto communicatingwith Host D,
thewormalsocontactdHostsB andC. BDB usesforward
trackingto examinethe effects of eachoutgoingpaclet
on thereceving hosts. To determinaf the worm hadin-
fectedthesemachinesBDB searcheshe forward graphs
for the causalitysignaturefound while traversingback-
ward. In both casesthe signaturds found, andthe hosts
aredeemedxploited.

BDB tracks the Slapperworm effectively using the
highestprocess mostrecentpadket heuristicand match-
ing host worm signaturesfound during the backward
traversalphase. Despitethe heary load on the network
servicethat was exploited, BDB Itered out irrelevant
eventsandhighlightedonly the actionsof theworm. The
backward andforward graphsof all of theinfectednodes
containatotal of 171 objectsand251 events,whichis 2-
3 ordersof magnitudelessthanthe total actvity on the
system.

4.3 Multi-v ector manual attack

Although the highest process, most recent padet
heuristicis effective for the Slappemorm andmary other
existing exploits we examined, an attacler that knows
aboutthis heuristiccould evadedetection. For example,
anattacler couldimplicateaninnocentrequesby recei-
ing it betweertheinitial exploit andthe next phaseof the
attack. Anotherdif cult scenariooccurswhenthereare
multiple network servicesat differentroots of the back-
ward graph;in this case,thereis no uniquehighestpro-
cess.

Oneway to addresgheseshortcomingss to usea net-
work IDS to prioritize which pacletsto follow. While a
network IDS may not be accurateenoughto track attacks
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Figure 2. Backward causality graph for Slapper worm for Host D. Processes are shown as boxes
(labeled by program names called by execve during that process's lifetime); les are shown as
ovals; sockets are shown as diamonds. BackTracker can also show process IDs, le inode
number s, and socket ports. The intrusion detection point is shaded.
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Figure 3. Forward causality graph of Host A
for the Slapper attack. The subgraph formed
by executing uudecode , tar, and gcc is rep-
resented by the box with doub le lines.

by itself, it may be accurateenoughto prioritize which

pacletsBDB shouldfollow. In this paperwe usethenet-

work IDS Snort[1] to prioritize packetsfor BDB. Snort
matchesnessageagainsta numberof known signatures;
for this test,we userulesthat nd commonlyusedshell-

codeinstructions.For example,Snortdetectsconsecutie

no-op instructions,which are usedoften in buffer over-

o w attacksto compensatdor variationsin processad-

dressspacesAlthoughthis type of network anomalyde-

tectoris proneto falsepositives, it is effective enoughto

prioritize which causally-relatedhetwork pacletsto ex-

amine rst.

To evaluatewhethera network IDS canprioritize pack-
ets effectively, we carried out an attack on our local
network that exploits seseral network serviceson vari-
ous nodeswithin our system(Figure 4). We simulate
a stealthyattacler by compromisingone hostat a time,
ratherthanscanninghe network andattackingall vulner
ablehosts.We startby breakinginto a publicly accessible
websener. Fromthere,we compromisesucceedindposts
throughvulnerabilitiesin theftp andsambaseners.Each
attackresultsin aninteractive shell,andwe usethatshell
to downloadtools andbreakinto the next host.

Our testbedincludes12 hosts: four web seners, four
ftp seners, andfour sambaseners. Eachof the nodes
alsodoublesasa client. To make it harderto track the
attack,we add backgroundnoisethrougharti cial users
who areloggedinto eachcomputer Eachusermounts
all four sambasenersin his le space.Theusersdown-
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Figure 4. Inter-host propagation of the multi-
vector attack. We carried out an attack on
ve of the 16 testbed hosts (A, E, I, G, K)
using multiple attack vector s (solid lines).
After an IDS detects the attack on Host I,
BDB tracks the attack backward to Host E
and A, then tracks it forward to Hosts E, I, G,
and K.

load sourcecode from a randomly selectedweb or ftp

sener, then unpackthis sourcecodeto a randomly se-
lectedsambanounteddirectoryandcompileit. Theentire
processs repeatedor the durationof the test. Theseac-
tivities resultin large amountsof noise;acrossall twelve

nodesthereare over 2 GB of network trafc, 6,589,526
operatingsystemeventsand814,262operatingsystenob-

jects. Thetestwasrun for 20 minutes,andthe intrusions
occurredl0 minutesaftertheteststarted.

The attackis detectedinitially on Host I, when the
attacler launchesa backdoorprocessthat opensa raw
soclet. BDB generatesa backward graph using the
backdoor processas the detection point, then sees
which of the causally related incoming paclets were
agged as suspicioushy Snort. In this case,one of the
incomingpacletsin thebackwardgraphhadbeen agged
assuspiciousy Snort. The suspiciougpacket camefrom
the ftp sener on Host E. Using the suspiciougpaclket as
the startingpoint for anotheBackTracker iteration,BDB
againfound that one of the causallyrelatedpaclets on
Host E's backward graphhadbeen agged assuspicious
by Snort. This pacletled usbackto thepublicwebsener
onHostA. All causallyrelatedincomingpacketson Host
A arefrom externalconnectionsso the backward traver-
salendshere.

Startingfrom the externalweb sener, BDB usesSnort
to prioritize amongthe causallyrelatedoutgoingpaclets,
with the goal of nding othercompromisechosts. The
forward analysisled us backto HostE andthenagainto
Hostl. From Hostl, BDB found that the attacler broke
into HostG andthenHostK.



In the end, BDB found all of the infectedhostsand
highlighted420 operatingsystemobjectsand 19 network
pacletsof the 814,262objectsand2 GB of network data
on the entire system. BDB's resulting causalgraphis
small enoughthat an administratorwho wantsto under
standthe attackin more detail can examine eachobject
andpacletby hand.

Although BDB found all compromisedhosts, there
were somefalsepositivesin our analysis. In particular
Snort agged as high priority seven paclets that unsuc-
cessfullyattemptedo usethe sambaexploit. Thesedid
not affect our analysisbecausenoneof the unsuccessful
break-inattemptsgeneratedary extraneousnetwork ac-
tivity, andall of theattacledhostswereeventuallybroken
into. To reducethesefalsepositives,BDB couldprioritize
network pacletsfurther by usingadditionallDSs; for in-
stancejt could seewhich suspiciousetwork pacletsled
to otherhostIDS alertson thereceving host.

4 4. E-mail virus

Attacks often propagatehrougha network via e-mail
viruses.E-mail virusestypically spreadoy fooling a user
into running a suspiciousapplicationor by exploiting a
helperprocessusedto handlean attachment. Unfortu-
nately the structureof e-mail handlingprogramsmalkes
it dif cult for BDB to track the causalrelationshipbe-
tweenincomingmessageandsubsequerdctions.E-mail
senersthatreceive messageande-mail clientsthat dis-
play themfor userstendto belong-livedandto readmul-
tiple messagesat a time. BecauseBDB trackscausality
at the granularityof a processjt assumegonsenratively
thatall messagethathave beenreadaffectall subsequent
actions. Tracking causalityat a more precisegranularity
requiresprogram-speci cinstrumentationand this sec-
tion demonstratehow onecanenhanceBDB in this way
to tracke-mailviruses.

We madetwo application-speci cchangesto support
e-mail trackingacrossmultiple hosts. First, we modi ed
theexim e-mailsenerto link the network messaget re-
ceiveswith e-mailmessagels. Secondywe modi ed the
pine e-mail client to inform BDB of the “current” e-mail
messageD beingreadat a giventime. We assumehat
the saving of anattachmenbr launchingof a helperpro-
cessis causedy the currente-mail messagédeing read
by theuser Thesechangesllow usto track (backwardor
forward)the effectsof ane-mailmessagasit is receved
by the sener, transferredo the client, and viewed by a
user Resultingactionson a host, suchaswriting les,
startingnew processesandsendingnessagesretracked
via BDB's normalmechanisms.

We testedthe ability of BDB to track an e-mail virus
by installing our instrumentede-mail sener andclient on
our testbedthenreleasinga virus. Figure5 shavs how

BDB's resultingcausalitygraphis ableto track the virus
backwardfrom theinitial detectioronHostA (Figure5a),
backto whenthe virus wasreceved by the exim sener
(Figure5b), backto theupstreanHostB (Figure5c).

5. Correlating multiple alerts within and
acrossnodes

In this section,we discussthe bene ts of correlating
multiple IDS alertsusingcausalityandwe shav how cor-
relatingalertswith causalitycanreducefalsepositiveson
atestbedsystem.

5.1.0verview

A major problemwith mary IDSs is false positives.
One approachto reducethesefalse positivesis to com-
bine multiple host or networks IDS alertsinto a single,
highercon dencealert. Prior approachesonnectistinct
alertsthroughstatisticalcorrelationon variousfeaturesof
thealert,suchasthe destinatiorlP addres®r time of the
alert. BDB makesit possibleto correlatealertsin a new
way by revealingwhich alertsarerelatedcausally

The main bene t of relating alerts causallyis its po-
tentialfor increasedccurag—statisticalcorrelationmay
suffer from coincidentalevents,whereascausalrelation-
shipsaredeterminedy chainsof speci c OSandnetwork
events.

In addition,usingcausalityto correlatealertscanreduce
dramaticallythe amountof dataeachlDS needsto pro-
cess.For example,in Section4.3, we shoved how BDB
revealedwhich outgoingnetwork pacletswere causally
relatedto a hostIDS alert. BDB can thus narrov the
searchfor suspiciousnetwork actiity to a handful of
paclets,evenin themidstof a busynetwork. In thesame
way, BDB canreducethe amountof datathata hostIDS
must examine. For example,a hostIDS needexamine
only thoseprocessesind les thatarerelatedcausallyto
pacletsthatare agged assuspicioushy a network IDS.
This allows oneto useintensive hostIDSsthatwould oth-
erwisebetoo slow [12].

Two IDS alertsmay be relatedcausallyin a variety of
ways. Onealertmay causallyprecedeor follow the othet
Or, two alertsmayshareacommonancestarsuchaswhen
a single shell processexecutestwo child processeshat
eachperforma suspiciousaction. It is up to higherlevel
policiesto determinehow to scorethesedifferentcausal
relationshipsandwe leave this to futurework. We specu-
latethatalertsaremorelik ely to becorrelatedf oneis the
directdescendantf the otherthanif they simply sharea
commonancestar
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Figure 5. BackTracking an e-mail virus. In (a), BDB uses its normal tracking plus an instrumented
e-mail client to track back from an outgoing network connection to the causall y related incoming
e-mail message. In (b), BDB uses the instrumented e-mail server to link the suspicious e-mail
message with the incoming network message that delivered that e-mail message. This procedure
identi es the host that sent the e-mail virus, where the backtracking can be repeated.

5.2 Results

To testhow effectively causalitycanbe usedto corre-
late alerts,we ran BDB on two testsystemghatwereex-
posedto the Internet. One systemwas running the de-
fault RedHat6.2 installation; the other was running the
default RedHat7.0installation.Both systemshadseveral
vulnerablesenersthatwereaccessiblérom the Internet,
including the bind, ftp, andweb seners. We con gured
the systento usea network IDS anda hostIDS. We used
Snortwith its defaultrulesasanetwork IDS, andwe used
ahostIDS that agged assuspiciousary procesghatruns
asroot. While both IDSs are expectedto generatanary
falsepositives,correlatingalertsfrom thesetwo IDSs us-
ing causalitycanincreaseur con dencethatalertsresult
from actualcompromises.To correlatealerts,we started
with Snortalertsandgeneratedausalgraphson the host
for eachsuspiciousetwork message We thenreported
ary processesn the resultingcausalgraphsthat ran as
root.

We ran the systemfor two days. 2 During this period,
Snortgenerated9 alerts,andthe hostIDS detectecdhu-
merousroot processes. Of thesealerts, BDB detected
two that were connecteccausally: an outgoingmessage
agged by Snortandtwo root processesFigure6 shavs
thatthealertswereconnectedausallythroughacommon

2We alsousedBDB on one of our desktopcomputersto correlate
SnortandhostIDS alerts. Although we were not attacled successfully
over this period, BDB waseffective at ltering out the numeroudfalse
positvesgeneratedby Snort.

ancestof(the httpd process) We con rmed by handthat

thesetwo alertswereindeedthe resultof a successfuht-

tack. Snorts alert resultedfrom a suspiciousoutgoing

paclet (triggeringthe “uid=" rule that indicatesthe out-

put of theid command)that was sentby a shell process
executedby a compromisedveb sener. The shell pro-

cessalsodownloadedvarioustoolsandgainedrootaccess
througha local modutils  exploit, which triggeredthe

hostIDS alert.

We examinedthe other Snortalertsby handto seeif
therewere ary othertrue positives. We found one other
true positive, in which the attacler compromisedhe web
sener but did not gainroot privilege. This illustratesthe
tradeofs involved in correlatingIDS alerts. Reporting
only correlatingalertsreduceshe numberof falseposi-
tives,but it maymasksometrue positivesaswell. Corre-
lating Snortalertswith amoresophisticatedhostiDS may
have reportechothtrue positives.

Overall, BDB effectively reducedthe numberof false
positives on our testbed. It also reducedadministratve
overheacy allowing usto useSnortsdefaultrules,rather
thancustomizingthe setof rulesby handto reducefalse
positives.

6. Prototype implementation and perfor-
mance

BDB is aworking prototypeimplementedor theLinux
operatingsystem.Causalrrackingis implementedastwo
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Figure 6. Correlating alerts. This gure shows how a causal graph can connect two distinct IDS
alerts. The two alerts are shown as shaded boxes. One alert is generated by Snort, and the other
is generated by a host IDS that detects root processes. The bold lines highlight the events that

most directl y relate the a gged IDS alerts.

separatemodules: one for logging the speci ¢ causal
eventsandanotherfor generatingorward and backward
graphs. The logging requiresmodi cations to the Linux
operatingsystem;the resultinglogs can be written to a
local le or streamedbut over the network. The graph
generatothenparseghe logsto createthe graphs.BDB
storedogsin aMySQL databasethisallowsit to generate
graphsquickly evenfor largelogs. For example,generat-
ing a graphfrom alog containing2,187,963objectsand
55,894,86%ventstakes about26 seconds. The time to
generategraphsis proportionalto the numberof objects
in the nal causalgraphratherthanthe total numberof
objectsin thelog. As aresult,the multi-hopexampledis-
cussedn Sectiond.3took lessthan45 secondso perform
thecompleteanalysisoverall 12 nodes.

7. Limitations

As with most security enhancementsusing causal
trackingto enrich IDS alertshasits limits. First, BDB
can track eventsonly on hoststhat are using its kernel
modi cations. Both backward andforward trackingstop
whenthey reacha hostthatis notrunningBDB. For max-

imum effectivenessan administratorshouldrun BDB on
all hostsin heradministratve domain.

SecondBDB tracksonly a subsetof the mary events
that form dependenciesand eventsoutsidethis setlead
to covert channels. For example,BDB ignoresthe de-
pendenyg thatis formedif oneproces<reatesa le in a
directoryandanothemprocesdists the contentsof thatdi-
rectory [7] describeshy it is dif cult for anattaclerto
usethesetypesof covert channeldo carry out an attack
without beingtracked by BDB, but it is still possible.An
attacler mayalsocreatea covertchanneby leveragingan
unmonitoredhost. BDB cannottrack causalityon hosts
that lack instrumentationand an attacler can breakthe
causakhainby traversingsuchahost.

Another style of attackagainstBDB is to deliberately
createnoisein the causalgraphs,eitherby generatinga
large numberof events,or by implicating innocentpro-
cessesand hosts. However, theseactionsmay make it
easierfor anIDS to noticetheattacler.



8. Relatedwork

Otherresearchprojectshave usedthe idea of causal-
ity to identify the effectsof anintrusion. The Repairable
File System[16] identi es potentially tainted les by
trackingthe o w of informationacrossoperatingsystem
events. While the RepairabléeFile Systemperformsfor-
wardcausahnalysisjt doesnottrackdependencieacross
the network or lter the resultinggraphto prioritize the
likely pathsof an intrusion. In the databaserea,work
by Ammann,Jajodia,andLiu tracksthe o w of contami-
natedtransactionshrougha databas@ndrolls databack
if it hasbeenaffecteddirectly or indirectly by contami-
natedtransaction$3].

In addition to our approachof using causality other
technigueshave beenusedto track multi-hop attacks.
Work by ZhangandPaxsondetects'steppingstones’used
to carry interactve communicationacrossmultiple hops
by seeingwhich paclets have correlatedsize and tim-
ing characteristic§15]. Wang and Reeves extend this
approachby manipulatingthe timing of packetsto more
easily correlatedpaclets acrossmultiple hops[14]. Our
approachhasadwantagesand disadwantagesomparedo
prior approachesThe main disadwantageis that our ap-
proachrequiresone to monitor eachhostin the chain.
Henceourapproachs suitablemainly for communication
within a single administratve domain. The main advan-
tageof our approachis thatit is independenbf timing
becausét cantrackactualcause-and-&ctchains rather
thanrelying on lessrobust characteristicsuchastiming.
Henceour approachcan track non-interactve multi-hop
attacks suchasworms(evenstealthyones).

Many prior researcherfiave soughtto correlatelDS
alertsto reducefalse positives[11] [4] [9]. Most prior
projects correlate IDS alerts basedon sharedfeatures,
suchas sourceor destinationlP addressesf pacletsor
the time at which the IDS alert occurred. Otherprojects
useprior knowledge aboutsequencesf actionsto con-
nectIDS alertstogethetinto anattackscenario Ourwork
addsa new way to connectiDS alerts,by trackingactual
cause-and-édct chainsto connectprior alertswith later
ones.

9. Conclusionsand futur e work

Causalityprovidesanav mechanisnfor enhancindDS
alerts. Insteadof seeingeachIDS alertin isolation,one
canusecausalityto seewhich eventsandstateled up to
the IDS alert,andwhich eventsandstatewerein uenced
by the statedetectedby the IDS. BDB follows causalre-
lationshipshothforwardandbackwardandfollows causal
relationshipsacrosamultiple hosts.

Themechanisnof causalitycanbeusedin a variety of
waysto increase¢heaccurag andreachof IDS alerts.We

demonstratetiow causalitywasableto trackthe Slapper
worm asit spreadwithin alocal network. We alsoshoved
how causalitytracked a manualattackthatspreadvia dif-
ferentattackvectors,andwe shaved how causalitycould
be enhancedith application-speci cknowledgeto track
an e-mail virus. Finally, we shoved how causalitycan
correlatedistinct network and host IDS alertsto reduce
thenumberof falsepositives.

In the future, we planto explore how the causalgraph
generatedy BDB canbe usedasa standalonéiostIDS.
An administratorcan specify or pro le a setof causal
graphsfor eachnetwork service,thenrestrictthe system
to generatanalertif it seesacausalgraphoutsideof this
set. We alsoplanto studywhattypesof causalrelation-
shiparemostlikely to connectelatedIDS alerts.

In summarywe believe thatcausalityis a usefulway to
gain additionalinformationfrom existing IDS alerts. By
leveragingtrue positvesfound by existing anIDS, BDB
can nd otherhoststhatwerealsocompromisedandcan
correlatedistinct alertsto form fewer, highercon dence
alerts.
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