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I. I NTRODUCTION

Deployments of perhaps billions of autonomous, heteroge-
neous wireless devices, some fixed and some mobile, manufac-
tured by different vendors, with varying capabilities, and very
different purposes, but withone common feature- that every
device will have the ability to communicate withany other
device - are expected to organize themselves into pervasive,
highly interconnected, ad hoc networks. Such pervasive net-
works would serve as crucial infrastructures for our day to day
computing / communication needs. Securing such deployments
from malicious intents, aimed at sabotaging the infrastructure,
is a very important requirement.

For example, nodes forming mobile ad hoc networks
(MANETS) have to co-operatively build routing tables, and
relay messages destined for other nodes. In such a scenario,
malicious action by a single node could have a potentially
disruptive effect over the entire network. An attacker “control-
ling” one or more nodes can inflict significant harm toother
nodes. It is therefore vital that the nodes (or devices) people
possess (or operate) “behave responsibly.” While it may not
be possible to force the owners of the nodes to behave in a
responsible fashion, it may be possible to force thedevices
themselvesto do so. In other words,it is the devices that are
trusted - not the owners!

This new paradigm shift (trusting devices instead of trusting
the owners) is needed not just in applications that depend on
mutual co-operation for functioning, but also under scenarios
where

1) devices need to operate autonomously (there is no person
around to supply the device with secrets when neces-
sary), and

2) devices that need to operate in hostile environment
(example, DRM applications, where the owner of a DVD
player might be a potential pirate).

Two devices can trust each other if there exists some means
of convincing each other that they “play by the rules,” or
are “compliant” (to some pre-imposed rules). From a cryp-
tographic perspective, two nodes can trust each other if they
can establish anauthenticatedshared secret. This is facilitated
by a key distribution scheme (KDS), which provides each node
with one or more secrets. The KDS secrets are then used
to establish(or discover)sharedsecrets. The fact that such
a shared secret can be established simultaneously provides

mutualauthentication(of the identities) of the parties involved
- or the interacting parties establish asecurity association
(SA).

The KDS secrets provided to a node could however, be
used as ahook for compliance. In other words, only nodes
(or devices) that have beencheckedfor compliance would be
provided with the necessary secrets. Thereafter, the ability of
any two nodes to establish an SA, indirectly provides a means
for verification of compliance.

Any security solution based ontrusted devicestherefore
demands mechanisms forread-proofingthe secrets stored in
tamper-resistantdevices [1]. In the absence of the assurance
of read-proofness, secrets that serve as a hook for compliance
could be transferred to non-compliant [2] devices. In the
absence of the assurance of tamper-resistance, the components
(or software) that ensure compliance of a device could be
modified.

At a minimum, a deployment of trusted devices consists
of a trusted authority (TA) who manufactures the devices,
and the devices themselves. However, in practice, devices
may be manufactured by different vendors (or different TAs).
Therefore, the need for interoperability demands that the KDS
should provide for establishment of security associations (au-
thenticated shared secrets) even between devices manufactured
by different vendors.

For long-lived security of the deployment of devices, the
KDS secrets stored in a device (that guarantee compliance),
should be renewed periodically. Further, the KDS should
offer mechanisms forrevocationof devices (revoked devices
will not be able to take subsequent part in the deployment).
Additionally, the KDS should also provide fornon-repudiation
of messages sent by devices. It would also be very useful if
the underlying KDS provides solutions formulticast security.

A trusted deviceA, then consists of components that render
the device compliant, and the set of secret(s)SA, all enclosed
in a read-proof and tamper-resistant casing. For example, each
device may have a general purpose processor. The software
that runs on the processor determines the “rules” that the
device honors. Only the processor in deviceA will have access
to the secretsSA. The nature and number of secretsSA would
depend on the underlying KDS used to secure the deployment.
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II. KPI - K EY PRE-DISTRIBUTION INFRASTRUCTURE

For applications involving nodes forming ad hoc networks,
privacy and practicality constraints dictate that interactions
between any two nodes, for purposes of establishing secu-
rity associations, should not need external mediators - thus
ruling out Kerberos as a viable option. While PKI, based
on asymmetric cryptography, supports ad hoc establishment
of security associations, the computational demands placed
by asymmetric cryptography may not be acceptable in all
scenarios.

A third option is key pre-distribution (KPD) [3]. A KPD
scheme consists of a trusted authority (TA), andN nodes with
unique IDs (sayID1 · · · IDN ). The TA choosesP secretsR.
The nodei is preloaded with preloaded secretsSi = f(i,R)
- the key-ring of node i. Two nodes andSj can discover a
unique shared secretKij using apublic operatorg() without
further involvement of the TA.

Kij = g(Si, IDj) = g(Sj , IDi). (1)

As g() is public, it possible for two nodes, just by exchanging
their IDs, to executeg() and discover a unique shared secret.
The nature of the functionsf() andg() determine the actual
KPD scheme.

However, as the keys stored in different devices arenot
independent, an attacker, by exposing secrets from a finite
number of devices, may be able to compromise secrets of
other devices, or even compromise all the secretsR. There is
thus a concept ofn-secure KPDs. Typically, the efficiency of
a KPD scheme is measured as a ratio ofn vs thekey-ring size
required in each device.

The KPI (or key pre-distribution infrastructure) [4] consists
of a KPD scheme at its core, and securitypolicies and
protocolsto render the deployment inter-operable and secure.

We propose the use of HARPS (hashed random preloaded
subsets) [5] as the underlying KPD for the KPI, The security
policy for the envisaged KPI is anextensionof the “resur-
recting duckling” policy in by Stajano et al [6] - [7]. The
extension of the security policy is based on a delay based
circuit authentication technique proposed by Gassend et al [8],
which permitsremoteresurrection of the duckling - or in other
words, safe renewal of the preloaded secretswithout physical
contactbetween a device and the TA [9].

The tree-hierarchical deployment of KPI starts with a root
node at the root of the tree. Each child node could further act
as TAs (vendors) for their child nodes (devices manufactured
by the vendors). Each node, in accordance with HARPS, is
preloaded with a subset of secrets belonging to its parent.
However, the preloaded secrets are repeatedly hashed a vari-
able number of times.

The tree hierarchical nature of the deployment permits
devices manufactured by different vendors to establish security
associations. Further, the preloaded HARPS secrets, apart from
being used for establishing pairwise security associations can
also be used for

1) Discovery of conference secrets
2) Broadcast authentication [10] - or non-repudiation of the

source, and
3) Broadcast encryption [11]

In particular, HARPS permits even peer nodes (or devices) to
perform authenticated broadcasts and broadcast encryption .
Broadcast authentication by the TA can be used for broad-
casting revocation lists similar to PKI. An even more efficient
mechanism of revocation is rendered possible through broad-
cast encryption by the TA. The TA could broadcast revocation
secrets that would not be decipherable by revoked nodes. Note
that if broadcast authentication is used for revocation, the
nodes would need to store list of revoked devices. However,
if broadcast encryption is used, nodes need to store only the
latest revocation secret (which is not available to the revoked
nodes).

A combination of different security primitives could also
be used to realize more complex security associations like
establishment and maintenance of communities of interests (or
multicast groups), and also provides a security framework for
peer-to-peer publish-subscribe [12] systems.

A unique feature of broadcast authentication using HARPS
is that it caters for a novel cryptographic paradigm of “targeted
signatures” [13]. While a typical signature schemes do not
differentiate, or do not have the ability to differentiate, between
intended and non-intended recipients of a broadcast, for most
practical applications, most messages do in fact have intended
and non-intended recipients. HARPS enables signatures can
be targetedto one or more verifiers.
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