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Abstract

The enormousgrowth in the diversity of contentser-
vicessuch as IPtv has highlightedthe inadequacyof the
accompanyingcontentsecurity: existing securitymecha-
nismsscalepoorly, require complex and oftencostlydedi-
catedhardware, or fail to meetbasicsecurityrequirements.
New securitymethodsare needed. In this paper, we ex-
ploretheability ofattribute-basedencryption(ABE)tomeet
the uniqueperformanceand securityrequirementsof con-
ditional accesssystemssuch assubscriptionradioandpay-
per-view television. We showthroughempirical studythat
costsof ABEmake its directapplication inappropriate, but
presentconstructionsthat mitigateits incumbentcosts.We
develop an extensivesimulationthat allows us to explore
the performanceof a numberof virtual hardware conÞgu-
rationsandconstructionparameters over workloadsdevel-
opedfromrealsubscriptionandtelevisionaudiences.These
simulationsshowthat we can securely deliver high qual-
ity content to viewerships of thehighestratedshowsbeing
broadcasttoday, somein excessof 26,000,000viewers. It is
throughtheseexperimentsthatweexposetheviability of not
only ABE-basedcontentdelivery, but applicability of ABE
systemsto large-scaledistributedsystems.

1 Introduction

Theexplosionof audioandvideocontentdiversitycou-
pledwith increasingbandwidthbeingdeliveredto thehome
haslead to increased optionsfor consumers.The condi-
tional accesssystemsproviding this contentpredicateac-
cesson a variety of arrangementswith the user(i.e., sub-
scription vs. pay-per-view). While the securityof these
systemshasbeenstudiedfor sometime, many problems
persist.SpeciÞcally, contentprovidersoften sacriÞcesim-

plicity, cost and security to scaledelivery to viewerships
that may includemillions of households.Throughthe use
of new techniques,themagnitudeof thesetradeoffs maybe
greatlyreduced.

An extensionof identity basedcryptography, attribute-
basedsystems(ABE) provide a semanticallyrich tool for
implementingencryption policy. Datain ABE is encrypted
undera setof identity attributes. Eachuserof the system
is assigneda subsetof the groupÕs attributesby a trusted
third party. Userspossessingk out of then thoseattributes
canrecover theplaintext, wherethevalueof k is at thedis-
cretion of the encryptingentity. For example,one could
createasystemwhoseattributesarethestatesin theUnited
States,andencrypta particulardataitem underthe states
beginningwith theletterÔAÕ.Assumingevery personin the
United Statesis assignedthe attribute of their homestate,
only peoplein Alabama,Alaska, Arizona, and Arkansas
could retrieve the data. ABE systemsareno longer theo-
reticalcryptographic constructs,but they have beenimple-
mentedandtheir performancecarefully studied[27]. Inter-
estingly, thesecharacterizationshave shown that for small
numbersof attributes,suchsystemscanbequiteefÞcient.

Attributesystemscanaddressmany of theproblemspre-
sentedby conditionalaccesssystems. In one model, the
ABE would encryptthe contentsuchthat any userwith a
valid subscriptionor accesscode(in thepay-per-view case)
couldrecover theplaintext. Thismodelis signiÞcantlysim-
plerthanexistingmodels,whichtypically involvededicated
hardware,implementcomplex key managementprotocols,
andhave limited ability to adaptto rapidly changingview-
erships.However, while promising,ana¬õveimplementation
of ABE will not work well in practice. Paststudieshave
shown thatcostsgrow quicklywith thenumberof attributes,
andthusothertechniquesareneeded.

In this paper, we considerthe useof ABE in massive-
scaleconditionalaccesssystems. We begin by consider-



ing theuniquerequirementsof current andnext generation
contentproviders,andreview a numberof pastattemptsto
implementsimilar services.An in-depthperformancechar-
acterizationis usedto assessthe appropriatenessof ABE
to this applicationcontext. A novel ABE constructionthat
addressesscalabilityandperformancerequirementsof mas-
sive scalegroupsis introduced,and its parameterization
considered.An extensive simulationstudy is usedto de-
velopprescriptivesystemmodelsusedto designconditional
accesssystemsfor expectedgroupsizesand latency bud-
gets.

ThesimulationsconÞrmthattheABE canbeusedto im-
plementsecurityin conditionalaccessservices.Themajor
Þndingsof that study are manifold. First, we found that
addingcomputationalpower (processors)is essentialto en-
duringinstantaneousincreasesin viewership(suchasthose
seenat thebeginningof a broadcast).Suchcomputational
power surprisinglydoeslittle to reducelatenciesobserved
whenfew membershipchangescanbeobserved.Secondly,
signiÞcantperformancegainscanbe achieved by separat-
ing viewership into independentviewer groups,and that
suchgains are sustainableto a Þxed minimal group size.
Finally, our study of large-scalegroupsshow that major
contentproviders suchas cablecompaniesand television
networkscouldeasily deploy sufÞcienthardwareto support
nationalaudiences.

Theremainderof thispaperis organized asfollows. Sec-
tion 2 introducesthestructureandneedsof conditionalac-
cesssystems.Section3 brießydescribesthecryptographic
foundationsof ABE systemsand characterizesits perfor-
mancevia empirical study. Section4 introducesa novel
constructionthat mitigatesthe performancecostsof im-
plementingmassive-scalegroups. Section5 detailsan ex-
tendedsimulationstudyof ABE basedconditionalaccess
systems,andSection6 concludes.

2 Conditional Access Systems

This work exploresthe performanceof conditional ac-
cess(CA) systems1, whichoperateoverbroadcastchannels
but imposeaccesscontrolrequirementsfor contentdelivery.
Therearethreegeneralmodelsfor implementingCA sys-
tems:subscription-basedservices,wherea periodic(often
monthly) fee is paid in advancefor accessto service,pay-
per-view services,wherea usersignsup in advancefor a
Þxed-lengthprogramof interest,andimpulsepay-per-view
services,wheretheusercansignup for a programwithout
any a priori setuprequired(e.g.,theuserhasa set-topbox
for cabletelevision service,Þndsan event of interestand
pressesa ÒsubscribeÓbutton on their remote control to in-
stantaneouslygainaccessto theprogram). In thesesystems,

1Theauthorsnotetheunfortunatecollisionbetweenacronymsfor con-
ditionalaccesssystemsandcertiÞcateauthorities.

subscribermanagementmaybedelegatedto a trustedthird
partybecauseof thecomplexity of theoperation,while sub-
scriberauthorizationis dealtwith by encryptingcontentand
requiringa smartcardcapableof decryptionin the recipi-
entÕs device, or a separatedescramblingbox. Authorized
deviceswill have accessto thekey for decryptingcontent,
oftenfor aÞxedamountof time [15].

The totality of subscribersof a particular system is
known as the group. Thesegroupsaddmembersthrough
join operations.Membersvoluntarilyexit thegroupthrough
leaveoperations.Although of minimal importanceto the
following analysis,leavesareoften distinguishedfrom re-
jections(alsoknown asrevocations)in that thelatter is not
voluntary. Also known asthe groupsizeandwithout loss
of generality, theviewershipis thenumberof membersin a
group.

Groupsin CA systemshave performancerequirements
speciÞcto their environments. Join operationsneedto be
near instantaneousÐusersdesireto get contentas soonas
paymentis madeor the channelis tuned.Conversely, leave
processingis oftenlessurgent.Systemsarewilling to con-
tinuedeliveringcontentto a previously joinedmemberfor
someperiod, particularly if doing so allows lower latency
joins. Of course,contentdelivery is of paramountimpor-
tance. Contentplaybackoften hasreal-timerequirements,
andthusany noticeablelatency, if evenfor amoment,is un-
acceptable.We considerhow to meettheseoftenstringent
performancerequirementsin anABE-basedsecurecontent
delivery systemthrough,andreview pastattemptsat secur-
ing thesesystemsin thenext subsection.

2.1 Related Work

Cryptographicmechanismsarea natural meansof man-
aging membershipin large groups. In multicastsystems,
for example,a numberof systemshave attemptedto usea
public key infrastructure(PKI) [19] andsecuregroupcom-
munications[20, 32, 12, 24, 34, 35] to addressaccesscon-
trol. TheMARKS [10] andNark [11] schemesreducethe
impactof joins andleavesin theabove schemesat theex-
penseof frequentlyrekeying at regular intervals. Broad-
castencryptionschemes[16, 25,9] improveover theabove
mechanismsby removing the requirementof bidirectional
communication.However, suchtechniqueshave beencon-
sideredlimited in their ability to concurrentlyexpressmul-
tiple complex policies.

A promisingnew building block for creatingdistributed
systemsis attribute-basedencryption(ABE). A generaliza-
tion of identity-basedcryptography [30, 8, 14], ABE sys-
temsusea collection of attributesas the basisof crypto-
graphicprimitives. Using thresholdconstructionssuchas
thosesuggestedby Sahai and Waters[28], usersin pos-
sessionof at leastk-out-of-n attributescangain accessto



encryptedcontent.Suchprimitiveshave beenextendedby
Goyal et al. [17] and Bethencourtet al. [5] to bind tree-
basedaccesscontrol structuresdirectly into keys and ci-
phertexts, respectively. Othershave createdprotocolsto
limit the exposureof a principalÕs attributes [2, 22]. Pir-
retti et al. [27] weretheÞrstto demonstratethatsuchprim-
itiveswereboth expressibleandefÞcientenoughto useas
the basisof real systems;however, their work did not ad-
dresshow the speciÞcembodimentof policy impactsper-
formance.Without understandingthe implicationsof such
choices,it becomespossibleto build a systemin which the
implementationof policy preventsa systemfrom meeting
its performancerequirements.

Many applicationsalreadyrely on attributesas means
of managingusers.Attribute-basedaccesscontrol(ABAC)
systems[7, 36] basepolicy decisionson the attributesas-
signedto usersandresources.Attribute-basedmessaging
systems[6] automaticallycreatemailing lists by reconcil-
ing systempolicy with senderspeciÞedattributes. Cur-
rentattribute-basedsystems,however, usetraditionalcryp-
tographicconstructionsand rely upon centraladministra-
tion of policy. Theseapplicationsthereforedo not scale
well to large-scaleor distributedsystems.Becausetheap-
plication of ABE primitives may signiÞcantlyexpandthe
ßexibility of theseandmany othersystems,we investigate
how suchconstructionscanbemostefÞcientlyapplied.

3 Attribute-Based Systems

Beforediscussingtheconstructionof efÞcientpolicy, we
informally deÞneandcharacterizeencryptionpoliciesin an
attribute-basedsystem.An attributepolicy, or simply pol-
icy throughout,is the speciÞcationof the attributesneces-
saryto gain accessto anobject(e.g.,Þle,session,etc). Be-
causesuchpolicies are boundto associatedobjects using
a seriesof cryptographic operations,enforcementin a dis-
tributedenvironmentis possible.

3.1 Attribute-Based Encryption

We begin our discussionof policy by offering a high
level explanationof the functionality provided by the un-
derlying cryptographicprimitives. A generalizationof
Identity-BasedEncryption (IBE) [30, 14, 8], Attribute-
BasedEncryption(ABE) allows a setof stringsto describe
users.For example,a memberof a basketball leaguewith
an online forum may be representedby a setof attributes
A ={ Guar d, Over 7! Tall andLef t H anded}. Those
usersinterestedin recruiting teammates satisfyingat least
k-out-of-n of thesecharacteristicscanencryptmessagesto
suchplayersusingonly thesestringsandthesystemÕs pub-
lic parameters.Suchexchangescanoccurwithout theneed
for additionalper-userpublic key certiÞcates.

Systemsusing ABE implement four high-level algo-
rithms. The Þrst,Setup, takesa thresholdvaluek asinput
and generatesa masterkey M K and the systemÕs public
parameters.To createauser, theauthorityrunstheKey-Gen
algorithm with M K and the set of attributesS to gener-
ate a userÕs secretkey SK . Note that the size of the set
of attributesS = {A0, A1, · · · , Ax" 1} assignedto a user
doesnot necessarilymatchk or n; rather, the universeof
attributesA canbeinÞnitewhereasthenumberof attributes
usedin an atomicexpressionof policy is boundby k and
n. UserscanEncryptan object o undera setof attributes
S! usingthepublic parameters.Encryptedobjectscanthen
beaccessedusingtheDecryptfunction,which ensuresthat
|S

!
S! | ≥ k beforerecoveringo.

We rely upon a variant of the Sahai-Waters Large-
Universeconstruction[28] to implementour systems.This
constructioncomputesa bilinear mape : G × G → GT

betweenk attributesandpiecesof aprivatekey. Theperfor-
manceof encryptionanddecryptionare thereforefunctions
of n and k, respectively. Note that any cryptosystemca-
pableof providing k-out-of-n attributethresholdsemantics
with resistanceto collusion wouldbeequallyeffective.

In orderto provideadditionalßexibility andsigniÞcantly
increaseperformance,ourvariant implementsa randomor-
acleconstruction[3, 13]. The randomoracleconstruction
replacesthemostcomputationallyexpensive componentof
theSahai-Watersconstructionwith ahashfunction.As long
as the security of the hashfunction is sufÞcient, the ran-
domoracleconstructioncanbeusedto dramaticallyreduce
performancecosts.Therandomoracleconstructionalsoal-
lows for n to be variable,allowing expressionsin a single
cryptosystemto be expressedwith as few attributesas is
necessary(i.e., no paddingor ÒdefaultÓattributes).As was
demonstratedby Pirretti et al. [27], the combinationof el-
liptic curve typeandtherandomoracleconstructioncanre-
duceencryption costsby morethan98%. We thereforeuse
this constructionthroughout theremainderof this work. A
moreformal deÞnitionof the Sahai-Watersconstructionis
offeredin theAppendix.

Finally, becauseof the expenseassociatedwith ABE,
we usetheseoperationsasa key encapsulationmechanism
(KEM). SpeciÞcally, thecryptographicprimitivesprotectan
AES key, underwhich associateddatais encrypted.Such
techniquesarestandardin mostpublic-key systems.

3.2 ABE Performance

In order to understandhow to apply ABE to real sys-
tems,we mustÞrst characterize its performance. We use
the ABE library createdby Pirretti et al. [27] and lever-
agetheir characterizationof performanceasa basisfor fur-
ther exploration. We have provided extensive updatesto
improve compatibility with the mostrecentrelease(0.4.9)
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Figure 1. Cost of encryption using MNT and
supersingular curves in a 1-out-of-n attribute
system.

of thePairing-BasedCryptography (PBC) library [23] and
to streamlinefunctionality. Systemcharacterizationexperi-
mentswereconductedonDell workstationswith Intel Core
Duo 2 processorsand 1 GB of RAM using Linux kernel
version2.6.20. Eachexperimentwasconducted500 times
to ensurestatisticalsigniÞcance.

We Þrstvalidatedtheresultsfrom Pirretti et al.Õs perfor-
manceanalysis,due to the updatedlibrariesanddifferent
underlyingcomputingplatform (Pirretti et al. performed
experimentson Apple G5 XServe machinesrunningMac
OS X Server). Our experimentsfocus on encryptionand
decryptionoperationsspeciÞcally. Becausewe are inter-
estedin very large-scalecryptosystems,factorssuchassys-
tem setupand key generationare lessinteresting,assuch
operationsarelikely to occurinfrequently. In addition,be-
causewe intendto useeachattributeasa uniqueidentiÞer
in massive-scalesystems,we limit ourdiscussion to strictly
on1-out-of-n cryptosystems.

A majordifferencebetweenour investigationsandthose
of Pirretti et al. is thescaleof consideredattributes.While
theoriginal investigationsconsidereda maximumof 32 at-
tributes,we proÞleABE systemswith up to 100,000at-
tributes.It is thusnecessaryto determinewhetherthechar-
acteristicsfoundby Pirretti et al. scale.

We Þrstexaminedtheuseof MNT versussupersingular
curvesusingtherandomoraclesmodel.Pirretti etal. found
thatMNT curvesvastlyoutperformsupersingularcurvesfor
encryptionasthe numberof attributesincreases.We vali-
datedtheseresults,as shown in Figure 1. To establisha
relationshipbetweenencryption timeandthenumberof at-
tributes,we performeda least-squaresregressionover the
MNT data.This resultedin thefollowing equation:
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E = 2.2214 ∗ 10" 3n + 0.01804 (1)

whereE is therequiredencryptiontimeandn is thenumber
of attributes.ThisequationÞtsthedatawith extremelyhigh
correlationof r 2 = 0.99999997.

Our resultsfor decryptionof n policiesstandin contrast
to Pirretti et al. Decryption costsarerelatively constantfor
theÞrst1000attributes,with supersingularcurvesperform-
ing comparablyor slightly betterto MNT curves. Recall
thatperformanceof ABE systemsdecryptionis a function
of k ratherthann. Sincewe areexamininga Þxed 1-out-
of-n system(k = 1), decryptionshouldtheoreticallyre-
mainconstant.However, wefoundthatasthenumberof at-
tributesincreasespast1000,decryptioncostincreasedpro-
portionally to n. More surprisingly, MNT curvesperform
substantiallyfasterthansupersingularcurves.Theseresults
areshown in Figure2. While Pirretti et al. demonstrated
an orderof magnitudeperformancedifferencefor decryp-
tion in favor of supersingularcurves,theseresultsshow that
MNT curvesperformbetterfor large-scalesystems.A re-
gressionanalysisof thedatayieldedthefunction

D = 3.5159 ∗ 10" 6n + 0.033791 (2)

whereD representsrequireddecryptiontime andn is the
numberof attributes.Correlationwas very high, yielding a
valuer 2 = 0.9999992.

To determinethe causeof linearity in the decryption
operationand to vet the accuracy of our operations, we
extensively proÞledthe PBC library and our code using
gprof [18] andValgrind [26]. We found that muchof the
decryptioncostsfor a largenumberof attributesresultfrom
AESdecryptionof theciphertext; theoperationnecessitates
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Figure 3. A comparison of the naı̈ve and tiered constructions for providing efficient access to content
keys. Because join and leave operations can be performed on groups, the tiered construction is more
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useof a for loop basedon thenumberof attributesaspart
of anHMAC calculationto validatethecontentbeforethe
decryptionoccurs.This accountsfor thenon-constanttime
proÞle. We also found that the increasedperformanceof
MNT versussupersingularcurvesmayberelatedto changes
to thePBClibrary thathaveoptimizedMNT curves,poten-
tially to a largerextentthanwith thesupersingularcurves.

Decryptionis a muchlesscostlyoperationthanencryp-
tion, with even 100,000attributesrequiring lessthan 500
ms to decryptandonly approximately33 ms requiredfor
1,000attributesor fewer. Thus,evena low-powereddevice
with limited computationalability, suchas a mobilephone
or PDA, will be able to completeattribute-based decryp-
tionsin a matterof a few secondsor less.On desktop-class
machines,thecostof decryption is virtually negligible.

Basedon the data we have observed, we assumethat
any large-scaleattribute-basedsystemwill useMNT curves
with a randomoraclemodel. In the next section, we con-
siderhow these measurementsrelateto a real systemthat
haspracticaldeadlines.

4 ABE-CA Access Structure

The real-time performancerequirementsof CA sys-
temsmandatetheuseof symmetrickey contentencryption.
SpeciÞcally, theoverheadof public-key operationsnegates
their useasthe primary protectorof data. However, such
schemesarenotwithoutvalue.A numberof contentprotec-
tion systemsrely on public-key cryptography to distribute
symmetrickeys (e.g., AACS [1]). BecauseABE greatly
simpliÞesthemanagementof public-keys,weseekto apply
this techniqueto theproblemof contentprotection.

Na¬õvely implemented,however, the useof suchcrypto-

graphicprimitives cannotmeeteven modestperformance
requirements.As shown in theprevioussection,the linear
scalingof encryptioncostwith the number of attributesin
thesystemmeansthatlargescaleoperationscannotbeper-
formedefÞciently. For example,whenencryptinganAES
contentkey for asystem with onemillion users,theaverage
encryptiontime would requireapproximately37 minutes.
If wewish to changethecontentencryptionkey atany time
duringahalf-hour broadcast,suchoperationswouldsimply
notbesupportedby thecurrent construction.

The linearly increasingcost of encryptionmotivatesa
more efÞcient construction. SpeciÞcally, while encrypt-
ing datafor enormousnumbersof individualsfails to meet
performancegoals,the encryptionof datafor a handfulof
groupscanbeachievedwithin suchasystem.For example,
if the AES contentkey is to be changedonceper minute,
an averageencryptiontime of 2.24 secondsfor groupsof
1,000attributeseasilymeetsthis performancetarget. Ac-
cordingly, thechallengeto efÞcientlyusingABE in thisset-
ting becomesa problemof efÞciently mappingusersinto
groups.

Figure3 providesanoverview of thistieredconstruction.
To achieve theseends,we begin by dividing theuserpopu-
lation into groupsof sizen. Becauseof thelinearscalingof
thecostof encryptionwith thenumberof usersin thesys-
tem,suchpartitioningin andof itself fails to improve per-
formance(i.e., linear scalingmeansthat10 encryptionsof
1-out-of-10expressionrequirethesameamountof time as
a singleencryptionin a 1-out-of-100cryptosystem).Each
of thesegroupsthereforecontainsanencryptedÒgroupÓat-
tribute. All userscapableof decryptingthis new attribute
can then useit to decrypt the object containingthe AES
contentkey. Whenthe contentkey is changedby the ad-



ministratorof thesystem,userscancontinueto apply their
groupattributeto efÞcientlyaccessnew AESkeys. Because
the numberof attributesn! encryptingthe contentkey is
muchsmallerthanthetotal numberof usersin the system,
thecostof encryptingnew keys is inexpensive.

New usersgainaccessto contentthroughthejoin opera-
tion. Thesystembeginsby Þndingagroupwith lessthann
members.Thegroupattributecorrespondingto this group
is thenre-encryptedusingtheattributesof boththenew user
andcurrentmembers.Thenew user thendecryptsthegroup
attributeusinghisuniqueattributeandappliesthegroupat-
tributeto decryptthecontentkey. Notethatothermembers
of thegroupareunaffectedby theaddition of a new mem-
berasthegroupattributeremainsunchanged.At theendof
a subscription periodor dueto a forcedrevocation(e.g.,il-
legally cloneddevicedetected),thesystemexecutesa leave
operation. To prevent the leaving userfrom accessingfu-
ture content,the contentkey and groupattribute areboth
updated.A new groupattribute,encryptedunderthesetof
userattributesminus the removed member, must then be
decryptedby remainingmembers.

The beneÞtsto this approachare numerous.The time
requiredto performa join operation(i.e., adda userto the
system)becomesa functionof n andnot thesizeof theen-
tire population. Moreover, the division of the population
into groupsallows for theparallelizationof joins giventhe
availability of multiple processors.Comparedto thena¬õve
construction,thecostof performingaleaveoperationis also
drasticallyreduced.Usersin thesamegroupas theleaving
partymustdecrypt anew groupattributebeforethey can ac-
cessanew contentkey. Usersin othergroups, however, are
unaffectedandcancontinueto apply their groupattributes
to recover thenew contentkey.

As presentedthusfar, our tieredstructureestablishesa
one-to-onemapping betweengroupsandgroupattributes.
However, asthe numberof usersin a systemgrows, such
a relationshipmaybecomeunsustainable.While groupat-
tributescanbeaddedto supportuniquenew groups,appli-
cationperformancerequirementswill boundthesizeof n!

to maintaininexpensive rekeying. Additional groupsmay
thereforebe requiredto sharegroupattributesvia pigeon-
holing. The impactof this anda numberof otherdesign
tradeoffs is investigatedin greaterdetailin thenext section.

5 ABE-Enabled Systems

We now apply the constructionsdeÞnedin the previ-
oussectionto massive-scalesystemswith real-timeperfor-
mancerequirements.

5.1 Simulation

ThetieredABE construction proposedin Section4 pro-
videsvarioustunableparametersto meetperformancere-
quirements. In this section, we use simulation to con-
sider the effectsof eachparameteron realisticworkloads.
We simulatethe server sideoperations for our tiered con-
structionusingtheencryptioncostfunctionderived in Sec-
tion 3.2. Our simulatorexportsthe following performance
sensitiveparameters:

n : Thegroupcryptosystemsize
n! : Thecontentcryptosystem size
D : Thebatchduration
P : Theprocessorpool size
K : Thecontentattributekey pool size
K P : Thenumberof contentattributekey

poolprocessors

As describedin Section4, our tieredABE construction
breaksclients into groupsof size n. The group size de-
terminesboth the Þrst level encryptioncostas well asthe
numberof groupsin thesystem.Thecontentcryptosystem
sizen! directly impactscontentencryption,andtherefore
mustbekeptat a minimum. As thenumberof groupswill
commonlybegreaterthann!, multiple groupswill mapto
eachattribute positionin the contentcryptosystem.When
a client leaves, the correspondingattribute in the content
cryptosystemmustchange,therebyrequiringall groupscor-
respondingto thatattributepositionto encryptanew key.

Client join and leave operationsresult in new group
tasks. Task executionmay be postponedwith a batchdu-
ration,D . Tasksarequeuedfor eachgroupandultimately
scheduledon one of the P processorsin the processor
pool; more processorsallows moretasksto executein par-
allel. Whena groupacquiresa processor, all queuedtasks
areaggregatedandthe groupÕs contentattribute key is re-
encryptedfor the currentmembership. Finally, on client
leave,a new contentattributekey is obtainedfrom thecon-
tentattributekey pool (initially of sizeK ), which is main-
tainedby K P separateprocessors.Unlessotherwisenoted,
weuseK = 1000 andK P= 1.

Theremainderof this sectionanalyzestheperformance
of our tieredABE construction.Webegin by describingthe
realisticworkloadsusedassimulationinputs. We thenin-
vestigatethecomparatively simplerÒjoin-onlyÓworkloads,
which do not require revocation. Then, we incorporate
workloadswith leave operations. Finally, we incorporate
ourÞndingsandconsiderahigh-demand,performancesen-
sitiveworkload.

5.2 Modeling Workloads

To proÞlemassive-scalegroupmanagementsystems,we
createfour classesof systembehavior: ImpulsePay-Per-
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Figure 4. Sample traffic patterns (from top to bottom) Impulse Pay-Per-View, Prepaid Pay-Per-View,
Radio and Set-Top Box scenarios.

View, PrepaidPay-Per View, Radio andSet-Top Box. Each
of theseusagepatterns,which areproÞledin Figure4, are
describedin detailbelow.

Impulse Pay-Per-View: Usersmay decideto purchase
certaintypesof contentonimpulse.For example,consump-
tion of contentby guests at a nation-widehotel chain is
unlikely to plannedfar in advance. For someinitial mean
numberof viewers, we model such behavior for an hour
long streamasfollows: 50%of usersjoin thesystemin the
Þrstminute;90%of usersjoin within theÞrstÞve minutes;
100%of themeanhave joinedwithin theÞrsttenminutes.
Throughouttheremainderof thehour, thenumberof users
growsby 2%. Becausesuchaccessis soldonaper-program
basis,no usersleave the systemduring the durationof the
simulation. We investigate suchsystemswith a meanof
50k,100kand500kviewers.

Prepaid Pay-Per-View: The purchaseof other types
of pay-per-view contentis more predictable. For exam-
ple, sportingeventssuchas boxing or concertstypically
seethe majority of viewerssubscribe well beforethe start
of an event. We model this behavior as follows: 95% of
theviewershipattemptsto join within theÞrstÞveminutes.
Throughouttheremainderof thehour, thenumberof view-
ers continuesto grow by 2%. Like the impulsepay-per-
view case,we assumethataccessis soldon a per-program
basisandthat leavesall occurafter thesimulation.We use
both averagepay-per-view boxing ratings( 400,000view-
ers [21]) andthe mostpopularpay-per-view event (Tyson
vs HolyÞeld II: 1.99 million viewers [21]) to characterize

suchsystems.
Radio: A numberof subscriber-basedsystemsoperate

over longer periodsof time. Satellite-radio subscriptions,
for instance,can be purchasedfor intervals of monthsor
years. Accordingly, such systems presentan interesting
casefor steadystateanalysis asthey do not exhibit the ini-
tial spikesseenin thepreviousexamples.Weusesubscriber
datafrom Sirius SatelliteRadio[31] asthe basisfor mod-
eling long-termsubscriptionservices. SpeciÞcally, we as-
sumea meanof six million userswith a 2.8%join rateand
a2%leave rate.

Set-top Boxes: In ourÞnalmodel,weexaminetheÒPay
PerChannelÓsubscriptionapproach.In this model,view-
ersareonly chargedfor thechannelsthey watch.Fromthe
perspectiveof theset-topbox,eachchangeof achannelbe-
comesequivalentto a join operation.Accordingly, sucha
modelwould needto supportanextremely largenumberof
users.We characterizethis modelby usingrecentNielsen
ratingsfor average(TheTonightShow: 5.22million view-
ers[4]) andextremelypopular(AmericanIdol: 26.9million
viewers[33]) broadcastnumbers.We assumethat100%of
themeannumberof userstunein to suchshows uniformly
over the ÞrstÞve minutesand that joins and leavesoccur
evenlyata rateof 2%throughout.

5.3 “Join-only” Systems

Thejoin-only philosophy allows for thecreationof sys-
temswith simplebilling policies.Usersarechargedfor the
durationof aprogram,regardlesstheactualamountof con-
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Figure 5. The approach toward steady state
for a varying number of processors. Once all
groups reach steady state, the extra proces-
sors used to decrease quiescence time re-
main idle.

tent consumed.For instance,a hotel patronpurchasinga
movie is chargedfor theentireprogramwhetheror not they
watchit in its entirety. Accordingly, usersin sucha system
performjoin but not leave operationsduringcontentdistri-
bution. BoththeImpulseandPrepaidPay-Per-View models
describedin theprevioussubsectionfall into this category.

We begin with an analysisof the latency causedby the
initial burst of joins in the system. Becausethe vast ma-
jority of viewersenterwithin theÞrstfew minutesof oper-
ation, resourceallocationfor suchsystemsmustminimize
join latency. Figure5 shows thetime requiredto reachqui-
escence(i.e., steadystate)asa function of the numberof
processorsin thesystem.Becausethenumberof usersjoin-
ing farexceedsthenumberof processors,nearlyall requests
areinitially queuedin thesystem.This initial queuinghas
a numberof signiÞcantrepercussions on the system. For
instance,changingthe numberof usersin eachuser-layer
expressionhasno measurableinitial impacton systemper-
formancegiven a Þxed numberof processors.Becauseof
the linear costof encryption discussedin Section3.2, the
time requiredto encrypttheinitial rushof usersis thesame
for a singlelargegroupor a numberof smallersubgroups.
As the number of processorsis increase, so too doesthe
speedwith which thesystemreachesquiescence.

Batching,as describedin the previous section,alsohas
no measurablebeneÞtto the system. In the presenceof
multipleprocessors,batchingin factdegradesperformance.
This phenomenonis a resultof the inherentbatchingthat
occurswhile waiting for a freeprocessor. Whena proces-
sor becomesavailable, the sizeof the initial burst ensures
thatat leastn usersarewaiting to join thesystem.Accord-
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Figure 6. The cost of a user join at steady
state for n = 1000 and n = 5000. The saw-like
pattern is the result of the group growing from
1 to n, after which a new group is created.

ingly, pausingfor s secondssimply addss extra secondsto
join latency.

While the addition of processorsdramaticallyreduces
time to quiescence,the presenceof additionalprocessors
doesnot necessarilybeneÞta systemin steadystate.As is
shown in Figure5, thelow join ratethroughouttheremain-
derof a programcanoftentypically behandledby a single
processor. As derived from our performance evaluation,if
thenumberof steadystatejoins is lessthan435 perminute,
the additionalprocessorsaddedto reducethe initial rush
simply lay idle for the remainderof a program. A system
designermustthereforedecidebetweenhigh latency using
a smallnumberof processorsandlow utilization whenus-
ing more thanone. If the startof programscanbe offset
(i.e., movies begin every 15 minutes),a compromisebe-
tweenthesetwo extremescanbeachieved.

While the size of user-layer groupsdoesnot affect the
network behavior beforequiescence,its impacton join la-
tency becomesapparentduringsteadystateoperation.Fig-
ure 6 comparesthe joins for n = 1000 and n = 5000.
Accordingly, in systemswheremid-programleavesareun-
likely or impossible,thereis no clear advantageto using
largegroups.

5.4 “Join and Leave” Systems

Leaveoperationsarecomputationallyexpensive. As dis-
cussedin Section4, a systemleave requiresevery group
containingthat attribute to re-encrypt(i.e., if 100 groups
containtheattribute,100re-encryptionsarenecessary).We
considerthe effect of leaves and methodsof minimizing
their impact as part of our exploration into the radio and
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Figure 7. A satellite radio subscription model
for 6 million users. With 10 processors ded-
icated to computation, there is insufficient
ability to process all requests for a reason-
able deadline.

set-topboxmodels.

Radio Model: Recallthat in our satelliteradiomodel,we
considera monthly subscriberto the system. We assume
that joins and leaves, correspondingto new subscriptions
and accountcancellations, are uniformly distributed. To
modelthis steadystatebehavior we ÒwarmÓthe systemby
simulatingtheinitial additionof the6 million usersinto the
system. We wait until the systemquiescesto steadystate
behavior beforeperformingmeasurements.Figure7 shows
thatgiven10 processorsandthe sameassumptionsaspre-
viously consideredfor thepay-per-view situations,thesys-
tem is not stable.Regardlessof the numberof subgroups,
becausethe cost of leaving the systemis so high, the la-
tency to join the systemspikes to intolerablelevels, over
20 minutesin somecases.We canmitigate this behavior
by addingextra processorsinto thesystem;Figure8 shows
that a ten-fold increaseof processorsto 100 bringsthe la-
tency boundsdown considerably. Joinsin this caserequire
lessthan40 secondsevenwhenconsiderable loadexistson
thesystem,while auseris fully revokedfrom thesystemin
lessthanoneminute. Given that theseareessentiallyone-
time operationsfrom thepoint of view of theuser(i.e., the
userÕs subscriptionbecomesactive), an activation time of
lessthanoneminuteshouldbe within a userÕs expectations
for productactivation.

To minimize the relianceon extra processors,an alter-
natemethodof maintaining a latency budgetis to increase
thesizeof n!, thenumberof attributesin thecontentcryp-
tosystem.To minimizethecostof decryptionto theuser, we
have usedn! = 10 in our simulationsto this point; asdis-
cussedin Section3.2, this entailsa costof under34 mson
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Figure 8. The satellite radio model with 100
processors deployed. The costs of joining
and leaving the system are now under one
minute.

a desktop-classmachine.By increasingn! to 100,thecost
of a decryption increasesby lessthan 1 ms. Simply put,
decryptioncostsonevenconsumerequipmentwill bemini-
mal. 2 Figure9 shows thatincreasingn! providesasimilar
performancebeneÞtto increasingprocessors;even under
load,joinswill occurin under40seconds,while leaveswill
occurin lessthan50seconds.

If even more stringent performancerequirementsare
mandated,we cancombinetheoptimizationsof increasing
processorsandincreasingthesizeof thecontentcryptosys-
tem.As shown in Figure10, thetimerequiredfor joinsand
leaves is reducedby a factor of more than 10 over either
solutionusedsingly. While the previous solutionsmay be
feasiblefor solutionswhereup to a minutein latency is ac-
ceptable,thisoptimizationallows for tight latency budgets.

Set-Top Box Model: In contrastto satelliteradio with its
relatively few joinsandleaves,our proposedmodelfor set-
topboxusagehasmillions of userjoins in theÞrstfew min-
utesof a programÕs commencement,and additional joins
and leaves throughoutthe broadcast.Thus, this model is
muchmoreresource-intensive thanany previously consid-
eredsituation. Both optimizationsfrom the satelliteradio
modelarerequired;Figure11demonstratesthatfor abroad-
castof with 5.2million users,bothanincreasein n! to 1000
and an increasein the numberof deployed processorsto
1000arerequiredto ensurethat joinsandleavesachieve a
tolerablelatency.

Our largestdatasetinvolvedmodelingtheviewershipof

2Satelliteradioreceiversalreadyperformbufferingto ensureaconstant
streamof contentto theuser;thesebuffersmayalsobeusedto maskany
decryptioncostsincurredby thereceiver.
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Figure 9. Increasing the size of n! , the number
of attributes in the content cryptosystem, re-
duces peak latency from minutes to seconds
in the satellite radio model while incurring a
nominal increase in decryption costs.

ÒAmericanIdolÓ,with 26.9 million viewers.3 To provide
similar latency resultsnecessitatedincreasingthe number
of processorsto 5000,asshown in Figure12. Interestingly,
thisincreaseduserbaseisslightlymorethan5 timesaslarge
as the previous 5.2 million usercase,and increasingthe
numberof processorsby a factorof 5 results in latencies
thataresimilar, if slightly higher. This atteststo theoverall
relative linearity between the additionof processorsanda
decreasein latency for systemsunderhigh load.

An additional factorthat requiredconsiderationfor this
modelis thesizeof theavailablekey pool. Becauseof the
tremendousnumberof usersjoining thesystem,duringour
simulations,we raninto issuesof key exhaustion. Onekey
processoris capableof generatinga key every 46.3 ms (a
valueobtainedduring the ABE performancecharacteriza-
tion in Section3.2)until thekey pool is Þlled.Up until this
setof experiments,designatingoneserverto bethekey pro-
cessorwassufÞcient;in thiscase,however, thekey poolwas
depletedsorapidlythatthekey processorcouldnotgenerate
additionalkeys in time. As a result, we delegated100key
pool processorsfor this experimentto prevent exhaustion.
Determininganexactnumberof requiredkey pool proces-
sorsis a situationally-dependentoptimizationthatwe defer
for futurework.

3We make the simplifying assumptionthat eachviewer hastheir own
set-topbox. This representsan upper-boundon the particularbroadcast,
but for specialevents, this numberof set-topboxes tunedto an special
eventis certainlyfeasible.
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Figure 10. Combining the optimizations of in-
creased processors and increased content
cryptosystem attributes in the satellite radio
model allows operations to be bounded by
tight latency requirements.

5.5 Summary

Basedonourexperiencesunderstandingtheoperationof
ABE-basedCA systemsacrossmany hundredsof tests,we
havedeterminedasetof guidingprinciplesto assistsystem
architectswith implementinga performancesolutionopti-
mizedfor their uniqueconstraints.

Adding processors helps get to steady-state, but no fur-
ther. Theadditionof processorsdecreasestheamount
of timerequiredfor asystemto quiesceafteralargese-
riesof joins(e.g.,thepay-per-view case), andis neces-
saryto augmenta systemthatcannotmanageits load.
Oncesteadystateis reached,however, extraprocessors
do not provide any additional beneÞtabove what is
necessaryfor maintainingthesteadystate.Theupshot
is that deploying large amountsof hardwarewill not
garneradditionalgains,anda systemdesignershould
becognizantof offeredandpotentialloadsbeforemak-
ing large-scalehardwarepurchases.

Increasing n! gives the same benefit as adding pro-
cessors. The radio andset-topmodels illustrate that
while leaves exact a computationalload on the sys-
tem, this canbe mitigatedby increasing n!, the num-
ber of attributesin the content cryptosystem.A 10-
fold increasein n! providessimilar resultsto a factor
of 10 increasein the numberof processorsdeployed
in thesystem.Thecostof this optimizationis a corre-
spondingincreasein attribute decryptiontime by the
client. However, as we previously showed in sec-
tion 3.2, thecostsof decryptionaresufÞcientlysmall
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Figure 11. Set-top box model with 5.2 million
users. 1000 processors and an increase in n!

are necessary to minimize latency.

that we cansafely increasen! to any value lessthan
or equalto 1,000without any meaningfulnoticeable
effectonclientperformance.

National audiences can be supported by major content
providers. Our large-scalesimulationsshow that a
systemcapableof supporting tensof millions of users
is easily deployable by major providers such as ca-
ble companiesandtelevision networks. The costsof
addingusersis often front-loadedat the beginning of
a program,and the correspondingcostsin hardware
incurredby major providers is amortizedby reusing
processorsfor multiple programs.A numberof server
racksin a datacenterto supporta massive scaleaudi-
enceis a feasibleassumptionfor back-endcomputa-
tionalpower.

We determinedsomesecondaryresultsas well during
the courseof our investigations. They canbe summarized
asfollows.

Be aware of key exhaustion for massive systems. It is
importantthat thekey pool not beexhausteddueto a
high rateof userleavesfrom asystem.If thisbehavior
amongusersis expectedin a short time period, we
recommendadditional investmentin dedicatedkey
poolprocessors.

Let the system do the batching. Our initial intuition indi-
catedthataddingbatchingdelayswould bebeneÞcial,
as lessoverall computationwould result. As we dis-
covered,the systemperforms its own implicit batch-
ing due to processorsbeing unavailable during their
encryptioncycle; when they return, they processthe
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Figure 12. Set-top box model with 26.9 million
users. To achieve similar latency bounds to
the 5.2 million user case, 5000 processors are
necessary.

batchof requeststhat have beenqueued.Adding ex-
plicit batchdelaysonly causedthesystemto perform
moreslowly whenit reachessteadystate.

Optimize groups for increased benefit. Our solutionsof-
ten modeleda worst-casescenario,aswe did not at-
tempt to optimize group membership.For example,
we canmitigatethe effect of leavesby ensuringthat,
for example,userswhohavemonthlysubscriptionsare
binnedinto differentgroupsthanthosewho have an-
nualsubscriptions. This strategy allows for a minimal
numberof groupsto beaffected.We deferananalysis
of groupschedulingstrategiesfor futurework.

6 Conclusion

In this paper, we have explored the ability of ABE to
meet the unique requirementsof conditional accesssys-
tems.Suchaninvestigationwouldseemto bedoomedfrom
thestart: ABE systemsemploy heavyweightconstructions
thatappearatoddswith theenormousandoftenßuidview-
ershipsof the target contentgroups. Quite in contrast,our
simulationsof realistic,massive-scaleprogrammingshows
thatthroughnovel constructions,wecanmeetthischallenge
usinginexpensivecommodityhardware.

Whatremainsis amoredirectinvestigation. Wehaveal-
readybuilt prototypeinterfacesof ABE systems,andhave
beguntheprocessof integratingthesesystemswith content
delivery services.It is throughtheselatterexperimentsthat
we hopeto further establishthe viability of not only con-
ditional contentsystems, but promotethe useof ABE to
implementmassivescaledistributedsystems.
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Appendix

TheSahai-Watersconstruction [28] computesa bilinear
map betweenk componentsof the ciphertext with corre-
spondingpiecesof the private key. The resultingkey is
derived by interpolationover thesepiecesusing ShamirÕs
secretsharing.LagrangiancoefÞcientsare computedin the
domainZp using:

∆i,S(X ) =
"

j# S,j$=i

x − j
i − j

.

Additionally, weassumeall systemswill work in somepre-
determinedbilineargroupG of appropriatesize.

Theoperationsperformedby acryptosystemare:
Setup(k): Thesetupalgorithmchoosesa randomexpo-

nenty ∈ Zp, createsa public parameterY = e(g, g)y and
setsthe threshold valuek. The public key and the secret
exponenty becomethemasterkey.

Key-Gen(S, MK): Let H : {0, 1}%→ Zp beacollision-
resistanthashfunction andlet T : Zp → G be a function
thatwewill modelasa random oracle[3].

We deÞneΓ =
#

s# S H (s) asthe setof all hashedat-
tributesassignedto the user. The authoritythengenerates
a new randompolynomialq(x) with degreek − 1 over Zp

suchthat q(0) = y. For all i ∈ Γ, the authorityselectsa
randomr i, yielding theprivatekeys components:

D i = gq(i)T(i )ri , di = gri

Encrypt(M , S!, PK): The encryptionalgorithmbegins
by computingtheset of hashesfor theattributesoverwhich
encryptionwill occur(Γ! =

#
s# S! H (s)). The algorithm

thenselectsa randomexponentt ∈ Zp. The ciphertext is
outputas:

C =
$
C! = M Y t, C!! = gt, {Ci = T(i )t : i ∈ Γ!}

%

, whereT(i ) is deÞnedas:

T(i ) = gxi
n+1"

j=1

t∆j ,N (i)
j

whereN is theset{1, . . . , n+1}. NotethatT(i ) is replaced
by the randomoracleconstruction(i.e., hashfunction) in
this work for reasonsof performance.

Decrypt(C, S!, S, SK): Like the encryptionalgorithm,
the decryption algorithm begins by computing sets of
hashesfor the ciphertext (Γ! ) and the client attemptingto

accessthe encryptedcontent(Γ). If |Γ
#

Γ! | ≥ k, the al-
gorithm possessesa sufÞcient numberof attributesto de-
crypt the ciphertext. For eachattribute i in the sharedset
of attributesU, where|U| = k, the algorithmcomputesa
temporaryvalue:

Ai =
e(D i, C!! )
e(di, Ci)

=
e(gq(i)T(i )ri , gt)

e(gri , T(i )t)
= e(g, g)tq(i).

This computationgivesk sharesof thepolynomial tq(i )
in the exponent. Using polynomial interpolation[29], the
algorithmrecoverstheblinding valuee(g, g)yt anddivides
it outby computing:

M = C!/
&

A∆i,U (0)
i

'
= C!/e (g, g)tq(0) = C!/e (g, g)ty = M .

Becausea new randompolynomial is chosenfor each
privatekey, thesystemis secureagainstattemptsto collude
andpool theattributesof differentadversaries.


