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Abstract

The enormousgrowth in the diversity of contentser
vicessud as IPtv has highlighted the inadequacyof the
accompanyingcontentsecurity: existing security meda-
nismsscalepoorly, require conplex and oftencostly dedi-

catedhardware, or fail to meethasicsecurityrequirements.

New security methodsare needd. In this paper we ex-

ploretheability of attribute-base@ncryption(ABE)to meet
the uniqueperformanceand securityrequirementsof con-

ditional accessystemsud assubscriptiorradio and pay-

perview television. We showthrough empirical studythat

costsof ABE male its directapplicaion inappropriate, but

presentconstructionghat mitigateits incumbentosts.We

develop an extensivesimulationthat allows us to explore

the performanceof a number of virtual hardware conbgu-
rationsand constructionparametes over workloadsdevel-

opedfromreal subscriptiorandtelevisionaudiencesThese
simulationsshowthat we can secuely deliver high qual-

ity content to viewerships of the highestrated showsbeing

broadcastoday somen excesf 26,000,00Wiewers. It is

throughtheseexperimentshatweexposetheviability of not

only ABE-based:ontentdelivery but applicability of ABE

systemso large-scaledistributedsystems.

1 Introduction

Theexplosionof audioandvideo contentdiversity cou-
pledwith increasingoandwidthbeingdeliveredto thehome
hasleadto increagd optionsfor consumers. The condi-
tional accesssystemsroviding this contentpredicateac-
cesson a variely of arrangmentswith the user(i.e., sub-
scriptionvs. pay-perview). While the security of these
systemshasbeenstudiedfor sometime, mary problems
persist. Specibcally contentproviders often sacribcesim-

plicity, costand security to scaledelivery to viewerships
that may include millions of households.Throughthe use
of new techniquesthe magnitudeof thesetradeofs maybe
greatlyreduced.

An extensionof identity basedcryptograply, attribute-
basedsystemgABE) provide a semanticallyrich tool for
implementingencrygion policy. Datain ABE is encrypted
undera setof identity attributes. Eachuserof the system
is assigneda subsetof the group®attributesby a trusted
third party Userspossessing out of then thoseattributes
canrecover the plaintext, wherethevalueof k is atthe dis-
cretion of the encryptingentity. For example, one could
createa systemwhoseattributesarethe statesn the United
States,and encrypta particulardataitem underthe states
beginningwith the letter @O Assumingevery personin the
United Statesis assignedhe attribute of their homestate,
only peoplein Alabama,Alaska, Arizona, and Arkansas
could retrieve the data. ABE systemsare no longertheo-
retical cryptograplic constructshput they have beenimple-
mentedandtheir performancesarefully studied[27]. Inter
estingly thesecharacterizationfave shovn that for small
numbersof attributes,suchsystemscanbe quite efbcient.

Attributesystemgsanaddressnary of theproblemspre-
sentedby conditionalaccesssygems. In one model, the
ABE would encryptthe contentsuchthat ary userwith a
valid subscmption or accessode(in the pay-perview case)
couldrecovertheplaintext. This modelis signibcantlysim-
plerthanexisting modelswhichtypically involve dedicated
hardware,implementcomplex key managemenprotocols,
andhave limited ability to adaptto rapidly changingview-
erships.However, while promising,anaé\e implementation
of ABE will not work well in practice. Paststudieshave
shavn thatcostsgrow quickly with thenumberof attributes,
andthusothertechniquesreneeded.

In this paper we considerthe useof ABE in massve-
scaleconditionalaccesssystems. We begin by consider



ing the uniquerequirement®f current andnext generation
contentproviders,andreview a numberof pastattemptso
implementsimilar services An in-depthperformancehar
acterizationis usedto assesghe appropriatenessf ABE
to this applicationcontext. A novel ABE constructionthat
addressescalabilityandperformanceequirementsf mas-
sive scalegroupsis introduced,and its parameterization
considered. An extensive simulationstudyis usedto de-
velopprescriptve systemmodelsusedio designconditional
accesssystemsfor expectedgroup sizesand lateng bud-
gets.

Thesimulationsconbrmthatthe ABE canbeusedto im-
plementsecurityin conditionalaccesservices.The major
Pndingsof that study are manifold. First, we found that
addingcomputationapower (processorsis essentiato en-
duringinstantaneouscreasesn viewership(suchasthose
seenat the beginning of a broadcast).Suchcomputational
power surprisinglydoeslittle to reducelatenciesobsered
whenfew membershighangesanbe obsened. Secondly
signibpcantperformancegains canbe achieved by separat-
ing viewershp into independenwiewer groups, and that
suchgains are sustainablego a bxed minimal group size.
Finally, our study of large-scalegroupsshav that major
contentproviders suchas cable companiesand television
networkscouldessily deploy sufpcienthardwareto support
nationalaudiences.

Theremaindewof this paperis organized asfollows. Sec-
tion 2 introduceghe structureandneedsof conditionalac-
cesssydems. Section3 briel3y describeghe cryptographic
foundationsof ABE systemsand characterizests perfor
mancevia empirical study Section4 introducesa novel
constructionthat mitigatesthe performancecostsof im-
plementingmassive-scalegroups. Section5 detailsan ex-
tendedsimulationstudy of ABE basedconditionalaccess
systemsandSection6 concludes.

2 Conditional Access Systems

This work exploresthe performanceof condtional ac-
cess(CA) systems, which operateover broadcasthannels
butimposeaccesgontrolrequirement$or contentdelivery.
Therearethreegeneralmodelsfor implementingCA sys-
tems: subscription-basederviceswherea periodic (often
monthly) feeis paidin adwancefor acessto service,pay-
perview serviceswherea usersignsup in advancefor a
bPxed-lengthprogramof interest,andimpulsepay-perview
serviceswherethe usercansignup for a programwithout
ary a priori setuprequired(e.g.,the userhasa set-topbox
for cabletelevision service,Pndsan event of interestand
presses Osubscribeitton on their remote control to in-
stantaneouslgainaccesso theprogam). In thesesystems,

1Theauthorsnotethe unfortunatecollision betweeracrorymsfor con-
ditional accessystemsandcertibcateauthorities.

subscribemanagerantmay be delegatedto a trustedthird
partybecausef thecompleity of the operationwhile sub-
scriberauthaizationis dealtwith by encryptingcontentand
requiringa smartcard capableof decryptionin the recipi-
ent®device, or a separatalescramblingbox. Authorized
deviceswill have accesdo the key for decryptingcontent,
oftenfor a bxed amountof time [15].

The totality of subscribersof a paticular systemis
known asthe group. Thesegroupsadd membershrough
join operationsMembersvoluntarily exit thegroupthrough
leave operations. Although of minimal importanceto the
following analysis,leavesare often distinguishedfrom re-
jections(alsoknown asrevocations)in thatthelatteris not
voluntary Also known asthe group size andwithout loss
of generality, the viewershipis thenumberof membersn a
group.

Groupsin CA systemshave performancerequirements
specibcto their ervironments. Join operationsneedto be
nearinstantaneousbusedgsireto get contentas soonas
paymentis madeor the channels tuned.Corversely leave
processings oftenlessurgent. Systemsarewilling to con-
tinue delivering contentto a previously joined memberfor
someperiod particularlyif doing so allows lower lateng
joins. Of course,contentdelivery is of paramounimpor-
tance. Contentplaybackoften hasreal-timerequirements,
andthusary noticeabldatengy, if evenfor amoment,s un-
acceptableWe considerhow to meettheseoften stringent
performanceequirementsn an ABE-ba®d securecontent
delivery systemthrough, andreview pastattemptsat secur
ing thesesystemsn the next subsection.

2.1 Related Work

Cryptographianechanismsrea naturd meansof man-
aging membershign large groups. In multicastsystems,
for example,a numberof systemshave attemptedo usea
public key infrastructurg(PKI) [19] andsecuregroupcom-
munication§20, 32,12, 24, 34, 35] to addressaccesson-
trol. The MARKS [10] andNark [11] schemeseducethe
impactof joins andleavesin the above schemest the ex-
penseof frequentlyrekeying at regular intervals. Broad-
castencryptionscheme$16, 25, 9] improve overtheabove
mechanism®y removing the requiremenf bidirectional
communication However, suchtecmiqueshave beencon-
sideredimited in their ability to concurrentlyexpressmul-
tiple comple policies.

A promisingnew building block for creatingdistributed
systemsds attribute-baseencryption(ABE). A generaliza-
tion of identity-baseccryptograply [30, 8, 14], ABE sys-
temsusea collecion of attributesas the basisof crypto-
graphicprimitives. Using thresholdconstructionsuchas
thosesuggestedy Satai and Waters[28], usersin pos-
sessiorof at leastk-out-of-n attributescangain accessto



encryptedcontent. Suchprimitiveshave beenextendedby
Goyal et al. [17] and Bethencourtet al. [5] to bind tree-
basedaccesscontrol structuresdirectly into keys and ci-
phertets, respectiely. Othershave createdprotocolsto
limit the exposureof a principal®attributes [2, 22]. Pir-
retti et al. [27] werethe brstto demonstrat¢hatsuchprim-
itiveswere bath expressibleand efbcientenoughto useas
the basisof real systems;however, their work did not ad-
dresshow the specibcembodimenbf policy impactsper
formance. Without understandinghe implicationsof such
choicesjt becomegpossibleto build a systemin which the
implementationof policy preventsa systemfrom meeting
its performanceequiremets.

Marny applicationsalreadyrely on attributes as means
of managingusers.Attribute-base@ccessontrol (ABAC)
systemq7, 36] basepolicy decisionson the attributesas-
signedto usersand resources.Attribute-basednessaging
systemg6] automaticallycreatemailing lists by reconcil-
ing systempolicy with senderspecibedattributes. Cur
rentattribute-basedystemshowever, usetraditionalcryp-
tographicconstructionsand rely upon centraladministra-
tion of policy. Theseapplicationsthereforedo not scale
well to large-scaleor distributed systems.Becausehe ap-
plication of ABE primitives may signibcantly expandthe
Rexibility of theseandmary othersystemswe investicate
how suchconstructionganbe mostefbcientlyapplied.

3 Attribute-Based Systems

Beforediscussingheconstructiorof efbcientpolicy, we
informally debPneandcharacterig encryptionpoliciesin an
attribute-basedystem.An attribute policy, or simply pol-
icy throughout,is the specibcatiorof the attributesneces-
saryto gain accesgo anobject(e.g.,ble,sessionetc). Be-
causesuchpolicies are boundto associatedbjects using
a seriesof cryptograhic operationsgnforcementn a dis-
tributedernvironmentis possble.

3.1 Attribute-Based Encryption

We beagin our discussionof policy by offering a high
level explanationof the functionality provided by the un-
derlying cryptographicprimitives. A generalizationof
Identity-BasedEncryption (IBE) [30, 14, 8], Attribute-
BasedEncryption (ABE) allows a setof stringsto describe
users.For example,a memberof a basletball leaguewith
an online forum may be representedby a setof attributes
A ={ Guard, Over 7' Tall andLeft Handed}. Those
usersinterestedn recruitingteammats satisfyingat least
k-out-of-n of thesecharacteristiceanencryptmesagesto
suchplayersusingonly thesestringsandthe system&pub-
lic parametersSuchexchangesanoccurwithoutthe need
for additionalperuserpublic key certibcates.

Systemsusing ABE implementfour high-level algo-
rithms. The brst, Setup takesa thresholdvaluek asinput
and geneatesa masterkey M K and the system©public
parametersTo createa user theauthorityrunsthe Key-Gen
algorithmwith M K andthe setof attributesS to gener
ate a user@secretkey SK . Note that the size of the set
of attributesS = {Ag, A1, -+, A, 1} assignedo a user
doesnot necessarilynatchk or n; rathe, the universeof
attributesA canbeinbnitewhereaghe numberof attributes
usedin an atomic expressionof policy is boundby k and
n. UserscanEncryptanobjed o undera setof attributes
S' usingthe public parametersEncryptedobjectscanthen
bepccessedsingthe Decryptfunction,which ensureshat
|S" S'| > k beforerecoveringo.

We rely upon a variant of the Sahai-\Vters Large-
Universeconstructior28] to implementour systems.This
constructioncomputesa bilinear mape : G x G — Gr
betweerk attributesandpiecesof aprivatekey. The perfor
manceof encryptionanddecryptionare thereforefunctions
of n andk, respectiely. Note thatary cryptosystenca-
pableof providing k-out-of-n attribute thresholdsemantics
with resistanceo collusion would be equallyeffective.

In orderto provide additionalBexibility andsignipcantly
increaseperformanceour variantimplementsa randomor-
acle construction3, 13]. The randomoracleconstruction
replacegshe mostconputationallyexpersive componenbf
theSahai-Watersconstructiorwith ahashfunction. Aslong
asthe secuity of the hashfunction is sufecient,the ran-
domoracleconstructiorcanbe usedto dramaticallyreduce
performanceosts.Therandomoracleconstructioralsoal-
lows for n to be variable,allowing expressionsn a single
cryptosystento be expresedwith asfew attributesasis
necessaryi.e., no paddingor OdedultQattributes). As was
demonstratedby Pirretti et al. [27], the combinationof el-
liptic curve typeandtherandomoracleconstructiorcanre-
duceencrypton costsby morethan98%. We thereforeuse
this constructionthroughot the remainderof this work. A
moreformal debnitionof the Sahai-Vétersconstructionis
offeredin the Appendix.

Finally, becauseof the expenseassociatedwith ABE,
we usetheseoperationsasa key encapsulatiomechanism
(KEM). Specibcallythecryptographi@rimitivesprotectan
AES key, underwhich associatedlatais encrypted.Such
techniquesrestandardn mostpublic-key systems.

3.2 ABE Performance

In orderto understanchow to apply ABE to real sys-
tems,we must brstcharactede its performance. We use
the ABE library createdby Pirretti et al. [27] and lever-
agetheir characterationof performancesa basisfor fur-
ther exploration. We have provided extensve updatesto
improve compatibility with the mostrecentreleasg(0.4.9)
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Figure 1. Cost of encryption using MNT and
supersingular curves in a 1-out-of-n attribute
system.

of the Pairing-BasedCryptograply (PBC) library [23] and
to streamlingfunctionality Systemcharacterizatioexperi-
mentswereconductedn Dell workstationswith Intel Core
Duo 2 processorand 1 GB of RAM using Linux kernel
version2.6.20. Eachexperimentwasconductedb00times
to ensurestatisticalsignipcance.

We brstvalidatedthe resultsfrom Pirretti et al @ perfor
manceanalysis,due to the updatediibraries and different
underlying computingplatform (Pirretti et al. performed
experimentson Apple G5 XSere machinesrunning Mac
OS X Sener). Our experimentsfocus on encryptionand
decryptionoperationsspecibcally Becausewe are inter-
estedn very large-scaleryptosystemsfactorssuchassys-
tem setupand key generationare lessinteresting,assuch
operationgarelikely to occurinfrequently In addition,be-
causewe intendto useeachattribute asa uniqueidentiber
in massve-scalesystemsyve limit our discussbn to strictly
on 1-out-ofn cryptosystems.

A majordifferencebetweenour investigationsandthose
of Pirrettietal. is the scaleof consideredttributes. While
the original investigationsconsidereca maximumof 32 at-
tributes, we proble ABE systemswith up to 100,000at-
tributes.It is thusnecessaryto determinewhetherthe char
acteristicfoundby Pirreti etal. scale.

We brstexaminedthe useof MNT versussupersingular
cunesusingtherandm oraclesmodel.Pirrettietal. found
thatMNT curvesvastlyoutperformsupersingulacurvesfor
encryptionasthe numberof attributesincreases We vali-
datedtheseresults,as shovn in Figure 1. To establisha
relationshipbetweerenciyption time andthe numberof at-
tributes, we performeda least-squaresegressionover the
MNT data.Thisresultedn thefollowing equation:
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Figure 2. Cost of decryption using MNT and
supersingular curves in a 1-out-of-n attribute
system.

E =2.2214% 10 3n 4 0.01804 (1)

whereE istherequiredencryptontimeandn isthenumber
of attributes. This equationbtsthe datawith extremelyhigh
correlationof r? = 0.99999997.

Ourresultsfor decryptionof n policiesstandin contrast
to Pirretti etal. Decrypton costsarerelatively constanfor
the brst1000attributes,with supersingulacurvesperform-
ing comparablyor slightly betterto MNT curves. Recall
that performanceof ABE systemsdecryptionis a function
of k ratherthann. Sincewe are examininga bxed 1-out-
of-n system(k = 1), decryptionshouldtheoreticallyre-
mainconstantHowever, we foundthatasthe numberof at-
tributesincreasepast1000,decryptioncostincreasegro-
portionallyto n. More surprisingly MNT curves perform
substantiallyfasterthansupersingulacurves. Theseresults
areshown in Figure2. While Pirreti et al. demonstrated
an order of magnitudeperformancelifferencefor decryp-
tion in favor of supersingulacurves,theseresultsshav that
MNT curvesperformbetterfor large-scalesystems.A re-
gressioranalysisof thedatayieldedthe function

D =3.5159 % 10" %n + 0.033791 )

whereD representsequireddecryptiontime andn is the
numberof attributes. Correlationwas very high, yielding a
valuer? = 0.9999992.

To determinethe causeof linearity in the decryption
operationand to vet the accurag of our operaions, we
extensively probledthe PBC library and our code using
gprof [18] and Valgrind [26]. We found that much of the
decryptioncostsfor alarge nunber of attributesresultfrom
AES decryptionof theciphertet; theoperatiomecessitates
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Figure 3. A comparison of the naive and tiered constructions for providing efficient access to content
keys. Because join and leave operations can be performed on groups, the tiered construction is more

efficient.

useof afor loop basedonthe numberof attributesaspart
of anHMAC calculationto validatethe contentbeforethe
decryptionoccurs.This accountgor the non-onstantime
proble. We aso found that the increasedperformanceof
MNT versussupersingulacurvesmayberelatedto changes
to thePBClibrary thathave optimizedMNT curwes,poten-
tially to alargerextentthanwith the supersingulacurves.

Decryptionis a muchlesscostly operationthanencryp-
tion, with even 100,000attributesrequiring lessthan 500
ms to decryptand only approximately33 ms requiredfor
1,000attributesor fewer. Thus,evenalow-powereddevice
with limited computationahbility, suchas a mobile phone
or PDA, will be ableto completeattribute-basd decryp-
tionsin amatterof afew secondsr less.On desktop-class
machinesthe costof decrygion is virtually negligible.

Basedon the data we have obsered, we assumethat
ary large-scalattribute-basedystemwill useMNT curves
with a randomoraclemodel. In the next section, we con-
siderhow thee measurementeelateto a real systemthat
haspracticaldeadlines.

4 ABE-CA Access Structure

The real-time performancerequirementsof CA sys-
temsmandatehe useof symmetrickey contentencryption.
Specibcallythe overheadof public-key operationsegates
their useasthe primary protector of data. However, such
schemesarenotwithoutvalue.A numberof contentprotec-
tion systemgrely on public-key cryptograply to distribute
symmetrickeys (e.g., AACS[1]). BecauseABE greatly
simplibesghe managemenaf publickeys, we seekto apply
this techniqueo the problemof contentprotection.

Nad\ely implementedhowever, the useof suchcrypto-

graphic primitives cannotmeeteven modestperformance
requirements As showvn in the previous section,the linear
scalingof encryptioncostwith the number of attributesin
the systemmeanghatlarge scaleoperationsannotbe per
formedefbciently For example,whenencryptingan AES
contentkey for asysten with onemillion userstheaverage
encryptiontime would requireapproximately37 minutes.
If we wishto changehe contentencryptionkey atany time
duringahalf-haur broadcastsuchoperationsvould simply
not be supportedy the currert construction.

The linearly increasingcost of encryptionmotivatesa
more efbcient construction. Specibcally while encrypt-
ing datafor enormousunbersof individualsfails to meet
performancegoals,the encryptionof datafor a handful of
groupscanbe achiezedwithin sucha system.For example,
if the AES contentkey is to be changedonceper minute,
an averageencryptiontime of 2.24 seconddor groupsof
1,000attributeseasily meetsthis performancetarget. Ac-
cordingly, thechallengeto efbcientlyusingABE in this set-
ting becomesa problemof efbciently mappingusersinto
groups.

Figure3 providesanoverview of thistieredconstruction.
To achieve theseends we begin by dividing the userpopu-
lationinto groupsof sizen. Becausef thelinearscalingof
the costof encryptionwith the numberof usersin the sys-
tem, suchpartitioningin andof itself fails to improve per
formance(i.e., linear scalingmeansthat 10 encryptionsof
1-out-of-10expressiorrequirethe sameamountof time as
a singleencryptionin a 1-out-of-100cryptosystem).Each
of thesegroupsthereforecontainsanencryptedOgroup@t-
tribute. All userscapableof decryptingthis new attribute
canthenuseit to decryptthe object containingthe AES
contentkey. Whenthe contentkey is changedby the ad-



ministratorof the system,userscancontinueto apply their
groupattributeto efbciently accesmiew AES keys. Because
the numberof attributesn' encryptingthe contentkey is
muchsmallerthanthe total numberof usersin the system,
the costof encryptingnew keysis inexpensve.

New userggain accesso contentthroughthejoin opera-
tion. The systembeginsby Pndinga groupwith lessthann
members.The groupattribute correspondingo this group
is thenre-encryptedisingtheattributesof boththenew user
andcurrentmembersThenew usea thendecryptshegroup
attribute usinghis uniqueattribute andappliesthegroupat-
tributeto decryptthe contentkey. Note thatothermembers
of the groupareunafectedby the addtion of a nev mem-
berasthegroupattributeremainsunchangd. At the end of
a subsciption periodor dueto a forcedrevocation(e.g.,il-
legally cloneddevice detected)the systemexecutesaleave
operation. To prevent the leaving userfrom accessindu-
ture content,the contentkey and group attribute are both
updated.A new groupattribute, encryptedunderthe setof
user attributes minus the removed member mustthen be
decryptedby remainingmenbers.

The benebtgo this approachare numerous. The time
requiredto performa join operation(i.e., adda userto the
system)ecomes functionof n andnotthesizeof theen-
tire population. Moreover, the division of the population
into groupsallows for the parallelizationof joins giventhe
availability of multiple processorsConparedto the nade
constructionthecostof performingaleave operatioris also
drasticallyreduced.Usersin the samegroupas theleaving
partymustdeaypt anew groupattributebeforethey can ac-
cessanew contentkey. Usersin othergroups however, are
unafectedandcancontinueto apply their groupattributes
to recoverthenew contentkey.

As presentedhusfar, our tiered structureestablishes
one-to-onemapphg betweengroupsand group attributes.
However, asthe numberof usersin a systemgrows, such
arelationshipmay becomeunsustainableWhile groupat-
tributescanbe addedto supportunique new groups,appli-
cationperformanceequirementsill boundthe sizeof n'
to maintaininexpensve rekeying. Additional groupsmay
thereforebe requiredto sharegroup attributesvia pigeon-
holing. The impactof this anda numberof otherdesign
tradeofs is investicatedin greaterdetailin the next section.

5 ABE-Enabled Systems

We now apply the constructionsdebnedin the previ-
oussectionto massve-scalesystemswith real-timeperfor
mancerequirements.

5.1 Simulation

Thetiered ABE constrution proposedn Section4 pro-
videsvarioustunableparameter¢éo meetpeaformancere-
quirements. In this section, we use simulationto con-
siderthe effects of eachparameteion realistic workloads.
We simulatethe sener side operaions for our tiered con-
structionusingthe encryptioncostfunctionderived in Sec-
tion 3.2. Our simulatorexportsthe following performance
sensitve parameters:

n :  Thegroupcryptosystensize
. Thecontentcryptosysten size
Thebatchduration
Theprocessopool size
. Thecontentattribute key pool size
P : Thenumberof contentattribute key
pool processors

AXTVTOS>=S

As describedn Section4, our tiered ABE construction
breaksclientsinto groupsof sizen. The group size de-
terminesboth the brstlevel encryptioncostas well asthe
numberof groupsin the system. The contentcryptosystem
sizen' directly impactscontentencryption,andtherefore
mustbe keptat a minimum. As the numberof groupswill
commonlybe greaterthann', multiple groupswill mapto
eachattribute positionin the contentcryptosystem.When
a client leaves, the correspondingattribute in the content
cryptosystenmustchangetherebyrequiringall groupscor-
respondingo thatattribute positionto encrypta new key.

Client join and leave operationsresult in new group
tasks. Task executionmay be postponedwith a batchdu-
ration,D. Tasksarequeuedor eachgroupandultimately
scheduledon one of the P processordn the processor
pool; more processorsllows moretasksto executein par
allel. Whena groupacquiresa processaqrall queuedasks
are aggrgatedandthe group®contentattribute key is re-
encryptedfor the currentmembership. Finally, on client
leave, anew contentattribute key is obtainedfrom the con-
tentattribute key pool (initially of sizeK), which is main-
tainedby K P separat@rocessorsUnlessotherwisenoted,
we useK = 1000 andK P= 1.

The remainderof this sectionanalyzeghe performance
of ourtieredABE construction We begin by describinghe
realisticworkloadsusedas simulationinputs. We thenin-
vestigatethe comparatiely simplerOjoin-only@vorkloads,
which do not requie revocation. Then, we incorporate
workloadswith leave opemtions. Finally, we incorporate
our bndingsandconsidera high-demandperformancesen-
sitive workload.

5.2 Modeling Workloads

To problemassve-scalegroupmanagemergystemswe
createfour classesof systembehaior: ImpulsePay-Rer-
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Figure 4. Sample traffic patterns (from top to bottom) Impulse Pay-Per-View, Prepaid Pay-Per-View,

Radio and Set-Top Box scenarios.

View, Prepaid Pay-Rer View, Rado andSet-bp Box Each
of theseusagepatternswhich areprobledin Figure 4, are
describedn detailbelow.

Impulse Pay-Per-View: Usersmay decideto purchase
certaintypesof contentonimpulse.For example,consump-
tion of contentby guess$ at a nation-wide hotel chainis
unlikely to plannedfar in advance. For someinitial mean
numberof viewers, we model such behaior for an hour
long streamasfollows: 50% of usergoin the systemin the
Prstminute;90% of usergoin within the Prstbve minutes;
100%of the meanhave joinedwithin the brstten minutes.
Throughoutthe remander of the hour, the numberof users
grows by 2%. Becausesuchaccesss soldonaperprogram
basis,no usersleave the systemduring the durationof the
simulation. We investigate such systemswith a meanof
50k, 100kand500kviewers.

Prepaid Pay-Per-View: The purchaseof other types
of pay-perview contentis more predictable. For exam-
ple, sporting events such as boxing or concertstypically
seethe majority of viewers subscribe well beforethe start
of an event. We modelthis behaior asfollows: 95% of
theviewershipattemptgo join within the brstbve minutes.
Throughouthe remainderof the hour, the numberof view-
ers continuesto grow by 2%. Like the impulse pay-per
view casewe assumehataccesss sold on a perprogram
basisandthatleavesall occurafterthe simulation. We use
both averagepay-perview boxing ratings( 400,000view-
ers[21]) andthe mostpopularpay-perview event (Tyson
vs Holybeldll: 1.99 million viewers[21]) to characterize

suchsystems.

Radio: A numberof subscribeibasedsystemsoperate
over longer periodsof time. Satellite-raéb subscriptions,
for instance,can be purchasedor intervals of monthsor
years. Accordngly, suchsystens presentan interesting
casefor steadystateandysis asthey do not exhibit the ini-
tial spikesseernin thepreviousexamples.We usesubscriber
datafrom Sirius SatelliteRadio[31] asthe basisfor mod-
eling long-termsubscriptionservies. Speibcally, we as-
sumea meanof six million userswith a2.8%join rateand
a2%leaverate.

Set-top Boxes: In our Pnalmodel,we examinethe ORy
PerChannel@ubscriptionapproach.In this model, view-
ersareonly chagedfor the channelghey watch. Fromthe
perspecitie of the set-topbox, eachchangeof achannebe-
comesequialentto a join operation. Accordingly, sucha
modelwould needto supportanextremdy large numberof
users.We characterizehis modelby usingrecentNielsen
ratingsfor average(The Tonight Show: 5.22million view-
ers[4]) andextremelypopular(Americanlidol: 26.9million
viewers[33]) broadcashumbers We assumehat 100%of
the meannumberof userstunein to suchshavs uniformly
over the brst bve minutesandthat joins and leaves occur
evenly atarateof 2% throughat.

5.3 “Join-only”’ Systems

The join-only philosoply allows for the creationof sys-
temswith simplebilling policies.Usersarechagedfor the
durationof a program regardlesshe actualamountof con-
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Figure 5. The approach toward steady state
for a varying number of processors. Once all
groups reach steady state, the extra proces-
sors used to decrease quiescence time re-
main idle.

tent consumed. For instance,a hotel patronpurchasinga
movie is chagedfor the entireprogranmwhetheror notthey
watchit in its entirety Accordingly, usersin sucha system
performjoin but not leave operationsluring contentdistri-
bution. BoththeImpulseandPrepaidPay-PefView models
describedn the previous sulsectionfall into this cateyory.
We begin with an analysisof the lateny causeddy the
initial burst of joins in the system. Becausehe vastma-
jority of viewersenterwithin the brstfew minutesof oper
ation, resourceallocationfor suchsystemsmustminimize
join latency. Figure5 shows thetime requiredto reachqui-
escencdi.e., steadystate)as a function of the numberof
processor thesystem Becausehe numberof usergoin-
ing farexceedghenumberof processorsjearlyall requests
areinitially queuedn the system.This initial queuinghas
a numberof signibPcantrepercussios on the system. For
instance changingthe numberof usersin eachuserlayer
expressiorhasno measurablénitial impacton systemper
formancegiven a bxed numberof processors Becauseof
the linear costof erncryption discussedn Section 3.2, the
time requiredto encrypttheinitial rushof usersis thesame
for a singlelarge groupor a numberof smallersubgroups.
As the numbe of processorss increase so too doesthe
speedvith which the systemreachegjuiescence.
Batching,as describedn the previous section,alsohas
no measurabléoenebtto the system. In the presenceof
multiple processorshatchingin factdegradegperformance.
This phenomenoris a resultof the inherentbatchingthat
occurswhile waiting for a free processarWhena proces-
sor becanesavailable, the size of the initial burstensures
thatatleastn usersarewaiting to join the system.Accord-
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Figure 6. The cost of a user join at steady
state for n = 1000 and n = 5000. The saw-like
pattern is the result of the group growing from
1 to n, after which a new group is created.

ingly, pausingfor s secondsimply addss extra secondgo
join lateng.

While the addition of processorglramaticallyreduces
time to quiescencethe presenceof additional processors
doesnot necessarilypenebfa systemin steadystate.As is
shown in Figure5, thelow join ratethroughoutheremain-
derof aprogramcanoftentypicdly behandledby asingle
processor As derived from our performane evaluation,if
thenumberof steadystatejoinsis lessthan435 perminute,
the additional processorsaddedto reducethe initial rush
simply lay idle for the remainderof a program. A system
designemustthereforedecidebetweerhigh lateng using
a smallnumberof processorsindlow utilization whenus-
ing morethanone. If the startof programscan be offset
(i.e., movies begin every 15 minutes),a compromisebe-
tweenthesetwo extremescanbeachieved.

While the size of userlayer groupsdoesnot affect the
network behaior beforequiescenceits impacton join la-
tengy becomespparenturing steadystateoperation.Fig-
ure 6 compareghe joins for n = 1000 andn = 5000.
Accordingly, in systemsvheremid-programeavesareun-
likely or impossible,thereis no clear advantageto using
large groups.

5.4 “Join and Leave” Systems

Leave operationsaarecomputationallyexpensve. As dis-
cussedin Section4, a systemleave requiresevery group
containingthat attribute to re-encrypt(i.e., if 100 groups
containthe attribute,100re-encryptiongrenecessary)We
considerthe effect of leaves and methodsof minimizing
their impact as part of our explorationinto the radio and
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Figure 7. A satellite radio subscription model
for 6 million users. With 10 processors ded-
icated to computation, there is insufficient
ability to process all requests for a reason-
able deadline.

set-topbox models.

Radio Model: Recallthatin our satelliteradio model,we
considera monthly subscriberto the system. We assume
that joins and leaves, correspondingo new subscriptions
and accountcancelations, are uniformly distributed. To
modelthis steadystatebehaior we OvarmCthe systemby
simulatingtheinitial additionof the 6 million usersnto the
system. We wait until the systemquiescego steadystate
behaior beforeperformingmeasurementszigure7 shaws
that given 10 processorgindthe sameassumptionsispre-
viously consideredor the pay-perview situationsthe sys-
temis not stable. Regardlessof the numberof subgroups,
becausehe cost of leaving the systemis so high, the la-
teng to join the systemspikesto intolerablelevels, over
20 minutesin somecases.We can mitigate this behaior
by addingextra procesersinto the system;Figure8 shavs
that a ten-fold increaseof processors$o 100 bringsthe la-
teng/ boundsdown consideably. Joinsin this caserequire
lessthan40 secondgvenwhenconsiderale load existson
thesystemwhile auseris fully revokedfrom the systemin
lessthanoneminute. Giventhattheseare essentiallyone-
time operationsrom the point of view of the user(i.e., the
user®subscriptionbecomesactive), an activation time of
lessthanoneminuteshouldbe within a user@expectations
for productactivation.

To minimize the relianceon extra processorsan alter
natemethod of maintairing a lateng budgetis to increase
the sizeof n', the numberof attributesin the contentcryp-
tosystem.To minimizethecostof decryptionto theuserwe
have usedn' = 10 in our simulationsto this point; asdis-
cussedn Section3.2, this entailsa costof under34 mson
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Figure 8. The satellite radio model with 100
processors deployed. The costs of joining
and leaving the system are now under one
minute.

adesktop-classnachine.By increasingn' to 100, the cost
of a deayption increasedyy lessthan1 ms. Simply put,
decryptioncostson evenconsumeequipmentvill bemini-
mal. 2 Figure9 shavsthatincreasngn' providesa similar
performancebenebtto increasingprocessorsgven under
load,joinswill occurin under40secomls,while leaveswill
occurin lessthan50 seconds

If even more stringent performancerequirementsare
mandatedye cancombinethe optimizationsof increasing
processorsndincreasinghe sizeof the contentcryptosys-
tem. As shavn in Figure10, thetime requiredfor joins and
leavesis reducedby a factor of more than 10 over either
solutionusedsingly. While the previous solutionsmay be
feasiblefor solutionswhereup to a minutein lateng is ac-
ceptablethis optimizationallows for tight lateng budgets.

Set-Top Box Model: In contrastto satelliteradio with its
relatively few joinsandleaves,our proposednodelfor set-
top box usagehasmillions of userjoinsin the brstfew min-
utesof a program®commencementand additional joins
and leaves throughoutthe broadcast. Thus this modelis
muchmoreresource-intasive thanary previously consid-
eredsituation. Both optimizationsfrom the satelliteradio
modelarerequired;Figurelldemontratesthatfor abroad-
castof with 5.2million userspothanincreasen n' to 1000
and an increasein the numberof deployed processorgo
1000arerequiredto ensurethatjoins andleavesachiere a
tolerablelateng.

Our largestdataseinvolved modeling the viewershipof

2satelliteradioreceiersalreadyperformbuffering to ensurea constant
streamof contentto the user;thesebuffers may alsobe usedto maskary
decryptioncostsincurredby therecever.
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Figure 9. Increasing the size of n', the number
of attributes in the content cryptosystem, re-
duces peak latency from minutes to seconds
in the satellite radio model while incurring a
nominal increase in decryption costs.

@\merican|dolO,with 26.9 million viewers® To provide

similar lateng resultsnecessitatedhcreasingthe number
of processor$o 5000,asshavn in Figure12. Interestingly

thisincreasediserbasds slightly morethan5 timesaslarge

as the previous 5.2 million usercase,and increasingthe

numberof processordy a factorof 5 resuls in latencies
thataresimilar, if slightly higher This attestgo the overall

relative linearity betweea the addition of processoranda

decreasén lateng for systensunderhigh load.

An additional factorthat requiredconsideratiorfor this
modelis the size of the availablekey pool. Becausef the
tremendousiumberof usersjoining the systemduringour
simulationswe raninto issuesof key exhauston. Onekey
processoiis capableof generatinga key every 46.3ms (a
value obtainedduring the ABE performancecharacteriza-
tion in Section3.2) until thekey poolis Plled. Up until this
setof experimentsdesignatingpnesenerto bethekey pro-
cessomassufbcient;in thiscasehowever, thekey poolwas
depletedsorapidlythatthekey processocouldnotgenerate
additionalkeys in time. As aresult we delegated100 key
pool procesorsfor this experimentto prevent exhaustion.
Determiningan exactnumberof requiredkey pool proces-
sorsis a situationally-dependemptimizationthatwe defer
for futurework.

3We male the simplifying assumptiorthat eachviewer hastheir own
set-topbox. This represent&n upperboundon the particularbroadcast,
but for specialevents,this numberof set-topboxestunedto an special
eventis certainlyfeasible.
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Figure 10. Combining the optimizations of in-
creased processors and increased content
cryptosystem attributes in the satellite radio
model allows operations to be bounded by
tight latency requirements.

5.5 Summary

Basedon our experiencesinderstandinghe operatiorof
ABE-basedCA systemsacrossnary hundredsof testswe
have determineda setof guiding principlesto assistsystem
architectswith implementinga performancesolution opti-
mizedfor their uniqueconstaints.

Adding processors helps get to steady-state, but no fur-
ther. Theadditionof processorslecreasetheamount
of timerequiredfor asystento quiesceafteralargese-
riesof joins (e.g.,thepay-pefview case)andis neces-
saryto augment systemthatcannotmanagets load.
Oncesteadystateis reacled,however, extraprocessors
do not provide ary addiional benebtabore wha is
necessaryor maintainingthe steadystate.The upshot
is that deplgying large amountsof hardware will not
garneradditional gains,anda systemdesgnershould
becognizanbf offeredandpotentialloadsbeforemak-
ing large-scaléhardwarepurchases.

Increasing n' gives the same benefit as adding pro-
cessors. The radio and set-topmodelsillustrate that
while leaves exact a computationalload on the sys-
tem, this canbe mitigatedby increasng n', the num-
ber of attributesin the conent cryptosystem.A 10-
fold increasen n' providessimilar resultsto a factor
of 10 increasein the numberof processorsleplo/ed
in the system.The costof this optimizationis a corre-
spondingincreasein attribute decryptiontime by the
client. However, as we previously shoved in sec-
tion 3.2, the costsof decryptionare sufbciently small
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Figure 11. Set-top box model with 5.2 million
users. 1000 processors and an increase in n'
are necessary to minimize latency.

that we can safelyincreasen' to ary value lessthan
or equalto 1,000without ary meaningfulnoticeable
effecton client performance.

National audiences can be supported by major content
providers. Our large-scalesimulationsshav that a
systemcapableof supporthg tensof millions of users
is easily deployable by major providers such as ca-
ble companiesandtelevision networks. The costsof
addingusersis often front-loadedat the beginning of
a program,and the correspondingcostsin hardware
incurred by major providersis amortizedby reusing
processor$or multiple programs A numberof sener
racksin a datacenterto supporta massve scaleaudi-
enceis a feasibleassumptiorfor back-endcomputa-
tional power.

We determinedsomesecondaryresultsas well during
the courseof our investigations. They canbe summarized
asfollows.

Be aware of key exhaustion for massive systems. It is
importantthatthe key pool not be exhausteddueto a
high rateof userleavesfrom asystem.If thisbehaior
amongusersis expectedin a shorttime period, we
recommendadditional investmentin dedicatedkey
pool processors.

Let the system do the batching. Ourinitial intuition indi-
catedthataddingbatchingdelayswould be benebcial,
aslessoverall computationwould result. As we dis-
covered,the systemperformsits own implicit batch-
ing dueto processordeing unavailable during their
encryptioncycle; whenthey return, they processthe

Average Operation Latency (seconds)

. . . . . . .
0 500 1000 1500 2000 2500 3000 3500 4000
Time (seconds)

Figure 12. Set-top box model with 26.9 million
users. To achieve similar latency bounds to
the 5.2 million user case, 5000 processors are
necessary.

batchof requestghat have beenqueued. Adding ex-
plicit batchdelaysonly causedhe systemto perform
moreslowly whenit reachesteadystate.

Optimize groups for increased benefit. Our solutionsof-
ten modeleda worst-casescenario,aswe did not at-
temptto optimize group membership. For example,
we canmitigatethe effect of leavesby ensuringthat,
for exanple, userswho have monthlysubsciptionsare
binnedinto differentgroupsthanthosewho have an-
nual subsciptions. This stratgy allows for aminimal
numberof groupsto be affected.We deferananalysis
of groupschedulingstratgyiesfor futurework.

6 Conclusion

In this pape, we have explored the ability of ABE to
meet the unique requirementsof condtional accesssys-
tems.Suchaninvestigationwould seenmto bedoomedrom
the start: ABE systemsmploy hearyweight constructions
thatappeamat oddswith theenormousandoften3uid view-
ershipsof the target contentgroups. Quite in contrast,our
simulationsof realistic, massive-s@le programmingshovs
thatthroughnovel constructios, we canmeetthischallenge
usinginexpensve commodityhardware.

Whatremansis amoredirectinvestigation. We have al-
readybuilt prototypeinterfacesof ABE systemsandhave
begunthe procesof integratingthesesystemswith content
delivery servicest is throughtheseatterexperimentshat
we hopeto further establishthe viability of not only con-
ditional contentsystens, but promotethe use of ABE to
implementmassie scaledistributedsystems.
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Appendix

The Sahai-Wtersconstriction [28] computesa bilinear
map betweenk componentf the ciphertext with corre
spondingpiecesof the private key. The resultingkey is
derived by interpolationover thesepiecesusing Shamir®
secretsharing.Lagrangiancodbcientsare computedn the
domainZ, using:

Ai,S(X) = i

i —
J# S, 5%

Additionally, we assumeall systemswill work in somepre-
determinedilineargroupG of appropriatesize.

Theoperationgperformedby a cryptosystenare:

Setup(k): The setupalgorithmchooses randomexpo-
nenty € Z,, createsa public parametely = e(g,g)¥ and
setsthe threslold value k. The public key andthe secret
exponenty becomeahe masterkey.

Key-Gen(S, MK): LetH : {0,1}*— Z, beacdlision-
resistanthashfunction andlet T : Z, — G bea function
thatwe will modelasarandm oracle[3].

We debnel’ =, o H(s) asthe setof all hashedhat-
tributesassignedo the user The authoritythengenerates
anev randompolynomialq(x) with degreek — 1 overZ,
suchthatq(0) = y. Foralli € T', the authority selectsa
randonr ;, yielding the privatekeys conponents:

D, = gq(i)T(i)ri d; =g

Encrypt(M, S', PK): The encryptionalgorithm begins
by computingthe se of hashgﬁor theattributesoverwhich
encryptionwill occur(I* = = _, o H(s)). Theagorithm
thenselectsa randomexponentt € Z,. The ciphertet is
outputas:

$ %
C="C'=MY',C"=¢ {C,=T(i) :iel'}
, whereT (i) is debnedas:

LTI
T(i)=9d" "
j=1

whereN istheset{1,...,n+1}. NotethatT (i) isreplaced
by the randomoracle construction(i.e., hashfunction) in
thiswork for reason®f performance.

Decrypt(C, S', S, SK): Like the encryptionalgorithm,
the decryption algorithm begins by computing ses of
hashedor the ciphertext (I') and the client attemptingto

accesghe encryptedcontent(T’). If |P# I'| > k, theal-
gorithm possessea sufbcient numberof attributesto de-
crypt the ciphertext. For eachattributei in the sharedset
of attributesU, where|U| = k, the algorithmcomputesa
temporaryvalue:

A _ &DiCY) _ e@T()".g")
" oe(di, Cy) e(gn, T(i)")

This conputationgivesk shareof the polynomal tq(i)
in the exponent. Using polynomialinterpolation[29], the
algorithmrecoversthe blinding valuee(g, g)¥t anddivides
it outby computing:

= e(g,9)""".

& '
M =cC'/ AP @ =cle(g,g)™ =C'le(g,9)" =M.

Becausea new randompolynomialis chosenfor each
privatekey, the systemis secureagainst attemptso collude
andpooltheattributesof differentadversaries.



