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Abstract

Weintroducethe notion of a conditioned-safeeremony
A“ceremony”is similar to thecorventionalnotionof a pro-
tocol, exceptthata ceremonyexplicitly includeshuman par-
ticipants. Our formulationof a conditioned-safeeremony
drawson several ideasandlessondearnedfromthe human
factorsandhumarreliability communityforcing functions,
defensen depth,andthe useof humantendenciessud as
rule-baseddecisionmaking. We proposedesignprinciples
for building conditioned-safeeeremoniesand apply these
principlesto develop a registration ceremonyfor madine
authenticatiorbasedon email. We &aluatedour emailreg-
istrationceremonywith a userstudyof 200participants.We
designedbur studyto be as ecolggically valid as possible:
we employeddeceptiondid not usea laboratory erviron-
ment, and attemptedto create an experienceof risk. We
simulatedattadks against the uses and found that email
registration was signi cantly more secue than challenge
guestionbasedregistration. We also found evidencethat
conditioninghelpedemail registration usess resig attads,
but contributed towards making challenge questionusess
mote vulnemble

1 Intr oduction

Welivein acomplicate environment andlik e mary an-
imals,we tendto developautomatiaresponseso situations
we encountemmorethanonce. Our brainstendto classify
stimuli accordingto a few key featuresandif oneor more
featuregmatchstimuli we have encounteedin the past,we
often respondmindlesslywith the action that we learned
was most appropriate. PsychologistRobert Cialdini calls
theseclick-whirr response$9]. Cialdini compareshese
automaticresponseto pre-recorédtapesin our head,and
uses‘click-whirr” to evoke thesoundatapemachinemakes
afterpressing'play”. Astheworld becomegnoreintricate

andvariable,weincreasinglyrely on click-whirr responses.

Withoutclick-whirr responsesye would spendmost ofour

time appraisingand analyzingmundanesituationsin our
daily lives. Philosopler Alfred North Whiteheadrecog-
nized this when he assertedcivilization advancesby the
extendingthe numberof operationswve canperformwith-
out thinking aboutthem[55].”

As we becomemoredependenon click-whirr responses
to navigateour daily lives,somehave learnedo exploit this
behaior. Salesmanfund raisers,and conmencancreate
situationscontainingthe stimuli necessaryo triggerthede-
siredclick-whirr responseeventhoughlessvisible features
may differ substantiallyfrom pastsituatons. For example,
peopletendto obey a personin a uniform, regardlessof
whetherthatpersorhasary real authority

Thedesignersf mary currentWebauthenticatiomech-
anisms suchaspaswords,have all but ignoredthis funda-
mentalpsychologicalphenomenonSocialengineeringat-
tackson the Internet, suchas phishing, have largely been
successfubecausdhe Web is fertile groundfor mimicry,
andpassword authenticatiorcanconditionusersto fall for
theseattacks.Many usershave developed a click-whirr re-
sponsdo login formsandwill automaticy entertheirlo-
gin credentialon any Web pagethat mimics a trustedsite
andonthesurface,appearsegitimate.

In responséo thesesocialengineeringhreats,mary in-
stitutionsusemadine authentication which authenticates
a users computer in additionto passverd authentication,
which authenticgesthe userherself. Sincea usermay use
more than one computer machineauthentiation systems
musthave aregistration procedureo authorizeandsetau-
thenticationcookieson multiple machines.Many machine
authenticatiorsystemsurrentlydeployedby nancial Web
sitesusechallenge questionbasedregistration[7, 27, 49].
A challengequestionis a userspeci ¢ questionto which
an adwersaryis unlikely to be able to guessan answey
e.g.,"What is the nane of your favorite teacher?[18, 32].
Registrationbasedon challengequestionds vulnerableto
man-in-the-middl€MITM) attackg46, 61]. Since theseat-
tacksexploit similar click-whirr responseasattacksagainst
passverds,thesecuritybenets of challengequestionsover
passwerdsalonemaybe minimal.



Warnings Attack
Group | Registration method Attack in email? | Size | successful
1 Challengequestions | Solicit answers N.A. 41 | 92.7%(38)
2 Email Forwarding X 40 | 40.0%(16)
3 Email Forwarding 39 | 30.8%(12)
4 Email Cutandpaste X 40 | 47.5%(19)
5 Email Cutandpaste 40 | 47.5%(19)

Table 1. Success rates of our simulated attacks against registration procedures in our user study.
Users in groups 2 and 4 received conte xtual warnings in registration emails against our simulated

attacks, but users in groups 3 and 5 did not.

1.1 Contributions

Since humanclick-whirr responseseemto be anun-
avoidablefactof life, we arguethatauthentiation mecha-
nismsfor humansshouldbe designedsuchthatclick-whirr
responseseinforcetheir security Towardsrealizing this
goal,we make two contrikutions:

Conditioned-safeceremonies. A ceremonyis similar to
thecorventionalnotionof anetwork protocol,exceptthat a
ceremon explicitly includeshumanparticipantsas nodes
in the network, distinct from the computersand devices
they use[17].1 In this paper we introducethe notion of
aconditioned-safeeremony A conditionedsafeceremowy
is one that deliberatelyconditionsusersto re exively act
in ways that protectthem from attacks. Our formulation
of a conditioned-safeeremon dravs on severalideasand
lessondearnedfrom the humanfactorsand humanrelia-
bility community: forcing functions,defensan depth,and
the use of humantendenciessuchas rule-basedecision
making. In Section4, we proposedesignprindples for
conditioned-safeeremonis.

A user study of an email basedregistration ceremony.
We apply our designprinciplesfor conditioned-safeere-
moniesto developa registrationceremory for machineau-
thenticationbasedon email (Section5). To evaluateour
email based registration ceremon, we conducteda user
studywith 200participantgo compae the securityof email
registrationto the security of registration basedon chal-
lengequestions(Section6). We simulatedsocialengineer
ing attacksagainstthe usersand found email basedreg-
istration was signi cantly more secureagainstour attacks
(Tablel). Our simulatedattackssucceededgainst93% of

1The term ceremonywas rst coined for this purposeby Jesse
Walker [17]. Communicationdetweenhumannodesand othernodesin
theceremowy areusuallynotvia network connectionsbut insteadhrough
userinterfaces,face-to-ace interactions,or peripheraldevices. Exam-
plesof ceremoniesnclude passverd authenticatiorandregistrationpro-
cedures.

challengequestionusers,but succeedeadgainstonly 41%
of email users. We also found evidencethat conditioning
helpedemailregistrationusersresistour simulatedattacks,
but contributed towards making challengequestionusers
morevulnerable. We asled usersto completean exit sur

vey afterthey nished the study andwe analyzetheresults
in Sections7 and8.

2 Why usersarevulnerable

Over the last decadethe successof phishingand other
socialengineeringttackshascreatech multi-million dollar
undegroundeconomyf20, 47]. Althoughit is temptingto
blamethesuccessf theseattacksontheignoranceof users,
researcherbave offered an alternatve explanation: com-
putersecuritymechanismsuchaspassverdsandbrowser
securityindicatorsare poorly suitedfor human use. Psy-
chologistsand securityresearcherfave identi ed several
waysin which mary securitymechanismsnd ceremonies
disregardhumantendenciesandconditionusergo make in-
securedecisiond1, 12, 13, 14, 24, 4453]:

Click-whirr responsesand rule-based decision making

are exploitable. Click-whirr responsesare an example
of more generalhumantendeng to vastly prefer rule-

baseddecision making over more tedious andytical ap-
proacheg440, 41]. Thetheoryof rule-basediecisionmak-
ing is basedon psychologcal studiesthat sugges humans
tendto learnandaggressiely apply problem-solvingrules
of theform “if (situation) then(action)” for frequentlyen-
counteredsituations.Whena userencounters problemin

atask,shematchegshe mod prominentcuesin theerviron-

mentwith the calling conditionsof previously learnedrules
to nd mostappropriateoneto apply.

Although rule-basedlecison makinghelpsus navigate
the minutia of our daily lives andresenre our time anden-
ergy for tasksrequiringmoredetailedanalysis adwersaries
canexploit rule-basediecision makingin socialengineer
ing attackg9]. Humanreliability expertJamesReasorob-



sened that frequently usedrules, i.e., strong rules, may
be “misappliedin environmentconditionstha sharesome
commonfeatureswith the appropriatestatesbut alsopos-
seselementdemandinga differentsetof actions[41].” In
otherwords,a rule which hasbeenfrequentlyusefulin the
pastcan becomea strong-tut-wrong rule whenthe situa-
tional cueschangesubtly This helpsexplainswhy phishing
attackshave beensosuccessfulSinceawide rangeof Web
sitesrequirea userto log in beforeshecando something
interesting,mary usershave developeda rule of the form
“if (login form) then (enterusername/passwd)” ard will
aggressiely applyit whenthey encountetogin promptson
Webpagesvhich onthesurfaceappeafamiliar, legitimate,
or trustworthy.

Browser security mechanisms condition usersto satis-
ce. A frequentlyrecommendedefenseagainstphishing
attacksds for auserto verify aWebpages domainandSSL
certi cate beforeenteringher passverd on that page;oth-
erwise,shemightinadwertentlyreveal her credentialgo an
attacler. However, researclhasshown thatusersoftenomit
thesechecks[13, 14, 26, 29, 44, 5458]. Although some
userggnorethesendicatorsbecaus¢hey donotunderstand
them,a morefundamenal problemis thatbrowsersecurity
indicatorsconditionusergo satis ce.

Satis cing is a decisi;m-making strategyy which means
“to acceptachoiceor judgmentasone thatis goodenough”,
i.e., onethatboth satis esandsufces [42]. Checkingse-
curity indicatorsis easyto skip becausét distractsthe user
from herprimaryfocus,andtherearerarelyany immediate
visible consequencef®r skippingthesechecksor rewards
for makingthem. Sincethe vag majoiity of a users lo-
gin attenpts are probablynot underattack (or at leastdo
notolviously appeato be underattack),routinely skipping
security checksand ignoring warningsseemsdecevingly
acceptable.Over time, userslearnto quickly andinstinc-
tively performa securitytask's requiredactions(e.g.,enter
ing their paswords)andoptimize out the optional actions
(e.g., checkingsecurityindicators,respondingto security
warnings).Oncea userhasbecomeconditionedinto a sat-
is ced behaior, psychologisthave foundit is dif cult for
herto changeit, evenif sherecognizesverwhelmingevi-
dencethatherbehaior is wrong [9].

Users are not good at recognizing attacks. Accidents
andsuccessfusocialengineeringattackssharesimilar key
characteristicsthey have asimilar preconditionj.e.,a risky
situation, and similar trigger, i.e., human error A recur
ring themein the eld of humanreliability anderroris that
usersoften have dif culty in recognizingrisky or danger
oussituationsand asa result,usersmay be lessvigilant of
their choicesin thesesituationsthanthey should. For ex-
ample,in areview of 100maritimeshippingaccidents, Wa-

genaarandGroeneaveg concluded:*Accidentsdo notoccur
becaus@eoplegambleandlose,they occurbecaus@eople
donotbelieve thattheaccidenthatis aboutto occuris atall
possiblg50].” Also, decadesf buggysoftwarehave condi-
tionedusersto expecterrors,failures,andotherincompre-
hensiblesystembehaior, particularly with hastily devel-
opedandcontinuallyupdatedNebapplications.Usersrou-
tinely encaunterwarningsand errorsmessagedyut rarely
experienceary immediatenegative consequencedor dis-
missingthem, even during a red attack. This createshe
(accuratejmpressiorthatfalsepositivesarethe norm,and
actualattacksarerare. Thesetendenges suggesthat we
cannotrely on users'abiities to detectsocial engineering
attacksandrespondappropriatelyandwe mustdesignde-
fensesaccordingly

3 Machine authentication to the rescue?

In responseo the preciptousrisein socialengineering
attacksonthelnternet,mary institutionshave implemented
authenticatiorceremonieshat supplemenpassverd based
authenticatiorwith madine authenticationwhich authen-
ticatesa users computeras oppo®d to the user herself.
For example, one widely usedapproachfor machineau-
thenticationis to set a persistat cookie; sincethe users
browserwill sendthatcookieeverytime the userreturnsto
theWebsitefrom thatcomputerthe Websitecanrecognize
the users computer To successfullylog in, the usermust
provide herpassword andtheusers browvsermug preseng
valid cookie. Theintentionis to take the human“out of the
loop” andreducethesystemsdependencon humansabil-
itiesto detectattacks Websitescurently usingmachineau-
thenticationinclude Bank of America[7], ING Direct[27]
andVanguard49].

The regstration problem. Since usersmay use more
than one computer machineauthenticationsystemsmust
have aregistration ceremowy to authorizeand setauthen-
tication cookieson multiple machines.Unfortunatdy, this
additionalfunctionalitybringsthehumanback“in the loop”
andexposesmachineauthenticatiorsystemdo an alterna-
tive attackvector Insteal of trying to stealauthentication
cookiesdirectly from a users machinean attacler cantry
to subverttheregistrationceremon in away thatgrants the
attacleravalid cookiefor theusersaccount.Consequently
registrationceremoniesnustredst thesekindsof bootstrap-
ping attacksptherwisethesecuritybene tsof machineau-
thenticationmaybe minimd.

Challengequestions. Many machineauthenticéion sys-
temscurrently deployed by nancial Web sites use chal-
lenge questionsn their registrationceremow [7, 27, 49].



Whena usercreaesheraccaint, sheprovidesthe answers
to oneor morechallengequestionsandwhenshe attempts
to log in from an unregistered computer the site prompts
her to answerthesequegions. If the answersare correct,

thenthe site setsa persistentauthentiation cookie on the

users computer For future logins from thatcomputerthe

useronly needgo enterherpassword.

Challengeguestionsarevulnerableto an active man-in-
the-middle(MITM) attacker spoo ng thelogin pageof the
target Web site [46, 61]. Whenthe userattemptsto login
via thespoofal page the attacler forwardsthe users login
credentialgo the legitimate Web site. Sincethe attacler is
indistinguishabldrom the actualuserlogging from an un-
registeredmachine,the Web site respondswith challenge
guestiondor theuser Theattacler displaysthesequestions
totheuser After theuserprovidesheranswerstheattacler
forwardsthemto the Web site andreceves an authentica-
tion cookiefor the users acount.

Challengequestionbasedregistrationis vulnerablebe-
cause,like passverd authentication,it disregards human
tendencieand conditionsusersto fall for attacks. A user
is mostlik ely to resistanattackagainstherchallengegues-
tionsif sherecognizeshethreatandrefrains fromtheclick-
whirr responseof providing her answers. However, since
the attacler's registration requests indistinguisiablefrom
the Web site's legitimateregistrationrequestsdetectingat-
tacksis nontrivial for mary users.Usersmustactively and
carefully checkbrowser securityindicators,e.g., the URL
barand SSL certi cate, to detectspoo ng atacks. Many
usersmisinterpretheseindicators,andsatis cing usersof-
tenignorethem.

Registrationbasedon challengequestionsthreatenso
underminethe promiseof machineauthentication. Since
userswho are vulnerableto phishingattacksagainsttheir
passwerdswill probablyalsobe vulnerableto phishingat-
tacksagpinsttheir challengequestionsa registrationcere-
mory usingchallengequestionss hardly moresecurethan
using passwerds alone. We needbetterregistrationcere-
moniesto realizethe bene ts of machineauthentication.

4 Conditioned-safeceremonies

One natural responseto the weaknesse®f challenge
guestionsaandpasswerdsis to designceremoniesvhich try
to eliminate userconditioning, click-whirr responsesand
rule-basedlecisionmaking. This approachis problematic.
Rule-basediecisionmakingis fundamentato human be-
havior: it helpsuscompleteroutinetasksquickly andeasily
Usersmaybewilling to investextratime and effort to learn
anew securitymechanismbut if they cannotlearnhow to
useit ef c iently, they will becomérustratedanddisableor
circument theoffending mechanisn{22, 24, 60]. Some

degreeof conditioningmaybenecessarfor the psycholog-
ical acceptancef securitymechanism$y users.

Sinceuserswill tendto adoptrulesfor completingacer
emory that minimize consciouseffort, we shoul not ght
users'tendemies to userule-baseddecisionmaking, but
take advantageof thesetendenciego help usersresistso-
cial engineeringattacks. We shouldprudently designcer
emoniegto conditionrulesthat bene tsecurityratherthan
undermineit. Towardsachieving this goal, we introduce
the notion of a conditioned-safeeremony A conditioned-
safeceremop is onetha deliberatelyconditionsusersto
re exively actin waysthat protectthemfrom attacks.We
proposeawo designprindplesfor building conditioned-safe
ceremonies:

Conditioned-safeceremoniesshould only condition
saferules,i.e., rulesthatare harmlesgo applyin the
presencef anadwersary
Conditioned-safeeremonieshouldconditionat least
oneimmunizingrule, i.e., a rule which whenapplied
during an attackcauseshe attackto fail. We discuss
immunizingrulesfurtherin Section4.1.

Theseprindplesalsohave importantconsequencesn what
conditioned-safeeremonis shouldnot do:

Conditioned-safeceremoniesshould not condition
rulesthatrequireuses to decidewhetherit is safeto
applythem. Sincemary usersareunreliableat recog-
nizing risky situationsusersshouldnot needto refrain
from conditionedbehaior to resistattacks.
Conditioned-safeeremonieshouldnot assune users
will reliably performactionsthat: 1) theceremow has
not conditionedher to perform, or 2) are voluntary
Satis cing userswill learn to omit optionalandvolun-
tary actions,soceremonieshouldnot rely uponusers
to performsuchactions.

For example, a ceremon should not condition the rule
“if (le gitimate looking login form) then (enter user
name/passard)” becausét causesa securityfailure when
appliedin the presenceof anadwersary To deternine if it
is safeto apply this rule, a usermust rst verify the URL
bar, thesite's SSL certi cate, andothersecurityindicators.
Burdeninguserswith thesedecisionds unsatiséctory Ide-
ally, in a conditioned-safeeremow, a usershaild be able
to resistan attak evenif she hasoideasheis atrisk and
performsthe sameactionsas she usually perfams under
benignconditions.

However, userbehaior is unpredictate and an adwer
sarymaytry to trick usesinto deviating from theirnormal,
conditionedbehaior in a way that causesa securityfail-
ure. Conditioned-safeeremoniesieedsafguardsto resist
theseattacks.In thehumarreliability community designers
oftenintroduceconstrains calledforcing functionsto help



preventerrorsin safety-criticalervironments We arguethat
forcing functions can also be useful for conditioned-safe
ceremoniesandwe discusghemfurtherin thenext section.

4.1 Forcing functions

A forcing function is a type of behaior-shapng con-
straintdesignedo preventhumanerror[38]. Forcing func-
tionsusuallywork by preventinga userfrom progressingn
hertaskuntil sheperformsa particularactionwhoseomis-
sion would resultin a failure or accident. Becauseusers
musttake this actionduring every instanceof the task, the
forcing functionconditionsusergo alwaysperformthis ac-
tion. With an effective forcing function, after a userper
forms the function's associaté action, mary mistalesbe-
comedif cult or impossibleto make. For example, con-
siderthe error of locking your keys in your residence.A
potentialforcing functionin this situationis a door thatan
only be locked from the outside,keys in hand. This trains
you to take yourkeys with you whenerer you leave home,
makingit lesslikely youwill belockedoutin thefuture.

Forcing functionsoften have two bene ts: 1) they help
preventerrors of omissionwhereauserskipsanimportant,
protectie stepin atask,and?2) they conditioncorrect,safe
behaior, since usercannotnormally proceed otherwise.
To beeffective, thecogntive andphysical effort requiredto
complywith aforcing function mustbe lessthanthe effort
requiredto circumwentit. Otherwise,usersmay routinely
attemptto circumvent theforcing function, diminishingits
bene ts.

Since forcing functions have beenuseful for prevent-
ing errorsin safety-criticalervironments,we hypothesize
they canalsohelp prevent errorsduring socialengineering
attacks. However, designingforcing functions that resist
socialengineeringattads is challenging. In corventional
safety-criticalervironments the risk elementgarely try to
intentionally subvert protectionmechanisms&nd causeer-
rors. Designingelectrical safety equpmentwould be a
much trickier businessif electricity had maliciousintent.
Also, deplgyability considerationsor mary ceremonies,
e.g., no customhardware, often require forcing functions
to beimplementecentirely in software. Software ernviron-
mentsafford attaclersmary opportunitiesor mimicry.

One previous application of software-basedforcing
functionsin computersecurity is the conceptof a secure
attentionkey (SAK). A SAK is a mandatoryspecialkey
combinationusersmusttypebeforethey cantake asecurity-
critical action,e.g.,submitting theipassvwerd. On Window
NT systems,usersmusttype Control-Alt-Deleteto get a
login prompt. The SAK diverts control to the OS kernel,
foiling any userlevel spoofediogin prompts. Sincetyping
the SAK is mandatory the hopeis that userswill learn to
alwaysenterthe SAK beforesubmitting theimpassverd.

Unfortunately a simpleattackagainstmary SAKs s to
induce an error of omission. On Windows NT systems,
anadwersarycandisplaya spoofedogin promptandhope
usersskip the SAK beforeenteringtheir passvords. This
attackcreatesacon ict betweea two click-whirr responses:
SAK systemsconditionusersto rst typethe SAK, but all
passwerd systemsconditionusersto entertheir passverds
whenthey seea login form. Whetherthe attacksucceeds
depend®n which click-whirr responsés strongelin a par
ticularuser

Sincesocialengineeringattackscan often misrepresent
the stateof a systemand createthe illusion that aforcing
functionhasalreadybeenactivatedor disabkd,ceremonies
which fail solelydueto errorsof omissionaresuboptimal.
Errors of omissionare easyto make and hard to detect,
evenduringroutinetasks.Research suggedtsatusersfre-
quentlydo not noticewhenthey have omittedroutine pro-
ceduralsteps[3], andomisson errorsrepresenbne of the
mostcommoncause®f humanperformanceproblemq39].

To resist social engineeringattacks, we argue that
conditioned-safeceremoniemneeddefensen depth. De-
signersshouldbuild corditioned-safeceremonieshathave
two levels of protection:an attackshouldfail unlessa user
both omits the conditioned action required by a forcing
function and makes an error of commission We consider
anerrorof commisgon to be ananomalousiseractionnot
normally usedin theceremop. If the useromitsthe action
requiredby theforcing function,but doesnot otherwisede-
viate from the ceremop, an attackshouldfail. Likewise,
if the use performstherequired actionput thenmakesan
error of commissionthe attackshouldalsofail. With this
approachthe actionconditionedoy theforcing functionac-
quiresan immunizingquality, sinceafter a user performs
this action,subsequengrrorsof commissiorwill not com-
promisethe ceremon.

We emphasizethat the conditionedaction requiredby
the forcing function mustbe easyfor usersto perfom; in
particular it shouldeasierto perform thanary unsafeer
ror of commission.Sincehumanshave beenconditionedo
work aroundbuggysoftware,a usermaywillingly make an
effortlesserror of commissionif shefeelsit will complete
the securitytask andallow herto continuewith herprimary
task.

4.2 Analysisand discussion

Although a designercan choosethe rules conditioned
by a ceremop, an attacler can affect which rules a user
choosego apply by manipulatingthe environmentalstim-
uli. Researchby psychologist and humanreliability spe-
cialistssuggestshatusersmainly rely on two processeso
determinghe mostappropriateule to applyin a given sit-
uation: similarity-matding and frequency-gambling41].



With similarity-matching,a usercompareghe situations
ervironmental cuesagainst cuescontainedin the calling
conditionsof previously learnedrules.If she nds a unique
match,sheperformsthe asociatedaction. If the environ-
mentalcuesareunderspei ed and partially matchseveral
rules,shewill tendto “gamble”in favor of the useful,high
frequeng candidateq, e.,the“good” ruleswhichhave been
mostfrequentlybeenappliedin the past.

These tendenciessuggestthat conditioned-safecere-
monies will better resist the currently successfulattack
stratgyy of blatantlyinitiating a ceremory with the victim
andpresentingamiliar ervironmentalcuese.g.,spoong a
trustedWebsite. Sincea forcing functionrequiresa userto
performthe immunizingactionevery time (whetherunder
attackor not), the forcing function will condition a high-
frequeng, “good” rule (namely performthe immunizing
action) that is likely to be routinely appliedin the future
— even whenunderattack. Mimicking a conditioned-safe
ceremoly becomedess advantageougo an adwersary; if
a userrecogrizessheis participatingin the ceremow, she
will tendto performthe conditioned,immunizing action,
which thwarts attacks. This preentsan attacler two op-
tions: 1) obviously initiate the ceremowy andtry to induce
an error of commissionbeforethe userperformsthe im-
munizingaction,or 2) surreptitiouslyinitiate the ceremowy
andtry to inducean error of commissionwithout the user
realizingsheis participatng in theceremop.

If attaclersresortto the rst option, adwersariesmust
prevent thehumantendeng to userule-basedlecisionmak-
ing, ratherthan encouraget, as current attacksdo. This
createsa disadantagefor adwersaies; preventing human
tendenciess often dif cult. If attaclersresortto the sec-
ond option, we hopeadwersarieswill needto presentun-
familiar situationsto prevent usersfrom recognizingthe
ceremon. Otherwise,userswill tendto reactwith con-
ditioned responsesi.e., apply saferules and performim-
munizingactions.This approactelso disadwantagesidwer-
saries.Unfamiliar situationgequireadditional cognitive ef-
fort to analyzeandmay causefeelingsof suspicionanddis-
comfort. Useroftenrejectunfamiliar experiencesn favor
of more familiar ones. For example, studiessuggesthat
someusersdistrustphishingwarningsbecausehe familiar
experiencepresentedy the adwersaryappearsmoretrust-
worthy [16, 58]. Conditioned-safeerenoniesturn the ta-
blesandforceadwersariego betheonesrequiredto present
anawkwardandunfamiliar experience.

Limitations. We aknowledge conditioned-safecere-
monieshave their limits. Adversariesnaytry to corvince
usersto disableprotectize mechanismer take actionsout-
sidethe scopeof a ceremowy which violate certainsecurity
assumptionsFor example,with the con guration of mary
currentcomputersystemsjf a userchoosego install mal-

wareat ary point, mostceremoniesill be compromised.
However, if we candesignceremonieghat are so unpro-
ductiveto attackdirectlythat alversariesnustresortto con-
vincing usersto instal malware,it would be a tremendous
stepforward.

5 A conditioned-safe registration ceremony
using email

In this section, we describea conditionedsafe regis-
tration ceremon for machine authenticatiorusing email.
Whena userattemptsto log in from an unregisteredcom-
putet the Web site sendsher an email containinga single-
useHTTPSURL with anunpredictableomponentfor ex-
ample:

https://www.xyz.com/reg .php?url_id=r
wherer is a160bit random numbegeneratedy the Web
site? We call this URL a registration link. The emailin-
cludesinstructionsto click onthelink. The Website stores
r in a databasealongwith the associatediserID, an ex-
pirationtime, andvalidity bit. Whenthe userclicks onthe
registrationlink, if r is still valid andhasnot expired, the
Websitesetsapersistenauthenticatiortookieontheusers
computerandinvalidatesr. A useronly needso complete
this ceremon onceat eachcomputer For subsequenio-
gins, sheonly needsto completeary supplementaryogin
procedurese.g.,enterherusernamendpassverd. Seweral
researcherbave promsedusingemailin a similar way to
helpinitialize authenticabn credentialg§2, 6, 21, 23,48].

Security analysis. Considethethreatmodelof aphisher
an adwersary which lures unsuspectindnternetusersto a
Web site posingas a trustworthy busines with which the
usershave arelationship[4]. We assumea phisherhasthe
following capabilities:1) completecontrol of a Web sener
with a public IP address2) ahility to sendcommunications
suchas emailsandinstart messageso potential victims;
and3) ability to mountapplication-layeman-in-the-middle
attackdb, 36, 51,52], representinglegitimatesenerto the
victim andproxyinginputfrom thevictim to therealsener
asneeded.

Againstthe phishingthreat model,we argue email reg-
istration follows the principlesof a conditioned-safecer
emory we proposein Section4. The phishercan solicit
theusetslogin nameandpassverd, but sincethe phishers
computeris unregisteredthe sitewill notallow it to access
the users accountwithout submittinga valid registration
link. The attacler cantrick the Web site to sendthe user

2We assumehe userhaspreviously given the Web site her email ad-
dressg.g.,duringtheaccountreationprocess.



aregistrationlink, but to compromisethe ceremog, an at-
tacker muststealandusea registrationlink beforethe user
submitsit herself.3

Theregistrationlink actsasforcing function. Undernor-

mal conditions,a usermustclick on the link to proceed.

Although theremay be otherways of submittng the link,
e.g.,by copying andpastingit in the URL batr, clicking gen-
erally requireslesseffort, andsitescanembedthe URL of
thelink in anHTML elementto make thealternatvesmore
dif cult. Also, clicking ontheregistrationlink is animmu-
nizing adion; after the Web site invalidatesthe link, it is
uselesdo anattacler.

Email basedregistrationhasdefensen depth. To com-
promisethe ceremoly anattacler must 1)prevent theuser
from clicking on the link (i.e., omit the forcing function
action), and 2) trick the userinto revealing the link (i.e.,
malke an error of commission). One possibleattackstrat-
egy would be to inform the userthat shemustregisterher
computey but dueto “technical problems”she shouldnot
click on the link andinsteadgive the link to the attacler.
We identify two compellingandstraightforvard attacks of
thiskind: 1) askthe user to copy andpage theregistration
link into atext box, or 2) askthe userto forwardtheregis-
tration email to an addresswith a similar domainnameas
the tamget site. If a userdoesnot notice theattacler's in-
structionsandbelievesshe is participatingin the “normal”
registrationceremopsy, we hypothesizeshewill likely resist
theseattacks. Email registrationconditionsusersto click
on the registratioan link, andif sheclicks thelink, shewill
resistthe attack.

Alternatively, if the usernoticesthe attacker's instruc-
tionsto deviatefrom the ceremopy, shewill be safeaslong
assheclicks onthelink beforedoing arything else. Since:
1) the Website hasconditionedheuserto click onthereg-
istrationlink; 2) the crediblerepercussionsf clicking on
link are probably limited; and 3) clicking on the registra-
tion link is arguablyat leastaseasyascomplyingwith the
instructionsthetheoryof rule-bagd decisionmakingsug-
geststhat userswill rst tendto try clicking on the regis-
tration link beforecomgying with the adwersarys instruc-
tions.

The key questionis the strengthof users tendenciedo
click theregistrationlink ratherthancomplywith theadwer
sary's instructions. To help answerthis question,we con-
ducteda userstudyto estimatehow well email registration
helpsusersredst social engineeringattacksagainstit. In
thenext sectionwe describethis study

3We do not considerattackswhich enableadersariesto stealusers'
authenticatiorcookiesafter they have beenset, e.g., cross-sitescripting
attacksor malware. This problemis orthogonato registrationandrequires
adifferentsolution.

6 A userstudy of email registration

In this section,we describea userstudywe conducted
to comparethe securityof emailregistrationto the security
of registrationusing chalengequestions.Our study simu-
latedman-in-the-middl€MITM) socialengineeringttacks
agpinst usersof eachof the ceremonies. Our hypothe-
sisis that email registrationis signi cantly moreresistant
to MITM social engineeringattacksthan registration us-
ing challengequestions.We previously publisheda work-
shoppaperdescribirg the designof our study but it did not
presentry results[33].

6.1 Study overview

Ecologicalvalidity is crucial: our study must realisti-
cally simulateexperiencesisershavein therealworld. This
raisesa numberof challengs, including:

Simulating the experienceof risk for userswithout
crossingethicalboundarieg31].

Limiting the effect of demandcharacterists, where
userdgry to guesghe study's purposeandchangetheir
behaior, perhapsinintentiondly.

Minimizing the impactof perceved authority gures
duringthestudy[25, 37].

Determiningan appropria¢ physical location for the
experimentwhichminimizesary unrealisticin uences
onusers.

Our study addressetheseissuesn two ways: 1) we did
not usea laboratory and2) we employed deceptiorto hide
the study's true purpo®. We recruted usersremotely and
during the consentprocesswe told usersthat our experi-
mentaimedto determinehow well individuals canpredict
high grossingmovies. We told eachusershewill login to
our Websiteover a sevenday periodandmake aprediction
of what shethinks will be the top three highestgrossing
movies eachday Eachuserloggedin from her “natural
habitat”: from her own computey from anywhere,and at
ary time shewished.We shav ascreenshoof ourinterface
in Figurel.

Eachuserreceved $20 as base compensationand we
rewardedherup to anadditional $3 per predictiondepend-
ing on the accurag of her predictions. We told eachuser
that shemust make seven predictionsto completethe ex-
periment,sothetotal maximumausercouldreceveis $41.

We simulatedthe experienceof risk by giving users
passverd-protectedaccountsat our Web site and creating
an illusion that money they “win” during the study was
“banked” in theseaccouns. We paid usersat the end of
the studyvia PayPal andsolidted eachusers PayPRal email
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Figure 1. User interface for making predictions at our study Web site .

addressat the beginning of the study* To helpsuggesthat
therewasa risk thatheusers compensatiocouldbestolen
if heraccountwashijacked,we providedan“accountman-
agement’pagewhichallowedtheuserto changehe PayPal
emailaddresassociatedvith heraccount.

Although we told usersthey must make seven predic-
tionsto completethe study after eachusermadeher fth
prediction, we simulateda MITM social engineeringat-
tack againstherthe next time sheloggedin. After sheen-
teredher usernamend passverd, we redirectedner to an
“attack” sener. We discussthe simulatedattacksin Sec-
tion 6.4. After the simulatedattack,we debriefedeachuser
aboutthetrue purposeof thestudyandrequestedherrecon-
sentfor the useof herdata.

6.2 Recruitment

We recruitedusersthroughthe ExperimentalSocial Sci-
encelLaboratory(Xlab) at UC Berkeley. The Xlab is anin-
terdisciplinaryfacility thatsupportdJC Berkeley investica-
torsin running behaioral and social scienceexperiments.
Membersof the UC Berkeley community (i.e., students,
staf, etc.) registerwith the Xlab over the Web andreceve
solicitationsto participatein experimentsvia email. One
limitation of this recruitmentmethodis that our userpool
wasprimarily composeaf universitystudentandstaf and
maynotberepresentatie of thegenerapopulation.Our ex-
perimentusedonly native Englishspealers,andthesubject
poolincludedapproximatelyl 950eligible users.

4Although we did not verify eachusers PayPRal accountwas valid at
the startof the study eachuserexplicitly acknavledgedsheeitherhadan
accountr waswilling to getone.

We contacted?25randomlyselectedisersan April 2008
throughthe Xlab. Interesteduserssignedup throughthe
Xlab's systemand receved instructionsto visit our study
Website. We did meetary of theusersn person.208users
signedup for our study, ard we assignedhemround-robin
to 5 studygroups.Onegroupusedchallengequestons for
registrationandtheotherfour groupsuseddifferentvariants
of emailregistrationlinks. We discusgheemailregistration
groupsfurtherin Section6.4.2. We excludedthe resultsof
8 usersandgive detailsin Section7.1. We shav asummary
of theusergroupsandtheir sizesin Table2.

6.3 Registration procedures

Eachusercreatecanaccounttoursite,with ausername
andpasswerd. We alsoaslked for the users email address
andPayPRal emailaddressif different. After a userentered
herusernamandpassverd on her rst login, we redirected
her to a pagethat informed her that shemustregister her
computerbeforeshecould useit to accessheraccount. If
theuserchoseto registe hercomputeywe redirectecherto
the registrationpage. If shewasin the challengequestion
group,we promped herto setup her challengequestions.
Sheselectedtwo questons and provided answers. After
con rming the answers sheenteredher accountand pro-
ceededwith her rst predicton.

If shewas partof an email registrationgroup,thenshe
sav a pageinforming her that she had beensenta regis-
tration email and mustclick on thelink labeled“Click on
this securelink to registeryour computer”. After clicking
on the link, sheenteredher accountand madea predic-
tion. We sentregistrationemailsin HTML format, but also



| Group [ Size | Registration method |

Attack description

| Warningsin email? |

1 41 | Challengeguestions Solicitanswers N.A.
2 40 Email Forwardemailto attacler X
3 39 Emalil Forwardemailto attacler

4 40 Email Copy andpastdink into text box X
5 40 Email Copy andpastdink into text box

Table 2. Summary of study groups.

includeda plain text alterndive (using the multipart/
alternative contenttype) for userswho had HTML
viewing disabledin their email clients. We embeddedhe
sameregistrationlink in both parts, but includeda distin-
guishingparaneterin the link to recordwheter the user
waspresentedvith the HTML or plain text versionof the
email. We discusshow we usedthis informationin Sec-
tion 6.4.2. Screenshot®f registraion emaik areshavn in
Figures3(a)and3(b).

Both registrationproceduresetan HTTP cookieanda
FlashLocal SharedObjecton the users computerto indi-
catethe computeris registered. For subsequenlogin at-
tempts,we rst promptedthe userfor her usernameand
passwerd. If the usernameand passverd were valid, our
senerchecledif theusers computemwasregisteredor that
usernamelf shewasloggingin from aregistereccomputey
thenwe redirectecdherto heraccount.lf shewasloggingin
from acomputemwe didn't recognizethenwe promptecher
to answerher challengequestiongFigure 2(a)) or senther
anew registrationlink to click on, dependingon the users

group.
6.4 Simulated attacks

6.4.1 Challengequestions:Group 1

For the challengequestiongroup, the attackattemptedto

corvince usersto answertheir challengequestims by pre-
sentingthe pageshavn in Figure 2(b). This is essentially
the samepage userssav whenthey answeredheir chal-
lenge questionsunder “normal” conditions, but with the
warning and informative text remaved® This attack: 1)

is straightforvard, 2) closely mimics the legitimate regis-

tration processand 3) was previously disclosedin the se-
curity communityasa major weaknes®f challengeques-
tions[46, 61].

6.4.2 Email: Groups2-5

Fortheemailgroupswe simulatedhetwo attackswveiden-
tied in Section5: the copy and pasteattackandthe for-

SEvenif usersselecttheir challengequestiongrom a pool of possible
guestionsanattacler caneasilydeterminea particularusers questiony
relayingcommunication®etweerthelegitimatesiteandthe user[46, 61].

wardingattack.Thecopy andpage attackaskedthe userto
copy theregistrationlink into atext box, andtheforwarding
attackasledthe userto forwardtheregistraion emailto an
addresswith a similar domainnameasour studysite. We
simulatedtheforwardingattackagainstgroups2 and3, and
simulatedthe cutandpasteattackagainstgroups4 and>5.

We chosetheseattackshecauseave believedthey arethe
mostcompellingandstraightforvard attacksthatwe could
ethically implement. Another potentally effective attack
would beto try to hijack eachusers emal accountbut we
did not believe this atteck was ethical. We leave other at-
tacksasa subjectfor futurework.

For both attacks,the attackpage rst told the userthat
“becauseof problemswith our email registrationsystem”
sheshouldnot click on thelink in the email shereceved.
For the copy and pasteattak, the attackpagepresateda
text box with a “submit” button andinstructedthe userto
copy and pastethe registrationlink into the box. For the
forwardingattack, it instructedheuserto forwardtheemail
to the attacler's emailaddressWe shav screenshatof the
attackpagedn Figures4(a)and4(b).

Theseattacksalsopresentegbictorial versionsof thein-
structions,with a screenshobf how the registration link
appearsin the emal. To maximize the effectivenessof
this picture,we gave the attacler the advantageof knowing
thedistribution of HTML andplain text registrationemails
previously viewed by the userduring the study (see Sec-
tion 6.3). Theattackdisplayedhe pictorialinstructionscor-
respondingo the majority; in caseof a tie we displayeda
screenshoof theHTML verson.

6.4.3 Warnings

SomeWeb siteswarn users aboutsafe security practices,
e.g.,how to resistphishingattacksagainstchallengeques-
tions. Although thesewarningsare sometimesuseful,they
will likely be absentduring an attack, whena userneeds
them the most. Email registration has the adwantageof
beingableto include advisoryinformation and contextual
warningsin eachregistrationemail. To measurethe ef-
fectivenessof thesekinds of warnings,we subdvided the
emailgroupsinto two groups:thosewhorecevedwarnings
in registrationemails(groups2 and4) andthosewho did
not (groups3 and5). Everyonesav thesewarningson le-



(a) Userinterfacefor answeringchallengequestions.

(b) Screenshoof the attackagainstchallengeguestions.

Figure 2. Normal challeng e questions interface vs. simulated attack instructions.

(a) HTML registrationemailwith warnings.

(b) HTML registrationemailwithoutwarnings.

Figure 3. Registration emails.

gitimateregistrationpages. A screenshoof thesewarnings
is shavn in Figure3(a)® Group1 usersalsorecevedwarn-
ings aboutsafe practiceswhen answeringtheir challenge
questionsput we only shaved group 1 usersthesewarn-
ings during legitimate registrations. Group 1 usersnever
recevedwarningsin email.

6.4.4 Attack successnetrics

If agroupl useranswerecherchallengeguestionsorrectly
on the attackpage we consideredhe attacka successnd
endedthe experiment. We assumd an attacler could dis-

6Thesewarningsspeci cally warnedagainstthe attackswe simulated.
Althoughin therealworld it may not be feasibleto conciselywarn users
againstall the possibleattacks a site cancertainlywarn usersagainstthe
mostsuccessfubr commonattacksthey have obseredin the past.

tinguishbetweercorrectandincorrectansvers(e.g.,by re-
laying the users responsesn real time to the legitimate
site), soif a userenteed anincorrectanswey the attacler
promptecheragain.

If agroup2-5 userclicked ontheregistrationlink rst,
thenwe consideredhe attacka failure! If the userfor-
wardedthe email or submittel the link rst, thenwe con-
sideredthe attacka success.Either way, we enrdedthe ex-
perimentfor theuser

"Theseattacksactually simulatednetwork level MITM attacks. Such
attaclersmight be ableto interceptregistrationlinks andstealary regis-
tration tokensstoredon the users computer Therearevariousproposals
thatcanhelp protectregistrationlinks andcookiesagainststrongeradwer
saries[10, 28, 34], but we do not discusghe detailshere. Regardlessthe
resultsof this studyareapplicableto a wide variety of socialengineering
attacksjncludingphishing.



(a) Screenshoof the forwardingattackagainstemail registration.

(b) Screenshoof the cutandpasteattackagainstemailregistration.

Figure 4. Our simulated attacks against email registration.

For all users,attemptsto navigateto otherpartsof the
site redirectedthe userbackto the attackpage. If the user
resistedthe attackfor 30 minutes,thenon her next login,
the experimentendedand we consideredhe attack a fail-
ure. The attackpages for groups 1, 4, and5 containeda
Javascriptkey logger in casea userbegan to answerher
challengequestionsor enteredthe link, but then changed
her mind and did not submit. If our key loggerdetected
this, we consideredheattack a success.

6.5 Debrie ng and exit survey

After a usercompletedhe study we redirectedherto a
pagethatdebriefedheraboutthetrue purposeof the exper
imentandexplainedthereasongor deception.Thedebrief-
ing pageexplainedthe conceptof machineauthentication
andthe different ways of registeringcompuers. We then
obtainedreconsenfrom eachuser If a userreconsented,
we redirectecherto anexit survey.

Our exit survey startedwith generaldemographigues-
tionssuchasgendeyagerange andoccupationabrea.The
secondsectionof the suney collectedinformation on the
users generacomputingbackgroundattitudes andhabits.
The n al sectionasked more speci ¢ questionsaboutthe
users experiencesluringthe study We disausstheseques-
tionsin Section?.

6.6 Ethics

Our simulatedattackswere ethical. The risk to users
during the attackswas minimal. We only used datafrom

userswho explicitly reconsentedfter a debrie ng on the
true natureof the study The studyprotocoldescrbedhere
was appraved by the UC Berkeley's Institutional Review
Boardon humanexperimentabn.

To proted users'privagy, all connectiongo our website
usedSSL.We purchased cetti cate for ourdomainwhich
is acceptedy majorWebbrowsers.In arealworld attack,
an attacler would mostlikely not be ableto obtaina valid
certi cate for thetargetsite. To avoid certi cate warnings,
anattaclerwould probablyuseHTTPratherthanHTTPSto
hosttheattackpage.However, to protectusers'privagy, our
simulatedattackpageusedSSL.Sinceour hypothesiss that
email registrationis more securethanchallengequestions,
we hadto ensurethatour imperfectsimulationdid notbias
the resultsagainst challengequestions. Our solution was
to maximizethe bene ts of SSL for the challengequestion
usersandminimizethebene ts of SSL for the email regis-
trationusers.In particular we conseratively assumedthat
oursimulatedadwersaryattackingemailregistrationhadob-
tainedavalid certi cate for thetargetdomainwhile our sim-
ulatedadversaryattackingchallengequestionbasedregis-
trationhadnot obtaineda valid certi cate.Group2-5users
did not seecerti cate warningsduringtheattack,but group
1 usersdid. We implementecthis by redirectinggroyp 1
usersto a different Apacheinstance(at port 8090) with a
self-signedcerti cate, while group 2-5 userscontinuedto
usetheoriginal Apacheinstancen “attackmode”. Thisim-
pliesthe “attack” domainshawvn in the URL barfor group
1 usersincludeda port numbery but the “attack” domainfor
group2-5 usergdid not.



7 Studyresults
7.1 Userdemographics

Oneemail registrationuserdid not completethe study
and oneemail registration userdid notreconsentDueto a
miscon guration,oursenerdid notsendregistrationemails
to 6 usersduring the simulatedattack. We excluded these
users'datafrom our results leaving 200 usergotal.

56% of usersself-reportedthemseles asfemale,41%
reportedthemsehes asmale,and3% did notrespond.Our
usersweremostly young: 91% reportedthemseles asl8-
25yearsold and89%reportedhemseles asindegraduate
students.Among studentsthe mix of major areaswasdi-
verse.Thelargestgroupwasphysical sciencegi.e., chem-
istry, physics, biology, etc.), accountingfor 25% of users,
and the seond largestwas economicsand business,ac-
countingfor 20%of users.Computerscienceandengineer
ing accountedor 1.5%and7.5%o0f usersyespectiely.

Most usersreported usingVindows (69%)andMac OS
(25%) astheir primary operatingsystemsand mostusers
reported usindrirefox (70%), InternetExplorer(11%),and
Safri (10%) astheir primary Web browsers. This differs
signi cantly from recentstatistics,which reportWindows
ashaving 91%marketshareandinternetExplorerashaving
72% market shar€[8].

78% of usersreported usinga Web browserat least10
hoursa week, and 70% of usersreportedthey have con-
ducted nancial transactionsnlinefor atleastayear Types
of onlinetransactionseportedncludePayPal (55%),bank-
ing (80%), investing(12%), auctions(42%), andshopping
(80%).

7.2 Succes®f simulated attacks

We summarizeour resultsby groupnumberin Table 1.
Our attacksucceede@gainst92.7%of challengequestion
usersand41.5%of email users.This differenceis statisti-
cally signi cant(p < 0:001, Fishers exacttest). The cut
and pasteattackwas slightly more effective than the for-
wardingattack(47% vs. 40% with warnings,and47% vs.
31%without warnings),but we did not nd this difference
signi cant (p = 0:65with warnings,andp = 0:17 without
warnings;Fishers exad test). We found no signi cant cor
relationsbetweenattacksuccesandthe demographicsve
reportedn Section7.1. In particular we foundno evidence
thatfrequentbrowseruse,previous experiencewith online

nancial transactionspr a technica undegraduatemajor
areahelpedusergesistour attacks.

7.3 Efcacy of our warnings

We found no evidence that including warningsin reg-
istration emails helpedusersresistour attack. To evalu-

atethe effectivenessof our contextual email warnings,we
comparedhe attacksucessratesof group2 vs. group3
(forwardingattackswith andwithoutwarningsresp.),and
group4 vs. group5 (cut andpasteattackswith andwithout
warningsresp.).For theforwardingattack,40% of group2
userswerevulnerableand31% of group3 userswerevul-
nerable(p = 0:48 for Fishers exacttest). For the cutand
pasteattack,47%of usersn bothgroup4 andgroup5 were
vulnerable(p = 1 for Fishers exacttest).

During the exit surey, we shaved each usera screen-
shotof thewarningcorrespondingo herstudygroup(Sec-
tion 6.4.3) and asled her “Do you rememberseeingthe
above warningat ary point during the study?”,andif yes,
“describehow it affected your decisions(if at all) while
interactingwith the study Web site” Table 3 summarizes
the numberof yes/no responseg:or group 2 and4 users,
who recevedwarningsin registration emails,31%reported
that they did not rememberthe warning. Amonggroup 3
and5 uses, who only recevedwarningson the studyWeb
page,68% did notrememberthe warning. This difference
is statisticallysignicant (p < 0:001for Fishersexacttes).
66% of challengequestionuses alsodid notremembethe
warning.

We found no evidencethat userswho recalledseeing
our warningswere morelikely to resistour attack. Of the
191 usersrespondingto the warning recall question, 85
rememberedeeingour warningand 106 did not (seeTa-
ble 4). Amongtheuserswhorememberedeeingourwarn-
ing, 45%werevulnerableandamongtheusersvhodid not
rememberseeingour warning,56% werevulnerable. This
differentis notstatisticallysigni cant (p = :147for Fishers
exacttest). We found no statstically signi cant difference
within groups either

Among the userswho rememberedeeingthe warning,
Table5 summarizeshe self-reporteceffectsthatthe warn-
ings hadon thoseusers.Of the 85 userswho remembered
ourwarnings only 10users'responsefl2%)indicatedthat
ourwarningshelpedhem resistourattack.38 of these users
(45%) indicatedthat the warningshad little or no impact
on their decisions.4 users(5%) indicatedthatthe warning
slightly in uenced their decisionmakingduring the attack,
but they ultimatelyfollowedtheattackinstructions.7 users
(8%) mentionedthat the warningsmadethem“feel safer”
at our site or be morecarefulin general The responsesf
11 userswereinconclusve or did notclearly t in oneof
thesecategories.

7.4 Usersuspicionof our attacks

To gaugeusers' suspicionduring our simulatedattack,
we askedusers'During yourinteractionswith UCB Movie
Predictionsdid you ever seesomethingwhich looked sus-
picious or dangerous?”and “describewhat your reaction



Warnings | Userremembeed seeingour warning?
Group | in email? No | Yes | Noresponse
1 N/A 65.9%(27) | 31.7%(13) 2.4%(1)
2 X 25.0%(10) | 62.5%(25) | 12.5%(5)
3 59.0%(23) | 41.0%(16) 0.0%(0)
4 X 37.5%(15) | 57.5%(23) 5.0%(2)
5 77.5%(31) | 20.0%(8) 2.5%(1)

Table 3. Number of users who reported remembering seeing our warnings.

] | Safe | Vulnerable | Total |
Userswho rememberedeeng our warnings 55.3%(47) | 44.7%(38) 85
Userswho did notremembesesingourwarnings | 44.3%(47) | 55.7%(59) | 106

Table 4. Effect of warning recall on resisting our simulated attacks. Of the 200 users in our study, 9

users did not respond to this question.

wasard if you did anything, whatyou did” Overall, only

6 (15%) challengequestionsisersand13 (8%) emailusers
reportedseeingarything suspiciousiuring the study Four

of the challengequestionusersrepored thatthe certi cate

warningcausedheir suspicionjput only 1 of thoseusersre-

sistedtheattack® Onechallengeguestioruserreportecthat
the fact that the attackrequiredher to re-register her ma-
chinemadeher suspicious.The 13 suspiciousemail users
reportedthe attackinstructionsasthe causeof their suspi-
cion, but only 6 of thoseusersresistedhe attack.

7.5 Userreasoningduring our attacks

To help understandisers'thoughtprocessesluring the
simulatedattack,we shaved eachusera screenshotf the
attack instructionscorrespondig to her group and asked
her: “If you followed the above instructions,explain why.
If youchosenotfollow theinstructiors, explainwhy not. If
you don't remembethis pageor whatyou did, tell uswhat
you don't remembet We did notexplicitly identify this as
the“attack”.

Challenge question users. Among the 38 vulnerable
usersin the challengeguestiongroup, 22 users(58%) said
thatthey compliedwith theattackinstructionsbecausehey
thoughtit was what they neededto do to log in. Rep-
resentatie responssinclude: “Those were mychallenge

8Most browsersshaw certi cate warningsin popup windevs. Firefox
3 andInternetExplorer7 presenfull screennterstitialwarningpageshut
Firefox 3 wasnot of cially releaseduntil after we completedour study
Amongthe41 challengequestioruserswho weretheonly usersvho sawv
certi cate warnings— seeSection6.6), twenty ve usedFirefox 1 or 2,
two usedIE 6, six usedIE 7, seven usedSafari, and oneusedEpiphary.
Among the 4 userswho reportedthe certi cate warning as the causeof
their suspicionthreeusedFirefox 2 and oneusedIE 7.

guestionssol answeredhem”and“l thoughtit wasproce-
dureto answetthesequesions’ 10 vulnerableusers(26%)

viewedtheattackasan errorthatthey shouldtry to x, e.g.,

“I thoughtthe site's cookiemay have beenerasedvhichis

why it wasnt recognizingmy computer sol answered. 4

vulnerableuserg11%)trustedthe Websiteor indicatedthat
sincethesitewasassociateevith UC-Berlkeley, it shouldbe

safe.Of the 3 challengeguegion userswho resistedhe at-

tack, oneusernoticedthe certi cate warningand stopped,
andtheothertwo usersdid nat respondo this question.

Email users. Among the 66 vulnerableemail users,26
users(39%) compliedwith the attackinstructionsbecause
they thoughtit was what they neededto do to log in. A
representatie responseés “lI copy and pastedthe link be-
causdt saidin boldto do so. It seemedik e thatwaswhat|
wassupposedo do’’ 11 vulnerableuserg17%)viewedthe
attackasanerrorthatthey should x, e.g.,“l gured some-
thingwaswrongwith your registration systemandthusfol-
lowed instructons” 20 vulnerableusers(30%) trustedthe
Website or indicatedthatsincethe sitewasassociatedvith
UC-Berkeley, it shouldbe safe. 8 vulnerableusers(12%)
indicatedthatthey compliedwith ourattackinstructionsbe-
causehey did notassociatenuchrisk with our Website.

Among the 93 email userswho resistedthe attack,the
response®f 37 users(40%) indicaked that althoughthey
may have recognizd the instructionswere different from
previousregistrationsthey decidedto click theregistration
link rst, despitanstructiongo thecontrary or did notread
the attackinstructionscarefully Representate responses
include: “I did notfollow the instructionsbecauseét was
easierto just click” and “Usually, in a veri cation email,
you aresupposedo click thelink.”



Self-reported effect of warning on user
Warnings | Little Helped Recalledduring | “Felt | Other | No Total
Group | inemail? | or none | resistatk. | atk. but nohelp | safer” resp.
1 N/A 8 0 0 2 0 3 13
2 X 8 7 2 2 4 2 25
3 11 1 1 0 1 2 16
4 X 7 2 1 2 5 6 23
5 4 0 0 1 1 2 8
] Total \ \ 38 \ 10 \ 4 \ 7 \ 11 \ 15 H 85 \

Table 5. Self-repor ted effects of our warnings on users who remembered seeing them.

17 resistingusers(18%) indicatedthat they did not no-
tice theattackinstructions For example,“l neversav these
instructions. All excepttwo of these userslicked on the
registrationlink; the othertwo userstimedoutthe attack.

10 users(11%) cited our warningsas helpingthemre-
sistthe attack,e.g.,“The websiteandthe email | receved
weretelling mecontradictinghingssol justwentwith what
theemailtold me” and“l didn't follow theinstructiors be-
causethey were contradictoryto the wamingsin the previ-
ousemail”

We found evidencethat 15 users(16%) initially consid-
eredthe attackinstructions put eventuallygave up because
they found themtoo dif cult, decidedit wasnotworth the
hassle,or madea mistale in following them. 5 usersex-
plicitly indicatedthisin theirresponses.g.,“l did notbe-
causeit wastoo muchof a hassle”and”l gured | would
seeif the site would be on track latet” The remaining10
usersattemptedo follow theattackinstructionsput madea
“mistake”, e.g.,they forwardedour welcomeemail or copy
andpasteda previously usedregistrationlink. Althoughwe
countthese userasresistingour attack,they maybemore
likely to fall for futureattackghanotheruserswvho resisted.

Theresponse®f 3 resistingusers(3%) werehardto in-
terpret. They statedthat they followed the attackinstruc-
tions, but we have no evidencethatthey attemptedo do so;
they all clicked on thelink quickly. Onepossibleexplana-
tion is thatthey did not actually notice theattackinstruc-
tions, but attemptedo pleaseusduringthe surwey or avoid
appearingsif they disregarded our instructions.

7.6 Ecologicalvalidity

To evaluate the ecological validity of our study we
soughtto determinehow muchrisk usersperceved while
usingour site. Sincerisk is subjectve, we asled eachuser
to tell usthebiggestsecurity concernshehaswhile brows-
ing the World Wide Web andthe precautionshetakesto
protect herself when logging into Web sites. Then, we
asled her to rank how often and thoraughly she applies
thoseprecautionsvhenlogginginto the following typesof

Web sites: banking, shopping PayPRal, Web email, social
networking, and our studysite. The answerchoiceswere:
“rarely”, “sometimes”,“usually”, “always”, and “I don't
usethis type of Website”. We summarizeheresponsei
Table6. Usersreportedhatthey did nottake the samdevel
of precaution®n our site asthey do with othersites which
handlemoneg. Over64%of usergeportecthatthey atleast
“usually” take securityprecaitions at thosesites, but only
27% of userssaidthey at least“usually” took precautions
at our study Web site. Usersmore closely asociatedthe
risks at our study Web site with a Web email site or social
networking site.

In users'responsedo other questions,2 usersexplic-
itly mentionedthat they took precautionsdbecauseve had
their PayRal emailaddresse.g.,“l wantedto staysecureso
that peoplecouldn't comein andtake my PayFal account.
However, 14 usersexplicitly mentionedthat they consid-
eredour studysiteto below risk becausehey felt they had
little to lose, e.g., “even if someonehad hacled the site,
whathadl to lose? An experimentaccount? wasnot par
ticularly worried”

8 Analysisand discussion

Our warnings were ineffective. Our resultssuggesthat
our warningshadlittle impactusers'decisionsgvenwhen
usershadthe opportunityto seewarningsduring the sim-
ulatedattacks.We found no evidencethatincluding warn-
ings in registrationemailshelpedusersresistour attacks.
Many usersdid not rememberour warningsor indicated
they hadllittle impacton their decisionsduring the study
Althoughincludingcontextualwarningsin emailseemedo
improvethelik elihoodthat auserwould recallseeinghem,
we found no evidencethat userswho recalledseeingour
warningsweremorelikely to resistour attack. Our results
areconsistenwith areentstudyby Egelmanet al. which
suggestshat passve warningssuchasoursareineffective
in helpingusergesistattacks[16].



] Sitetype | Rarely | Sometimes| Usually | Always [ Don'tuse | Noresp. |
Banking 10.5%(21) | 8.5%(17) | 15.5%(31) | 55.5%(110) | 3.5%(7) | 7.0%(14)
Shopping 13.0%(26) | 12.5%(25) | 26.5%(53) | 37.5%(75) | 3.0%(6) | 7.5%(15)
PayFal 14.0%(28) | 9.0%(18) | 23.0%(46) | 44.0%(88) | 3.5%(7) | 6.5%(13)

Email 34.0%(68) | 16.5%(33) | 18.5%(37) | 22.0%(44) | 2.0%(4) | 7.0%(14)
Socialnetworking | 34.5%(69) | 21.5%(43) | 16.0%(32) | 20.0%(40) | 1.0%(2) | 7.0%(14)
[ Our studyWebsite | 46.0%(92) | 18.5%(37) | 12.5%(25) | 14.5%(29) | 1.5%(3) | 7.0%(14) |

Table 6. Risk ratings. This table summariz es how thor oughly and often the users repor ted applying
security precautions when logging into various types of Web sites.

Researchfrom the waming sciencescommunity sug-
geststhatif awarningdoesnot sufcientl y stimulateusers,
or if userscannotmeaningfullyprocessandapply a warn-
ing's messageit will have limited effect [57]. Sore re-
sponsedgrom email uses suggestedhat we failed to both

gettheirattention andcommunicatea meaningfulmessage.

They assumecdbur warningswere similar to other “stan-
dard” warnings,or our warningsjust madethem feel our
sitewasgenerallymoreseare. For example:

“l gured it wasjust standardstuf.”

“It looked like a standardcon dentiality issue,so |
didn't think of it asanything paticularly special.

“l just chalked it up to generalsecurity advice and
moreor lessforgotaboutit.”

“It mademefeel thatthewebsitewasmoresecuré.
“This bit of informationmademefeellik e the sitewas
trying to protectmy privacy.”

“It did notaffectmy decisonsmuch,butit did helpthe
validity of thesurwey.”

Lack of user suspicion. Our attacksraisedsuspicionin

only small percentagef users. Many of the other users
hadalternatve interpretations. Sone userssaw the attack
astheresultof anerror withthe Web site, herbrowser, her
computeror the network, e.g.,“l thoughtthatthelink was
broken? Someusersdid notview thatcomplying with the
attackinstructionsmight berisky, but ratherthoughtit was
necessaryor their own safet. For example,

“I followedtheinstructionshecausé was for my own
safety’

“l did becausd wantedto stay secureso that people
couldn't comein andtake my PayPal account.

“The site is verifying | amwho | say | ant | never
thoughtof it in termsof mequestioninghesite'siden-
tity.”

Someusersindicatedthey did nothave aclearunderstand-
ing of how theregistrationprocedurevorks andits purpose,
andwhenthey would berequiredto participatein theregis-
trationceremop. For example

“I gured that becausd switchedconnectionsas|
was using Berkeley's wirelessas opposedo my dor-
mitory's ethenetInternet,they neededo re-verify my
account.

“l followed the instructionsbecausel assumedmy
passwerd waswrong so the alternatemethodof login
wasby answeringhe securityquestions.

“I guredit hadbeentoo mary dayssincel'd signed
in.”

“I answeredhembecausé couldnt remembeif you
guys said that we will randomlybe asled to answer
themin placeof our passverd and login namg'.

“I rememberedhis page,and| followed the instruc-
tions becausethey areoften usedto verify a userif a
usernameseemainsafeor hasbeentamperedvith.”
“The link in theemailcontainsa datastringthat,when
clicked, changesacmunt detailsto con rm that that
wasavalid emailaddressSecuritybene tsto theuser
maybeminimal’

“l think it preventshaclersfrom justcreatingaccounts
andusingthembut they would have to go to the extra
stepof doingthe emailregistrations”

“l actuallydidn't think it hadanything to do with the
securityof my money/identity”

Theseresuls areconsistentvith previouswork which sug-
geststhat usershave alimited understading of web secu-
rity mechanisms|nternetsocial engineeringattacks,and
effective defensestratgies [13, 14, 26,58]. This evi-
dencesupportsour design principle for conditioned-safe
ceremonieghat aguesdesignershouldnot assumeusers
will beableto detectattacks,or sufciently understander
emoniego know whenthey shouldrefrain from participat-
ing or performvoluntarydefersive actions.

The power of user conditioning and forcing functions.
Challengequeston basedregistration conditions usersto
provide their answeravhenthey areasled their challenge
questions. The response®f 58% of the vulnerablechal-
lengequestiorusergndicatedthatconditioring wasthe pri-



mary in uence on their decisionto comply with the simu-
lated attack’s requestfor their answers.User responsesf
thistypeinclude:

“I answeredhe questionsdecausé thoughtl wasbe-
ing asledto identify myself’

“I answeredt beauseit wasrequiredin orderto log
in.”

“I wantedto log in, sol answeredhe challengeques-
tions?

This supportsour hypothesisthat challengequestiors con-
dition usersto answertheir challengequestionswhenever
prompted.

In contrast,the respnsesof 56% of email userswhore-
sistedthe simulatedattacksugyestedhat conditioningwas
a factorin their resistance.The respamsesof 40% of re-
sistingemailuserssuggestedhey may have noticedthe at-
tackwassomevhatdifferentfrom anormalregistration,but
eitherchoseto ignorethe attackinstructionsandclick the
link, or did notreadthe attackinstructionscarefully User
responsesf thistypeinclude:

“l didn't follow the instructionsbecaisel didn't pay
attentionto this page(l justfollowedthe usualproce-
duresto registermy computery

“l didn't follow the directions becauseit sounded
sketcty andl wantedto seewha happened.

“I musthave glossedover theinstructionsto not click

the registrationemail link, | didn't think therewould

be two opposinginstructionsso | just went with the

onethatwasmoreolvious’”

“I didn't readit carefully andinstinctively clicked on

thelink in theemail”

The response®f 16% of resistingemail userssuggested
that they probablydid not notice ary differencesbetween
our simulatel attack and a normal registration, and pro-
ceededo click on theregistraion link in the email sentto
them.Userresponsesf thistypeinclude:

“I don't remember eer seeingthis page,but | think
what| might have seenwassimply thatl thoughtthis
pagewasgiving me the sameinstructionsasthe rst

time whenl hadto registermy computef

“l don't remembebecausét hasbeena hecticweek.
| justdidn't notice’

“I don't really remembethis or | misreadit.”

“It' scurrently2:20amandl justgotbackfrom 5 hours
of dancepractice. Honestly | didn't even seethein-
structions!!!How scary!”

Theseresultssuggesthatconditioningplayeda signi cant
role in alargefractionof users'decisionmakingprocesses

during our simulatedattacks— to the bene t of email reg-
istration, but to the detrimentof challengequestionbased
registration.

Onefactorour study did not control is to what degree
challengequestionsand clicking on email links had con-
ditioned usersprior to participatingin our study Se\eral
sitescurrentlyimplemert challengeguestiorbasel registra-
tion[7, 27,49], andmary usechallengequestiongor pass-
word reset. Although we do not know of ary sites which
implementemail registration for machineauthentication,
mary Websitessendanemail link to resetauserspassverd
or validateheremailaddresg21]. We did notscreerusers
basedon previous exposureto thesemechanismsbput we
did askuserswhetherthey hadpreviously usedthem. 80%
of challengeguestiorusersand70%of emailuserseported
having usedthe respectre mechanismgrior to participat-
ing in our study However, we found no signi cant corre-
lation betweernprevious exposureto thesemechanismand
attacksuccessate. We leave betterunderstandingf this
issueasa subjectof futurework.

Ecological validity. We asled usersto give feedback
aboutther impressionsof the study and their responses
suggestedhat predicting popular movies can be fun and
engging. Someusersexpresgd disappointmenthat we
endedhe studybeforethey hadthe oppatunity to make all
7 predictions. Someusersadmittedthey hadno ideaasto
the true purposeof the study andno userclaimedto have
gured out that the study was securityrelated. Basedon
this evidence,we arguethe effects of demandcharacteris-
tics weresharplydiminished in our study

Our study createdan experienceof risk for someusers,
but mary usersindicatedthattherisk level they associated
to our site was roughly equivalentto Web email or social
networking sites,andbelov nancial-relatedsitessuchas
bankingor shopping. Sorre usersexplicitly statedin their
commentghatthey did notexperiercemuchrisk during our
study e.g.,“And evenif someonéad hacledthesite,what
had| to lose? An experimentaccount?l wasnot particu-
larly worried” Someuserssuggestedhat they felt saferat
oursite becausé wasassociateevith Berkeley, e.g.,"l g¢-
uredthatsincethis wasa Berkeley researchaf liated web-
site, it would be safe”. Creatinga signi cant experienceof
risk in studiedik e oursremainsa challenge.

Our designattemptedo limit the effect of authority g-
uresduring the study by conductingit in users'“natural
habitats”. Oneconcernwe hadwasthatuserswould inter
pretthe attackasinstructionsfrom us, theresearchersAl-
thoughthisis similar to the problemuserdace duringareal
phishingattack,academiceseachersmightappeamoreas
anauthority gure to auserthan,say abank. Therewasev-
idencethatthis may have beenanissuefor someuserse.g.,
“l followed the instructionsbecausd thoughtit wasa le-



gitimatesetof instructionsfrom respectedesearches who
couldnotpossiblyhave amotive to deceve me”, but maybe
not for others,e.g.,“"My securityis moreimportantto me
thantheir systemproblems. We did not designour study
to evaluate thigssuein degh; furtherresearchs needed.

9 Userstudy limitations

Our study had seeral limitations. Although we took
greatefforts to make our studyasecologicallyvalid aspos-
sible (while remainingethical),someusers'responsesug-
gestedwe fell shortin someaspectsmostnotablyin sim-
ulating the experienceof risk in the real world and com-
pletely eliminating the in uence of authority gures. The
size of the compensatin may not have beenlarge enough
to warrantextra attention,and the fact that our Web site
wasimplicitly associatedvith UC-Berkeley may have in-
uencedusers'decisions.

Weacknowledgethattheremaybemoreeffective attacks
agpinstemail basedregistration. One potentialy effective
attackmightbetotry to hijack users'emailaccountsbut we
did notimplementthis attackfor ethicalreasons.Another
type of attackwe did notevaluateis a predictionattad. In
a predictionattack, the adwersarycreatesthe illusion that
shecanreliably predictthefuture. Beingableto predictthe
future affords credibility, which an adwersarymay be able
to exploit. If anadwersarysendshe useran email predict-
ing that shewill receve aregistrationemail, but requests
thatshehandlest unsafely, shemaybemorelikely to com-
ply. Stockmarketscamsmploying thistechniqueareoften
effective.

Although our results suggest that the notion of
conditioned-safeceremoniesmay be useful for helping
usersresistsometypes of Internetsocial engineeringat-
tacks,further researchis necessary We acknavledgethat
it remaingo beseenwhetherthenotionof conditioned-safe
ceremoniesvill bemoregenerallyapplicableto othertypes
of ceremoniesgrvironmentsandattackstrateyies. For ex-
ample,it maybe morechdlengingto develop conditioned-
safeceremonieso resistattacksvhoseonly goalis to solicit
andstealsensitve personalnformation.

Our study collecied a limited amountof information
from eachuser Sincewe never met our users,we could
not directly obsere uses' reactions recordcommentsor
probefor detailsduringthe study. Also, sincethe vastma-
jority of ourusersvereundegraduatest UC-Berlkeley, we
cannoteasily generalizeour resultsto the generalpopula-
tion.

10 Implications and limitations of emalil
basedregistration

One might argue that ceemoniesthat require usersto
click on email links will train usersto click on phishing
links andunderminesomeanti-phishingefforts which cau-
tion usersto never click on links in email. However, we
arguethatrelying on usersto never click on emaillinks is
unrealistic. Sendingand clicking on links in email is of-
ten usefulfor users,and mary passwerd resetand recov-
ery ceremoniegurrentlyrequireuses to click on anemail
link [21]. Somephishingstudiessugget that mary users
regularly click on email links and empby a wide variety
of link clicking stratgjiesbasedon the currenttask,appar
entsourceof the email, andotherconextual cues[13, 15].
It would be a signi cant challengeto eliminatke theseprac-
tices. We argue that more compehensie defensesvhich
assumauserswill click onsomeemaillinks aremorelikely
to be effective.

Anotherpotentialcriticism is that email basedregistra-
tion simply shiftsmary of thesecurityandusaility burdens
ontoemailsystemsThesecurityof emailsystemselieson
the security of email servers and users' email passverds.
Thisraisesseveralconcerng21]:

A usermight usea weak email passveord or usethe
samepassvord for all heracounts.

Someemal providers use weak passvord resetand
recovery mechanismssuch as challengequestions,
which maybevulnerableto socialengineeringard in-
ferenceattacks.

Usersmay view their email accountsaslesssensitve
thantheir nancial accountandfail to adequatelypro-
tecttheir email passverds. In our study, mary users
viewed securityof their email accountsashaving the
samelevel of importanceas their accountsat social
networking sites but below their accountsat nancial
sites.

Emailis oftensentover unencrypteconnectionsand
POPand IMAP seners often acept passveords sent
over unencrypteatonnections.

Employeesat businessesr ISPsmight have accesgo
their users'email.
Seweralusersmight sharea singleemailaccount.
Email delivery is sometimeglelayed.

Spam Iters mayblock legitimatemessages.

Althoughthewidespreadiseof emailfor passverd recor-
eryandresetsuggestshatthesdssuesnaybemanageable,
we shouldnotignorethem.ldeally, we shouldexplore more
secureandreliablemessaginglternativesfor securitycrit-
ical applications. One potential directionis to sendregis-
trationlinks to users'mobile phone anddevelop software
whichenablegasytransferof thelinks to users'computers.



11 Relatedwork

Studies which attack users. Security researcheriave
conducteda number of studieswhich simulate attacks
agpinst users. Sewral studieshave tried to evaluatehow
well individualscanidentify phishingemailsandpaged13,
29, 58]. However, thesestudiesdo not fully addresghe
designissueswe identi edin Section6.1. They wereall
conductedn alaboratoryenvironment,andthe userswere
eithertold the purposeof the experimentor askedto role-
playa ctitious identity.

To help createthe experienceof risk, somelaboratory
studieshave employed deceptiorandrequireduses to par
ticipatewith their own accounts Egelmanet al. conducted
suchastudyto evaluatethe effectivenesof browserphish-
ing warnings[16]. Uses madepurchasesvith their own
credentialsandthe researchersentthe usersspeamhish-
ing emailsrelatedto thosepurchaseswvhichtriggeredphish-
ing warningsin Firefox andInternetExplorer Schecteret
al. asled real Bank of America SiteKey customergo log
into their accountsrom a laptopin a classroom44]. Al-
thoughSiteKey useschallengequestionsSchecteetal. did
notevaluateSiteKey'suseof them.Insteadthey focusedon
whethereachuserwould enterheronlinebankirg passverd
in the presencef cluesindicatingherconnectionwasinse-
cure. They simulaked site-forgery attacksagainsteachuser
by removing varioussecurityindicators(e.g., her person-
alized SiteKey image)and causingcerti cate warningsto
appearandchecledif eachuserwould still enterherpass-
word. SinceSiteKey will only displayausers personalized
imageafter her computeris registered,Schecteret al. rst
requiredeachuserto answerher challengequestionsdur-
ing a“warm-up”taskto re-familiarize herwith the process
of logginginto herbankaccount.No attackwassimulated
agpinstthe usersduringthis task.

Requiringusersto usetheir own accountsis certainly
a goodstartfor creatinga senseof risk, but the degreeto
whichtheacademicettng of the physicallocationof these
studiesaffectedthe users'evaluationof their actualrisk is
unclear Evenif the experimentes were not in the same
roomasthe userswhile they usedthecomputerthefactthat
they were nearbymay have in uenced the usersto appear
“helpful” andbehae with lesscauton thanthey normally
would.

A few studieshave simulated attacksagainst usersin
the eld without obtainingprior conseh Onestudyat the
United States Military Academyat WestPoint sentcadets
a simulatedphishingemailfrom a c titious Colonel“com-
manding”themto click on alink [19]. Studiesby Jagtic
et al. [30] and Jalobssonet al. [31] also remogly simu-
latedphishingattacksagainstusers Althoughthesestudies
closelysimulatedreal attacks,providedlarge datasets,and
achieved a high level of ecologicalvalidity, the absencef

prior consentaisesethicalissues.After learningthatthey
were unknaving participantsin one study someusersre-
spondedvith angerandsomethreaenedlegal action[11].
Also, thesestudiescollectedonly a limited amountof de-
mographicand behaioral dataand did not conduct a git
suney to probeusers'decisins.

Email for authentication. Other researcherdhiave pro-
posedeveragirg emailfor auhentication2, 6,21, 23,48].
In particular the designof Simple Authenticationfor the
Web (SAW) by Horg and Seamonss similar to our email
registrationceremon [48]. The maindifferenceis tha we
proposeusingemail only for relatively infrequentmachine
registrations,i.e., credentialinitialization, while the SAW
authorsproposeusing email authenticatioras a direct re-
placementfor passverds. In SAW, usersreceive afresh
email link during eachauthenticationattempt. Also, the
SAW authorsdo notconsideisocialengineeringttackghat
try to stealauthenticationinks.

User condtioning and educaion. Previous anti-
phishingresearchhasattempté to take advantageof user
conditioning by using secureattentionkeys. Two anti-
phishingtools PwdHasH43] andWebWallet[59], employ
a secureattentionkey to createa trustedpathbetweenthe
userandthe browser Although thesetools requireusers
to activate the secureattentionkey before enteringary
sensitve information, they may be vulnerableto attacks
which persuadeusersto omit the SAK (Section4.1). A
userstudy of Web Wallet suggestshatthis attackstratey
canbeeffective [59].

Relatedto conditioning is training and education. Sev-
eral researchershave proposedinnovative educational
methodsfor teachinguses aboutinternetsecurityand so-
cial engineeringattacks[35, 45, 56]. Their initial results
arepromising,and relatedresearctsuggestshatuserswho
betterunderstandnternetrisks maybemorelikely to resist
attacks[15]. However, user educationrmay have its limita-
tions. If educdion is not periodicallyreinforced satis cing
usergnayforgetor omit defensie habitsthey have learned.
Also, a study consising of interviews designedto reveal
users'decisionmakingstratgiesfor suspiciousemailssug-
geststhatwhile uses maybe ableto manageisksthey are
familiar with, it canbe dif cul t for themto generalizethis
knowledgeto resistunfamiliar attacks[14]. Theseresults
suggesthat educationabpproachesnay requirecontinual
adaptatiorto addressew attacks;otherwiseusers'defen-
sive stratgiesmaybecomeoutdatedand inefective.

12 Conclusion

Our studyreaults suggesthat 1) ceremoniescan affect
userbehaior, for betteror worse,and2) theresiliengy of



a ceremon to socialengineerings relatedto whetherthe
actionsit conditionsusersto take are safeto performin
the presenceof an adwersary Theseresultssuggestthat
conditioned-safeceremoniesmay be a useful notion for
building ceremoniesvhichresistsocialengineeringattacks.
We proposedseveraldesgn principlesfor conditioned-safe
ceremoniesinddescribedneceremon, emailregistration,
designedaccordingo theseprinciples.Althoughemailreg-
istration may be animperfectappoximation of what we
would ultimately like out of a conditioned-safeeremop,
we believe it is nonetheless useful examplefor explor-
ing and evaluatingthis notion further Regardlessthe fact
that42% of emailusersin our studywerevulnerableto our
simulatedattacksexemgi es the formidable challengein
designingceremonieso redst socialengineeringattacks.
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