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Abstract

Weintroducethenotionof a conditioned-safeceremony.
A “ceremony”is similar to theconventionalnotionof a pro-
tocol,exceptthata ceremonyexplicitly includeshuman par-
ticipants. Our formulationof a conditioned-safeceremony
drawsonseveral ideasandlessonslearnedfromthehuman
factorsandhumanreliability community:forcingfunctions,
defensein depth,andtheuseof humantendencies,such as
rule-baseddecisionmaking. Weproposedesignprinciples
for building conditioned-safeceremoniesand apply these
principlesto develop a registration ceremonyfor machine
authenticationbasedonemail.We evaluatedour emailreg-
istrationceremonywith a userstudyof 200participants.We
designedour studyto beasecologically valid aspossible:
we employeddeception,did not usea laboratory environ-
ment,and attemptedto createan experienceof risk. We
simulatedattacks against the users and found that email
registration was signi�cantly more secure than challenge
questionbasedregistration. We also found evidencethat
conditioninghelpedemail registration users resist attacks,
but contributed towards makingchallenge questionusers
morevulnerable.

1 Intr oduction

Welivein acomplicated environment, andlikemany an-
imals,we tendto developautomaticresponsesto situations
we encountermorethanonce. Our brainstendto classify
stimuli accordingto a few key features,andif oneor more
featuresmatchstimuli we have encounteredin thepast,we
often respondmindlesslywith the action that we learned
was most appropriate. PsychologistRobertCialdini calls
theseclick-whirr responses[9]. Cialdini comparesthese
automaticresponsesto pre-recordedtapesin our head,and
uses“cl ick-whirr” to evokethesoundatapemachinemakes
afterpressing“play”. As theworld becomesmoreintricate
andvariable,we increasinglyrely onclick-whirr responses.
Withoutclick-whirr responses,wewouldspendmost ofour

time appraisingand analyzingmundanesituationsin our
daily lives. Philosopher Alfred North Whiteheadrecog-
nized this when he asserted“civilization advancesby the
extendingthe numberof operationswe canperformwith-
out thinkingaboutthem[55].”

As webecomemoredependentonclick-whirr responses
to navigateourdaily lives,somehavelearnedto exploit this
behavior. Salesman,fund raisers,and conmencancreate
situationscontainingthestimuli necessaryto triggerthede-
siredclick-whirr response,eventhoughlessvisible features
maydiffer substantiallyfrom pastsituations. For example,
peopletend to obey a personin a uniform, regardlessof
whetherthatpersonhasany real authority.

Thedesignersof many currentWebauthenticationmech-
anisms,suchaspasswords,have all but ignoredthis funda-
mentalpsychologicalphenomenon.Socialengineeringat-
tackson the Internet,suchasphishing,have largely been
successfulbecausethe Web is fertile groundfor mimicry,
andpassword authenticationcanconditionusersto fall for
theseattacks.Many usershave developeda click-whirr re-
sponseto login formsandwill automatically entertheir lo-
gin credentialson any Webpagethatmimicsa trustedsite
andon thesurface,appearslegitimate.

In responseto thesesocialengineeringthreats,many in-
stitutionsusemachine authentication, which authenticates
a user's computer, in addition to password authentication,
which authenticatestheuserherself.Sincea usermayuse
more than one computer, machineauthentication systems
musthave aregistration procedureto authorizeandsetau-
thenticationcookieson multiple machines.Many machine
authenticationsystemscurrentlydeployedby �nancial Web
sitesusechallenge questionbasedregistration[7, 27, 49].
A challengequestionis a user-speci�c questionto which
an adversary is unlikely to be able to guessan answer,
e.g.,“What is thename of your favorite teacher?”[18, 32].
Registrationbasedon challengequestionsis vulnerableto
man-in-the-middle(MITM) attacks[46, 61].Sincetheseat-
tacksexploit similarclick-whirr responsesasattacksagainst
passwords,thesecuritybene�ts of challengequestionsover
passwordsalonemaybeminimal.



Warnings Attack
Group Registration method Attack in email? Size successful

1 Challengequestions Solicit answers N.A. 41 92.7%(38)
2 Email Forwarding X 40 40.0%(16)
3 Email Forwarding 39 30.8%(12)
4 Email Cutandpaste X 40 47.5%(19)
5 Email Cutandpaste 40 47.5%(19)

Table 1. Success rates of our sim ulated attac ks against registration procedures in our user stud y.
Users in groups 2 and 4 received conte xtual warnings in registration emails against our sim ulated
attac ks, but user s in groups 3 and 5 did not.

1.1 Contrib utions

Sincehumanclick-whirr responsesseemto be anun-
avoidablefact of life, we arguethat authentication mecha-
nismsfor humansshouldbedesignedsuchthatclick-whirr
responsesreinforcetheir security. Towardsrealizing this
goal,wemake two contributions:

Conditioned-safeceremonies. A ceremonyis similar to
theconventionalnotionof anetwork protocol,exceptthat a
ceremony explicitly includeshumanparticipantsasnodes
in the network, distinct from the computersand devices
they use[17].1 In this paper, we introducethe notion of
aconditioned-safeceremony. A conditioned-safeceremony
is one that deliberatelyconditionsusersto re�exively act
in ways that protect them from attacks. Our formulation
of a conditioned-safeceremony draws on several ideasand
lessonslearnedfrom the humanfactorsand humanrelia-
bility community: forcing functions,defensein depth,and
the useof humantendencies,suchas rule-baseddecision
making. In Section4, we proposedesignprinciples for
conditioned-safeceremonies.

A user study of an email basedregistration ceremony.
We apply our designprinciplesfor conditioned-safecere-
moniesto developa registrationceremony for machineau-
thenticationbasedon email (Section5). To evaluateour
email based registration ceremony, we conducteda user
studywith 200participantsto comparethesecurityof email
registration to the security of registration basedon chal-
lengequestions(Section6). We simulatedsocialengineer-
ing attacksagainst the usersand found email basedreg-
istrationwassigni�cantly moresecureagainstour attacks
(Table1). Our simulatedattackssucceededagainst93%of

1The term ceremony was �rst coined for this purpose by Jesse
Walker [17]. Communicationsbetweenhumannodesandothernodesin
theceremony areusuallynotvia network connections,but insteadthrough
user interfaces,face-to-face interactions,or peripheraldevices. Exam-
plesof ceremoniesincludepassword authenticationandregistrationpro-
cedures.

challengequestionusers,but succeededagainstonly 41%
of email users. We also found evidencethat conditioning
helpedemail registrationusersresistour simulatedattacks,
but contributed towards making challengequestionusers
morevulnerable.We asked usersto completean exit sur-
vey afterthey �nished the study, andwe analyzetheresults
in Sections7 and8.

2 Why usersarevulnerable

Over the last decade,the successof phishingandother
socialengineeringattackshascreatedamulti-million dollar
undergroundeconomy[20, 47]. Although it is tempting to
blamethesuccessof theseattacksontheignoranceof users,
researchershave offered an alternative explanation: com-
putersecuritymechanismssuchaspasswordsandbrowser
securityindicatorsarepoorly suitedfor human use. Psy-
chologistsandsecurityresearchershave identi�ed several
waysin which many securitymechanismsand ceremonies
disregardhumantendenciesandconditionusersto makein-
securedecisions[1, 12, 13, 14, 24, 44,53]:

Click-whirr responsesand rule-baseddecisionmaking
are exploitable. Click-whirr responsesare an example
of more generalhuman tendency to vastly prefer rule-
baseddecisionmaking over more tediousanalytical ap-
proaches[40, 41]. The theoryof rule-baseddecisionmak-
ing is basedon psychological studiesthat suggest humans
tendto learnandaggressively applyproblem-solvingrules
of the form “if (situation) then(action)” for frequentlyen-
counteredsituations.Whena userencountersa problemin
a task,shematchesthemost prominentcuesin theenviron-
mentwith thecallingconditionsof previously learnedrules
to �nd mostappropriateoneto apply.

Although rule-baseddecision makinghelpsus navigate
theminutiaof our daily lives andreserve our time anden-
ergy for tasksrequiringmoredetailedanalysis,adversaries
canexploit rule-baseddecision makingin socialengineer-
ing attacks[9]. Humanreliability expertJamesReasonob-



served that frequently usedrules, i.e., strong rules, may
be “misappliedin environmentconditionsthat sharesome
commonfeatureswith theappropriatestates,but alsopos-
sesselementsdemandinga differentsetof actions[41].” In
otherwords,a rule which hasbeenfrequentlyusefulin the
pastcan becomea strong-but-wrong rule when the situa-
tionalcueschangesubtly. Thishelpsexplainswhy phishing
attackshavebeensosuccessful.Sinceawide rangeof Web
sitesrequirea userto log in beforeshecando something
interesting,many usershave developeda rule of the form
“if (login form) then(enterusername/password)” and will
aggressively applyit whenthey encounterlogin promptson
Webpageswhichonthesurfaceappearfamiliar, legitimate,
or trustworthy.

Browser security mechanisms condition users to satis-
�ce. A frequentlyrecommendeddefenseagainstphishing
attacksis for auserto verify aWebpage'sdomainandSSL
certi�cate beforeenteringher password on that page;oth-
erwise,shemight inadvertentlyrevealhercredentialsto an
attacker. However, researchhasshown thatusersoftenomit
thesechecks[13, 14, 26, 29, 44, 54,58]. Although some
usersignoretheseindicatorsbecausethey donotunderstand
them,a morefundamental problemis thatbrowsersecurity
indicatorsconditionusersto satis�ce.

Satis�cing is a decision-makingstrategy which means
“to acceptachoiceor judgmentasone thatis goodenough”,
i.e., onethat both satis�esandsuf�ces [42]. Checkingse-
curity indicatorsis easyto skip becauseit distractstheuser
from herprimaryfocus,andtherearerarelyany immediate
visible consequencesfor skippingthesechecksor rewards
for making them. Sincethe vast majority of a user's lo-
gin attempts areprobablynot underattack(or at leastdo
notobviouslyappearto beunderattack),routinelyskipping
securitychecksand ignoring warningsseemsdeceivingly
acceptable.Over time, userslearnto quickly andinstinc-
tively performasecuritytask's requiredactions(e.g.,enter-
ing their passwords)andoptimizeout the optionalactions
(e.g., checkingsecurity indicators,respondingto security
warnings).Oncea userhasbecomeconditionedinto a sat-
is�ced behavior, psychologistshave foundit is dif�cult for
her to changeit, even if sherecognizesoverwhelmingevi-
dencethatherbehavior is wrong [9].

Users are not good at recognizingattacks. Accidents
andsuccessfulsocialengineeringattackssharesimilar key
characteristics:they have asimilarprecondition,i.e.,a risky
situation,and similar trigger, i.e., human error. A recur-
ring themein the�eld of humanreliability anderror is that
usersoften have dif�culty in recognizingrisky or danger-
oussituations,and asa result,usersmaybelessvigilant of
their choicesin thesesituationsthanthey should. For ex-
ample,in areview of 100maritimeshippingaccidents,Wa-

genaarandGroeneweg concluded:“Accidentsdonotoccur
becausepeoplegambleandlose,they occurbecausepeople
donotbelieve thattheaccidentthatis aboutto occuris atall
possible[50].” Also,decadesof buggysoftwarehavecondi-
tionedusersto expecterrors,failures,andotherincompre-
hensiblesystembehavior, particularly with hastily devel-
opedandcontinuallyupdatedWebapplications.Usersrou-
tinely encounterwarningsanderrorsmessages,but rarely
experienceany immediatenegative consequencesfor dis-
missingthem,even during a real attack. This createsthe
(accurate)impressionthat falsepositivesarethenorm,and
actualattacksare rare. Thesetendencies suggestthat we
cannotrely on users'abilities to detectsocialengineering
attacksandrespondappropriately, andwe mustdesignde-
fensesaccordingly.

3 Machine authentication to the rescue?

In responseto the precipitousrise in socialengineering
attacksontheInternet,many institutionshave implemented
authenticationceremoniesthatsupplementpassword based
authenticationwith machineauthentication, which authen-
ticatesa user's computeras opposed to the user herself.
For example,one widely usedapproachfor machineau-
thenticationis to set a persistent cookie; sincethe user's
browserwill sendthatcookieevery time theuserreturnsto
theWebsitefrom thatcomputer, theWebsitecanrecognize
the user's computer. To successfullylog in, the usermust
provideherpasswordandtheuser'sbrowsermust presenta
valid cookie.Theintentionis to take thehuman“out of the
loop” andreducethesystem'sdependency onhumans'abil-
itiestodetectattacks.Websitescurrentlyusingmachineau-
thenticationincludeBankof America[7], ING Direct [27]
andVanguard[49].

The registration problem. Since usersmay use more
than one computer, machineauthenticationsystemsmust
have aregistration ceremony to authorizeandsetauthen-
tication cookieson multiple machines.Unfortunately, this
additionalfunctionalitybringsthehumanback“in the loop”
andexposesmachineauthenticationsystemsto analterna-
tive attackvector. Instead of trying to stealauthentication
cookiesdirectly from a user's machine,anattacker cantry
to subvert theregistrationceremony in awaythatgrants the
attackeravalid cookiefor theuser'saccount.Consequently,
registrationceremoniesmustresist thesekindsof bootstrap-
pingattacks;otherwise,thesecuritybene�tsof machineau-
thenticationmaybeminimal.

Challengequestions. Many machineauthentication sys-
temscurrently deployed by �nancial Web sitesusechal-
lenge questionsin their registrationceremony [7, 27, 49].



Whena usercreatesheraccount, sheprovidestheanswers
to oneor morechallengequestions,andwhenshe attempts
to log in from an unregisteredcomputer, the site prompts
her to answerthesequestions. If the answersarecorrect,
thenthe site setsa persistentauthentication cookieon the
user's computer. For future logins from thatcomputer, the
useronly needsto enterherpassword.

Challengequestionsarevulnerableto anactive man-in-
the-middle(MITM) attacker spoo�ng thelogin pageof the
target Web site [46, 61]. Whenthe userattemptsto login
via thespoofed page,theattacker forwardstheuser's login
credentialsto the legitimateWebsite. Sincetheattacker is
indistinguishablefrom theactualuserlogging from anun-
registeredmachine,the Web site respondswith challenge
questionsfor theuser. Theattackerdisplaysthesequestions
to theuser. After theuserprovidesheranswers,theattacker
forwardsthemto the Web site andreceivesan authentica-
tion cookiefor theuser'saccount.

Challengequestionbasedregistrationis vulnerablebe-
cause,like password authentication,it disregards human
tendenciesandconditionsusersto fall for attacks. A user
is mostlikely to resistanattackagainstherchallengeques-
tionsif sherecognizesthethreatandrefrains fromtheclick-
whirr responseof providing her answers.However, since
theattacker's registration requestis indistinguishablefrom
theWebsite's legitimateregistrationrequests, detectingat-
tacksis non-trivial for many users.Usersmustactively and
carefully checkbrowsersecurityindicators,e.g., the URL
bar andSSL certi�cate, to detectspoo�ng attacks. Many
usersmisinterprettheseindicators,andsatis�cing usersof-
tenignorethem.

Registrationbasedon challengequestionsthreatensto
underminethe promiseof machineauthentication.Since
userswho arevulnerableto phishingattacksagainst their
passwordswill probablyalsobevulnerableto phishingat-
tacksagainsttheir challengequestions,a registrationcere-
mony usingchallengequestionsis hardlymoresecurethan
using passwords alone. We needbetterregistrationcere-
moniesto realizethebene�tsof machineauthentication.

4 Conditioned-safeceremonies

One natural responseto the weaknessesof challenge
questionsandpasswordsis to designceremonieswhich try
to eliminateuserconditioning, click-whirr responses,and
rule-baseddecisionmaking. This approachis problematic.
Rule-baseddecisionmaking is fundamentalto human be-
havior: it helpsuscompleteroutinetasksquickly andeasily.
Usersmaybewilling to investextra timeandeffort to learn
a new securitymechanism,but if they cannotlearnhow to
useit ef�c iently, they will becomefrustratedanddisableor
circumvent theoffending mechanism[22, 24, 60]. Some

degreeof conditioningmaybenecessaryfor thepsycholog-
ical acceptanceof securitymechanismsby users.

Sinceuserswill tendto adoptrulesfor completingacer-
emony thatminimizeconsciouseffort, we should not �ght
users' tendencies to use rule-baseddecisionmaking, but
take advantageof thesetendenciesto help usersresistso-
cial engineeringattacks. We shouldprudentlydesigncer-
emoniesto conditionrulesthat bene�tsecurityratherthan
undermineit. Towardsachieving this goal, we introduce
thenotionof a conditioned-safeceremony. A conditioned-
safeceremony is one that deliberatelyconditionsusersto
re�exively act in waysthat protectthemfrom attacks.We
proposetwo designprinciplesfor building conditioned-safe
ceremonies:

� Conditioned-safeceremoniesshould only condition
saferules,i.e., rulesthat areharmlessto apply in the
presenceof anadversary.

� Conditioned-safeceremoniesshouldconditionat least
one immunizingrule, i.e., a rule which whenapplied
during an attackcausesthe attackto fail. We discuss
immunizingrulesfurtherin Section4.1.

Theseprinciplesalsohaveimportantconsequencesonwhat
conditioned-safeceremonies shouldnot do:

� Conditioned-safeceremoniesshould not condition
rulesthat requireusers to decidewhetherit is safeto
applythem.Sincemany usersareunreliableat recog-
nizingrisky situations,usersshouldnotneedto refrain
from conditionedbehavior to resistattacks.

� Conditioned-safeceremoniesshouldnot assumeusers
will reliablyperformactionsthat: 1) theceremony has
not conditionedher to perform, or 2) are voluntary.
Satis�cing userswill learn to omit optionalandvolun-
tary actions,soceremoniesshouldnot rely uponusers
to performsuchactions.

For example, a ceremony should not condition the rule
“if (le gitimate looking login form) then (enter user-
name/password)” becauseit causesa securityfailure when
appliedin thepresenceof anadversary. To determine if it
is safeto apply this rule, a usermust �rst verify the URL
bar, thesite's SSLcerti�cate, andothersecurityindicators.
Burdeninguserswith thesedecisionsis unsatisfactory. Ide-
ally, in a conditioned-safeceremony, a usershould beable
to resistanattack even if she hasno ideasheis at risk and
performsthe sameactionsas sheusually performs under
benignconditions.

However, userbehavior is unpredictable andan adver-
sarymaytry to trick users into deviating from theirnormal,
conditionedbehavior in a way that causesa securityfail-
ure. Conditioned-safeceremoniesneedsafeguardsto resist
theseattacks.In thehumanreliability community, designers
often introduceconstraints calledforcing functionsto help



preventerrorsin safety-criticalenvironments.Wearguethat
forcing functionscan also be useful for conditioned-safe
ceremonies,andwediscussthemfurtherin thenext section.

4.1 Forcing functions

A forcing function is a type of behavior-shaping con-
straintdesignedto preventhumanerror[38]. Forcing func-
tionsusuallywork by preventingauserfromprogressingin
her taskuntil sheperformsa particularactionwhoseomis-
sion would result in a failure or accident. Becauseusers
musttake this actionduringevery instanceof the task,the
forcing functionconditionsusersto alwaysperformthisac-
tion. With an effective forcing function, after a userper-
forms the function's associated action,many mistakesbe-
comedif�cult or impossibleto make. For example,con-
sider the error of locking your keys in your residence.A
potentialforcing functionin thissituationis a door thatcan
only be locked from theoutside,keys in hand. This trains
you to take yourkeys with you whenever you leave home,
makingit lesslikely youwill belockedout in thefuture.

Forcing functionsoften have two bene�ts: 1) they help
preventerrorsof omission, whereauserskipsanimportant,
protective stepin a task,and2) they conditioncorrect,safe
behavior, since userscannotnormally proceedotherwise.
To beeffective,thecognitiveandphysicaleffort requiredto
complywith a forcing functionmustbelessthantheeffort
requiredto circumvent it. Otherwise,usersmay routinely
attemptto circumvent theforcing function,diminishingits
bene�ts.

Since forcing functions have beenuseful for prevent-
ing errorsin safety-criticalenvironments,we hypothesize
they canalsohelpprevent errorsduringsocialengineering
attacks. However, designingforcing functions that resist
socialengineeringattacks is challenging. In conventional
safety-criticalenvironments,the risk elementsrarely try to
intentionallysubvert protectionmechanismsandcauseer-
rors. Designingelectrical safety equipment would be a
much trickier businessif electricity had malicious intent.
Also, deployability considerationsfor many ceremonies,
e.g., no customhardware, often requireforcing functions
to be implementedentirely in software. Softwareenviron-
mentsafford attackersmany opportunitiesfor mimicry.

One previous application of software-basedforcing
functionsin computersecurity is the conceptof a secure
attentionkey (SAK). A SAK is a mandatoryspecialkey
combinationusersmusttypebeforethey cantake asecurity-
critical action,e.g.,submitting theirpassword. OnWindow
NT systems,usersmust type Control-Alt-Deleteto get a
login prompt. The SAK divertscontrol to the OS kernel,
foiling any user-level spoofedlogin prompts.Sincetyping
the SAK is mandatory, the hopeis that userswill learn to
alwaysentertheSAK beforesubmitting theirpassword.

Unfortunately, a simpleattackagainstmany SAKs is to
inducean error of omission. On Windows NT systems,
anadversarycandisplaya spoofedlogin promptandhope
usersskip the SAK beforeenteringtheir passwords. This
attackcreatesacon�ict between twoclick-whirr responses:
SAK systemsconditionusersto �rst type theSAK, but all
password systemsconditionusersto entertheir passwords
whenthey seea login form. Whetherthe attacksucceeds
dependson which click-whirr responseis strongerin a par-
ticularuser.

Sincesocialengineeringattackscanoften misrepresent
the stateof a systemand createthe illusion that aforcing
functionhasalreadybeenactivatedor disabled,ceremonies
which fail solelydueto errorsof omissionaresuboptimal.
Errors of omissionare easyto make and hard to detect,
evenduringroutinetasks.Research suggeststhatusersfre-
quentlydo not noticewhenthey have omittedroutinepro-
ceduralsteps[3], andomission errorsrepresentoneof the
mostcommoncausesof humanperformanceproblems[39].

To resist social engineeringattacks, we argue that
conditioned-safeceremoniesneeddefensein depth. De-
signersshouldbuild conditioned-safeceremoniesthathave
two levelsof protection:anattackshouldfail unlessa user
both omits the conditionedaction requiredby a forcing
function andmakesan error of commission. We consider
anerrorof commission to be ananomaloususeractionnot
normallyusedin theceremony. If theuseromitsthe action
requiredby theforcing function,but doesnototherwisede-
viate from the ceremony, an attackshouldfail. Likewise,
if theuser performstherequired action,but thenmakesan
error of commission,the attackshouldalsofail. With this
approach,the actionconditionedby theforcingfunctionac-
quiresan immunizingquality, sinceafter a user performs
this action,subsequenterrorsof commissionwill not com-
promisetheceremony.

We emphasizethat the conditionedaction requiredby
the forcing function mustbe easyfor usersto perform; in
particular, it shouldeasierto perform thanany unsafeer-
ror of commission.Sincehumanshavebeenconditionedto
work aroundbuggysoftware,ausermaywillingly makean
effortlesserror of commissionif shefeelsit will complete
thesecuritytaskandallow herto continuewith herprimary
task.

4.2 Analysisand discussion

Although a designercan choosethe rules conditioned
by a ceremony, an attacker can affect which rules a user
choosesto apply by manipulatingthe environmentalstim-
uli. Researchby psychologists andhumanreliability spe-
cialistssuggeststhatusersmainly rely on twoprocessesto
determinethemostappropriaterule to apply in a givensit-
uation: similarity-matching and frequency-gambling[41].



With similarity-matching,a usercomparesthe situation's
environmentalcuesagainst cuescontainedin the calling
conditionsof previously learnedrules.If she�nds a unique
match,sheperformsthe associatedaction. If the environ-
mentalcuesareunderspeci�ed andpartially matchseveral
rules,shewill tendto “gamble” in favor of theuseful,high
frequency candidates,i.e.,the“good” ruleswhichhavebeen
mostfrequentlybeenappliedin thepast.

These tendenciessuggestthat conditioned-safecere-
monies will better resist the currently successfulattack
strategy of blatantly initiating a ceremony with the victim
andpresentingfamiliar environmentalcues,e.g.,spoo�ng a
trustedWebsite.Sincea forcing functionrequiresauserto
performthe immunizingactionevery time (whetherunder
attackor not), the forcing function will conditiona high-
frequency, “good” rule (namely, perform the immunizing
action) that is likely to be routinely appliedin the future
– even whenunderattack. Mimicking a conditioned-safe
ceremony becomesless advantageousto an adversary; if
a userrecognizessheis participatingin the ceremony, she
will tend to perform the conditioned,immunizing action,
which thwarts attacks. This presentsan attacker two op-
tions: 1) obviously initiate theceremony andtry to induce
an error of commissionbeforethe userperformsthe im-
munizingaction,or 2) surreptitiouslyinitiate theceremony
andtry to inducean error of commissionwithout the user
realizingsheis participating in theceremony.

If attackers resort to the �rst option, adversariesmust
prevent thehumantendency touserule-baseddecisionmak-
ing, ratherthan encourageit, as current attacksdo. This
createsa disadvantagefor adversaries; preventing human
tendenciesis often dif�cult. If attackersresortto the sec-
ond option, we hopeadversarieswill needto presentun-
familiar situationsto prevent usersfrom recognizingthe
ceremony. Otherwise,userswill tend to reactwith con-
ditioned responses,i.e., apply saferules and perform im-
munizingactions.This approachalsodisadvantagesadver-
saries.Unfamiliarsituationsrequireadditionalcognitiveef-
fort to analyzeandmaycausefeelingsof suspicionanddis-
comfort. Useroften rejectunfamiliar experiencesin favor
of more familiar ones. For example,studiessuggestthat
someusersdistrustphishingwarningsbecausethefamiliar
experiencepresentedby the adversaryappearsmoretrust-
worthy [16, 58]. Conditioned-safeceremoniesturn the ta-
blesandforceadversariesto betheonesrequiredto present
anawkwardandunfamiliarexperience.

Limitations. We acknowledge conditioned-safecere-
monieshave their limits. Adversariesmay try to convince
usersto disableprotective mechanismsor take actionsout-
sidethescopeof a ceremony which violatecertainsecurity
assumptions.For example,with thecon�guration of many
currentcomputersystems,if a userchoosesto install mal-

wareat any point, mostceremonieswill be compromised.
However, if we candesignceremoniesthat are so unpro-
ductiveto attackdirectlythat adversariesmustresortto con-
vincing usersto install malware,it would bea tremendous
stepforward.

5 A conditioned-safe registration ceremony
usingemail

In this section, we describea conditioned-safe regis-
tration ceremony for machine authenticationusing email.
Whena userattemptsto log in from an unregisteredcom-
puter, theWebsitesendsheranemail containinga single-
useHTTPSURL with anunpredictablecomponent,for ex-
ample:

https://www.xyz.com/reg .php?url_id= r

wherer is a 160bit random numbergeneratedby theWeb
site.2 We call this URL a registration link. The email in-
cludesinstructionsto click on thelink. TheWebsitestores
r in a database,alongwith the associateduserID, an ex-
pirationtime, andvalidity bit. Whentheuserclicks on the
registrationlink, if r is still valid andhasnot expired, the
Websitesetsapersistentauthenticationcookieontheuser's
computerandinvalidatesr . A useronly needsto complete
this ceremony onceat eachcomputer. For subsequentlo-
gins, sheonly needsto completeany supplementarylogin
procedures,e.g.,enterherusernameandpassword. Several
researchershave proposedusingemail in a similar way to
helpinitialize authentication credentials[2, 6, 21, 23,48].

Security analysis. Considerthethreatmodelof aphisher,
an adversary which lures unsuspectingInternetusersto a
Web site posingasa trustworthy business with which the
usershave arelationship[4]. We assumea phisherhasthe
following capabilities:1) completecontrolof a Web server
with apublic IP address;2) ability to sendcommunications
suchas emailsand instant messagesto potentialvictims;
and3) ability to mountapplication-layerman-in-the-middle
attacks[5, 36, 51,52], representingalegitimateserverto the
victim andproxyinginput from thevictim to therealserver
asneeded.

Againstthe phishingthreat model,we argueemail reg-
istration follows the principlesof a conditioned-safecer-
emony we proposein Section4. The phishercan solicit
theuser's login nameandpassword,but sincethephisher's
computeris unregistered,thesitewill not allow it to access
the user's accountwithout submittinga valid registration
link. The attacker can trick the Web site to sendthe user

2We assumethe userhaspreviously given the Web site her email ad-
dress,e.g.,duringtheaccountcreationprocess.



a registrationlink, but to compromisetheceremony, anat-
tacker muststealandusea registrationlink beforetheuser
submitsit herself.3

Theregistrationlink actsasforcingfunction.Undernor-
mal conditions,a usermust click on the link to proceed.
Although theremay be otherwaysof submitting the link,
e.g.,by copying andpastingit in theURL bar, clicking gen-
erally requireslesseffort, andsitescanembedtheURL of
thelink in anHTML elementto make thealternativesmore
dif�cult. Also, clicking on theregistrationlink is animmu-
nizing action; after the Web site invalidatesthe link, it is
uselessto anattacker.

Email basedregistrationhasdefensein depth. To com-
promisetheceremony anattacker must 1)prevent theuser
from clicking on the link (i.e., omit the forcing function
action), and 2) trick the user into revealing the link (i.e.,
make an error of commission).Onepossibleattackstrat-
egy would be to inform the userthat shemustregisterher
computer, but dueto “technicalproblems”she shouldnot
click on the link and insteadgive the link to the attacker.
We identify two compellingandstraightforwardattacksof
this kind: 1) asktheuser to copy andpaste theregistration
link into a text box, or 2) asktheuserto forwardtheregis-
tration email to an addresswith a similar domainnameas
the target site. If a userdoesnot notice theattacker's in-
structionsandbelievesshe is participatingin the “normal”
registrationceremony, we hypothesizeshewill likely resist
theseattacks. Email registrationconditionsusersto click
on the registration link, andif sheclicks the link, shewill
resisttheattack.

Alternatively, if the usernoticesthe attacker's instruc-
tionsto deviatefrom theceremony, shewill besafeaslong
assheclicks on thelink beforedoinganything else.Since:
1) theWebsitehasconditionedtheuserto click on thereg-
istration link; 2) the crediblerepercussionsof clicking on
link areprobably limited; and3) clicking on the registra-
tion link is arguablyat leastaseasyascomplyingwith the
instructions,thetheoryof rule-baseddecisionmakingsug-
geststhat userswill �rst tendto try clicking on the regis-
tration link beforecomplying with theadversary's instruc-
tions.

The key questionis the strengthof users' tendenciesto
click theregistrationlink ratherthancomplywith theadver-
sary's instructions.To help answerthis question,we con-
ducteda userstudyto estimatehow well email registration
helpsusersresist social engineeringattacksagainst it. In
thenext section,wedescribethis study.

3We do not considerattackswhich enableadversariesto stealusers'
authenticationcookiesafter they have beenset, e.g., cross-sitescripting
attacksor malware.Thisproblemis orthogonalto registrationandrequires
adifferentsolution.

6 A userstudy of email registration

In this section,we describea userstudywe conducted
to comparethesecurityof emailregistrationto thesecurity
of registrationusingchallengequestions.Our studysimu-
latedman-in-the-middle(MITM) socialengineeringattacks
against usersof eachof the ceremonies. Our hypothe-
sis is that email registrationis signi�cantly moreresistant
to MITM social engineeringattacksthan registrationus-
ing challengequestions.We previously publisheda work-
shoppaperdescribing thedesignof ourstudy, but it did not
presentany results[33].

6.1 Study overview

Ecologicalvalidity is crucial: our study must realisti-
cally simulateexperiencesusershavein therealworld. This
raisesanumberof challenges, including:

� Simulating the experienceof risk for userswithout
crossingethicalboundaries[31].

� Limiting the effect of demandcharacteristics, where
userstry to guessthestudy'spurposeandchangetheir
behavior, perhapsunintentionally.

� Minimizing the impactof perceived authority �gures
duringthestudy[25, 37].

� Determiningan appropriate physical location for the
experimentwhichminimizesany unrealisticin�uences
onusers.

Ourstudyaddressedtheseissuesin two ways:1) wedid
not usea laboratory, and2) we employeddeceptionto hide
thestudy's truepurpose. We recruited usersremotely, and
during the consentprocess,we told usersthat our experi-
mentaimedto determinehow well individualscanpredict
high grossingmovies. We told eachusershewill log in to
ourWebsiteoverasevendayperiodandmake aprediction
of what shethinks will be the top threehighestgrossing
movies eachday. Eachuser loggedin from her “natural
habitat”: from her own computer, from anywhere,andat
any timeshewished.Weshow ascreenshotof our interface
in Figure1.

Eachuserreceived $20 as base compensation,and we
rewardedherup to anadditional $3 perpredictiondepend-
ing on the accuracy of her predictions.We told eachuser
that shemustmake seven predictionsto completethe ex-
periment,sothetotalmaximumausercouldreceive is $41.

We simulatedthe experienceof risk by giving users
password-protectedaccountsat our Web site andcreating
an illusion that money they “win” during the study was
“banked” in theseaccounts. We paid usersat the end of
thestudyvia PayPal andsolicited eachuser's PayPal email



Figure 1. User interface for making predictions at our stud y Web site .

addressat thebeginningof thestudy.4 To helpsuggestthat
therewasa risk thattheuser'scompensationcouldbestolen
if heraccountwashijacked,we providedan“accountman-
agement”pagewhichallowedtheuserto changethePayPal
emailaddressassociatedwith heraccount.

Although we told usersthey must make seven predic-
tions to completethe study, after eachusermadeher �fth
prediction, we simulateda MITM social engineeringat-
tackagainsther thenext time sheloggedin. After sheen-
teredher usernameandpassword, we redirectedher to an
“attack” server. We discussthe simulatedattacksin Sec-
tion 6.4. After thesimulatedattack,we debriefedeachuser
aboutthetruepurposeof thestudyandrequestedherrecon-
sentfor theuseof herdata.

6.2 Recruitment

We recruitedusersthroughtheExperimentalSocialSci-
enceLaboratory(Xlab) at UC Berkeley. TheXlab is anin-
terdisciplinaryfacility thatsupportsUC Berkeley investiga-
tors in running behavioral andsocialscienceexperiments.
Membersof the UC Berkeley community (i.e., students,
staff, etc.) registerwith theXlab over theWebandreceive
solicitationsto participatein experimentsvia email. One
limitation of this recruitmentmethodis that our userpool
wasprimarily composedof universitystudentsandstaff and
maynotberepresentativeof thegeneralpopulation.Ourex-
perimentusedonly nativeEnglishspeakers,andthesubject
pool includedapproximately1950eligibleusers.

4Although we did not verify eachuser's PayPal accountwasvalid at
thestartof thestudy, eachuserexplicitly acknowledgedsheeitherhadan
accountor waswilling to getone.

Wecontacted225randomlyselectedusersin April 2008
throughthe Xlab. Interesteduserssignedup throughthe
Xlab's systemandreceived instructionsto visit our study
Website.Wedid meetany of theusersin person.208users
signedup for our study, and we assignedthemround-robin
to 5 studygroups.Onegroupusedchallengequestions for
registrationandtheotherfour groupsuseddifferentvariants
of emailregistrationlinks. Wediscusstheemailregistration
groupsfurther in Section6.4.2. We excludedtheresultsof
8 usersandgivedetailsin Section7.1.Weshow asummary
of theusergroupsandtheir sizesin Table2.

6.3 Registration procedures

Eachusercreatedanaccountatoursite,with ausername
andpassword. We alsoasked for the user's email address
andPayPal emailaddress,if different.After a userentered
herusernameandpasswordonher�rst login, weredirected
her to a pagethat informedher that shemust registerher
computerbeforeshecould useit to accessher account.If
theuserchoseto register hercomputer, weredirectedherto
the registrationpage. If shewasin the challengequestion
group,we prompted her to setup her challengequestions.
Sheselectedtwo questions and provided answers. After
con�rming the answers,sheenteredher accountandpro-
ceededwith her�rst prediction.

If shewas partof an email registrationgroup,thenshe
saw a pageinforming her that shehad beensenta regis-
tration email andmustclick on the link labeled“Click on
this securelink to registeryour computer”. After clicking
on the link, sheenteredher account and madea predic-
tion. We sentregistrationemailsin HTML format,but also



Group Size Registration method Attack description Warnings in email?
1 41 Challengequestions Solicit answers N.A.
2 40 Email Forwardemailto attacker X
3 39 Email Forwardemailto attacker
4 40 Email Copy andpastelink into text box X
5 40 Email Copy andpastelink into text box

Table 2. Summar y of stud y group s.

includeda plain text alternative (using the multipart/
alternative contenttype) for userswho had HTML
viewing disabledin their email clients. We embeddedthe
sameregistrationlink in both parts,but includeda distin-
guishingparameter in the link to recordwhether the user
waspresentedwith the HTML or plain text versionof the
email. We discusshow we usedthis information in Sec-
tion 6.4.2. Screenshotsof registration emails areshown in
Figures3(a)and3(b).

Both registrationproceduressetan HTTP cookieanda
FlashLocal SharedObjecton the user's computerto indi-
catethe computeris registered. For subsequentlogin at-
tempts,we �rst promptedthe user for her usernameand
password. If the usernameand password were valid, our
servercheckedif theuser'scomputerwasregisteredfor that
username.If shewasloggingin from aregisteredcomputer,
thenweredirectedher to heraccount.If shewasloggingin
from acomputerwedidn't recognize,thenwepromptedher
to answerherchallengequestions(Figure2(a))or senther
a new registrationlink to click on, dependingon theuser's
group.

6.4 Simulatedattacks

6.4.1 Challengequestions:Group 1

For the challengequestiongroup, the attackattemptedto
convinceusersto answertheir challengequestionsby pre-
sentingthe pageshown in Figure2(b). This is essentially
the samepage userssaw when they answeredtheir chal-
lenge questionsunder “normal” conditions,but with the
warning and informative text removed.5 This attack: 1)
is straightforward, 2) closely mimics the legitimate regis-
tration process,and3) waspreviously disclosedin the se-
curity communityasa major weaknessof challengeques-
tions[46, 61].

6.4.2 Email: Groups2-5

For theemailgroups,wesimulatedthetwo attacksweiden-
ti�ed in Section5: the copy andpasteattackandthe for-

5Evenif usersselecttheir challengequestionsfrom a pool of possible
questions,anattackercaneasilydetermineaparticularuser'squestionsby
relayingcommunicationsbetweenthelegitimatesiteandtheuser[46, 61].

wardingattack.Thecopy andpasteattackaskedtheuserto
copy theregistrationlink into atext box,andtheforwarding
attackaskedtheuserto forwardtheregistration emailto an
addresswith a similar domainnameasour studysite. We
simulatedtheforwardingattackagainstgroups2 and3, and
simulatedthe cutandpasteattackagainstgroups4 and5.

We chosetheseattacksbecausewe believedthey arethe
mostcompellingandstraightforwardattacksthatwe could
ethically implement. Another potentially effective attack
would beto try to hijack eachuser's email account,but we
did not believe this attack wasethical. We leave otherat-
tacksasasubjectfor futurework.

For both attacks,the attackpage�rst told the userthat
“becauseof problemswith our email registrationsystem”
sheshouldnot click on the link in the email shereceived.
For the copy andpasteattack, the attackpagepresenteda
text box with a “submit” button andinstructedthe userto
copy andpastethe registrationlink into the box. For the
forwardingattack,it instructedtheuserto forwardtheemail
to theattacker's emailaddress.We show screenshots of the
attackpagesin Figures4(a)and4(b).

Theseattacksalsopresentedpictorial versionsof thein-
structions,with a screenshotof how the registration link
appearsin the email. To maximize the effectivenessof
this picture,we gave theattacker theadvantageof knowing
thedistribution of HTML andplain text registrationemails
previously viewed by the userduring the study (see Sec-
tion 6.3).Theattackdisplayedthepictorial instructionscor-
respondingto themajority; in caseof a tie we displayeda
screenshotof theHTML version.

6.4.3 Warnings

SomeWeb siteswarn users aboutsafesecuritypractices,
e.g.,how to resistphishingattacksagainstchallengeques-
tions. Although thesewarningsaresometimesuseful,they
will likely be absentduring an attack, whena userneeds
them the most. Email registration has the advantageof
beingableto includeadvisoryinformationandcontextual
warningsin eachregistration email. To measurethe ef-
fectivenessof thesekinds of warnings,we subdivided the
emailgroupsinto two groups:thosewhoreceivedwarnings
in registrationemails(groups2 and4) andthosewho did
not (groups3 and5). Everyonesaw thesewarningson le-



(a)Userinterfacefor answeringchallengequestions. (b) Screenshotof theattackagainstchallengequestions.

Figure 2. Normal challeng e questions interface vs. sim ulated attac k instructions.

(a)HTML registrationemailwith warnings. (b) HTML registrationemailwithoutwarnings.

Figure 3. Registration emails .

gitimateregistrationpages. A screenshotof thesewarnings
is shown in Figure3(a).6 Group1 usersalsoreceivedwarn-
ings aboutsafepracticeswhen answeringtheir challenge
questions,but we only showed group1 usersthesewarn-
ings during legitimate registrations. Group 1 usersnever
receivedwarningsin email.

6.4.4 Attack successmetrics

If agroup1 useransweredherchallengequestionscorrectly
on theattackpage, we consideredtheattacka successand
endedthe experiment. We assumed an attacker could dis-

6Thesewarningsspeci�cally warnedagainsttheattackswe simulated.
Although in the realworld it maynot be feasibleto conciselywarnusers
againstall thepossibleattacks,a site cancertainlywarnusersagainstthe
mostsuccessfulor commonattacksthey haveobservedin thepast.

tinguishbetweencorrectandincorrectanswers(e.g.,by re-
laying the user's responsesin real time to the legitimate
site), so if a userentered anincorrectanswer, the attacker
promptedheragain.

If a group2-5 userclicked on the registrationlink �rst,
then we consideredthe attacka failure.7 If the userfor-
wardedthe email or submitted the link �rst, thenwe con-
sideredtheattacka success.Eitherway, we endedtheex-
perimentfor theuser.

7Theseattacksactuallysimulatednetwork level MITM attacks.Such
attackersmight be ableto interceptregistrationlinks andstealany regis-
tration tokensstoredon theuser's computer. Therearevariousproposals
thatcanhelpprotectregistrationlinks andcookiesagainststrongeradver-
saries[10, 28,34], but we do not discussthedetailshere.Regardless,the
resultsof this studyareapplicableto a wide varietyof socialengineering
attacks,includingphishing.



(a)Screenshotof theforwardingattackagainstemailregistration. (b) Screenshotof the cutandpasteattackagainstemailregistration.

Figure 4. Our sim ulated attac ks against email registration.

For all users,attemptsto navigate to otherpartsof the
site redirectedtheuserbackto theattackpage.If theuser
resistedthe attackfor 30 minutes,thenon her next login,
the experimentendedandwe consideredthe attack a fail-
ure. The attackpages for groups 1, 4, and5 containeda
Javascriptkey logger, in casea userbegan to answerher
challengequestionsor enteredthe link, but then changed
her mind and did not submit. If our key loggerdetected
this,weconsideredtheattack asuccess.

6.5 Debrie�ng and exit survey

After a usercompletedthestudy, we redirectedher to a
pagethatdebriefedheraboutthetruepurposeof theexper-
imentandexplainedthereasonsfor deception.Thedebrief-
ing pageexplainedthe conceptof machineauthentication
and the different waysof registeringcomputers. We then
obtainedreconsentfrom eachuser. If a userreconsented,
we redirectedherto anexit survey.

Our exit survey startedwith generaldemographicques-
tionssuchasgender, agerange,andoccupationalarea.The
secondsectionof the survey collectedinformationon the
user'sgeneralcomputingbackground,attitudes,andhabits.
The �n al sectionasked more speci�c questionsaboutthe
user's experiencesduringthestudy. We discusstheseques-
tionsin Section7.

6.6 Ethics

Our simulatedattackswere ethical. The risk to users
during the attackswasminimal. We only used datafrom

userswho explicitly reconsentedafter a debrie�ng on the
truenatureof thestudy. Thestudyprotocoldescribedhere
was approved by the UC Berkeley's Institutional Review
Boardonhumanexperimentation.

To protect users'privacy, all connectionsto ourwebsite
usedSSL.Wepurchasedacerti�cate for ourdomainwhich
is acceptedby majorWebbrowsers.In a realworld attack,
anattacker would mostlikely not beableto obtaina valid
certi�cate for the targetsite. To avoid certi�cate warnings,
anattackerwouldprobablyuseHTTPratherthanHTTPSto
hosttheattackpage.However, to protectusers'privacy, our
simulatedattackpageusedSSL.Sinceourhypothesisis that
email registrationis moresecurethanchallengequestions,
we hadto ensurethatour imperfectsimulationdid notbias
the resultsagainst challengequestions.Our solution was
to maximizethebene�tsof SSLfor thechallengequestion
usersandminimizethebene�tsof SSLfor theemail regis-
trationusers.In particular, we conservatively assumedthat
oursimulatedadversaryattackingemailregistrationhadob-
tainedavalidcerti�catefor thetargetdomainwhileoursim-
ulatedadversaryattackingchallengequestionbasedregis-
trationhadnot obtaineda valid certi� cate.Group2-5 users
did not seecerti�cate warningsduringtheattack,but group
1 usersdid. We implementedthis by redirectinggroup 1
usersto a differentApacheinstance(at port 8090)with a
self-signedcerti�cate, while group2-5 userscontinuedto
usetheoriginalApacheinstancein “attackmode”.This im-
plies the “attack” domainshown in theURL bar for group
1 usersincludedaportnumber, but the“attack” domainfor
group2-5usersdid not.



7 Study results

7.1 Userdemographics

Oneemail registrationuserdid not completethe study,
and oneemail registration userdid notreconsent.Dueto a
miscon�guration,ourserverdid notsendregistrationemails
to 6 usersduring the simulatedattack. We excluded these
users'datafrom our results, leaving 200userstotal.

56% of usersself-reportedthemselves asfemale,41%
reportedthemselves asmale,and3% did notrespond.Our
usersweremostly young: 91%reportedthemselves as18-
25yearsold and89%reportedthemselves asundergraduate
students.Among students,the mix of major areaswasdi-
verse.Thelargestgroupwasphysicalsciences(i.e., chem-
istry, physics,biology, etc.),accountingfor 25% of users,
and the second largest was economicsand business,ac-
countingfor 20%of users.Computerscienceandengineer-
ing accountedfor 1.5%and7.5%of users,respectively.

Most usersreported usingWindows (69%)andMac OS
(25%) astheir primary operatingsystems,andmostusers
reported usingFirefox (70%),InternetExplorer(11%),and
Safari (10%) as their primary Web browsers. This differs
signi�cantly from recentstatistics,which reportWindows
ashaving 91%marketshareandInternetExplorerashaving
72%market share[8].

78% of usersreported usinga Web browserat least10
hoursa week, and 70% of usersreportedthey have con-
ducted�nancial transactionsonlinefor atleastayear. Types
of onlinetransactionsreportedincludePayPal (55%),bank-
ing (80%), investing(12%),auctions(42%),andshopping
(80%).

7.2 Successof simulatedattacks

We summarizeour resultsby groupnumberin Table1.
Our attacksucceededagainst92.7%of challengequestion
usersand41.5%of email users.This differenceis statisti-
cally signi� cant (p < 0:001, Fisher's exact test). The cut
and pasteattackwas slightly more effective than the for-
wardingattack(47% vs. 40%with warnings,and47% vs.
31%without warnings),but we did not �nd this difference
signi�cant (p = 0:65 with warnings,andp = 0:17 without
warnings;Fisher's exact test).We foundno signi�cant cor-
relationsbetweenattacksuccessandthedemographicswe
reportedin Section7.1. In particular, we foundnoevidence
that frequentbrowseruse,previousexperiencewith online
�nancial transactions,or a technical undergraduatemajor
areahelpedusersresistourattacks.

7.3 Ef�cacy of our warnings

We found no evidence that including warningsin reg-
istration emailshelpedusersresistour attack. To evalu-

atethe effectivenessof our contextual email warnings,we
comparedthe attacksuccessratesof group2 vs. group3
(forwardingattacks,with andwithout warnings,resp.),and
group4 vs. group5 (cut andpasteattacks,with andwithout
warnings,resp.).For theforwardingattack,40%of group2
userswerevulnerable,and31%of group3 userswerevul-
nerable(p = 0:48 for Fisher's exact test). For the cutand
pasteattack,47%of usersin bothgroup4 andgroup5 were
vulnerable(p = 1 for Fisher's exacttest).

During the exit survey, we showed eachusera screen-
shotof thewarningcorrespondingto herstudygroup(Sec-
tion 6.4.3) and asked her “Do you rememberseeingthe
above warningat any point during the study?”,andif yes,
“describehow it affected your decisions(if at all) while
interactingwith the studyWeb site.” Table3 summarizes
the numberof yes/no responses.For group 2 and4 users,
whoreceivedwarningsin registration emails,31%reported
that they did not rememberthe warning. Amonggroup3
and5 users, who only receivedwarningson thestudyWeb
page,68%did not rememberthewarning. This difference
is statisticallysigni�cant (p < 0:001for Fisher'sexacttest).
66%of challengequestionusers alsodid notrememberthe
warning.

We found no evidencethat userswho recalledseeing
our warningsweremorelikely to resistour attack. Of the
191 usersrespondingto the warning recall question,85
rememberedseeingour warningand106 did not (seeTa-
ble4). Amongtheuserswhorememberedseeingourwarn-
ing, 45%werevulnerable,andamongtheuserswhodid not
rememberseeingour warning,56%werevulnerable.This
differentisnotstatisticallysigni�cant (p = :147for Fisher's
exact test). We foundno statistically signi�cant difference
within groups,either.

Among the userswho rememberedseeingthe warning,
Table5 summarizestheself-reportedeffectsthat thewarn-
ingshadon thoseusers.Of the85 userswho remembered
ourwarnings, only 10users'responses(12%)indicatedthat
ourwarningshelpedthemresistourattack.38of these users
(45%) indicatedthat the warningshad li ttle or no impact
on their decisions.4 users(5%) indicatedthat thewarning
slightly in�uenced their decisionmakingduringtheattack,
but they ultimatelyfollowedtheattackinstructions.7 users
(8%) mentionedthat the warningsmadethem“feel safer”
at our siteor bemorecarefulin general. Theresponsesof
11 userswere inconclusive or did not clearly �t in oneof
thesecategories.

7.4 Usersuspicionof our attacks

To gaugeusers' suspicionduring our simulatedattack,
we askedusers“During your interactionswith UCB Movie
Predictions,did you ever seesomethingwhich lookedsus-
piciousor dangerous?”and “describewhat your reaction



Warnings User rememberedseeingour warning?
Group in email? No Yes No response

1 N/A 65.9%(27) 31.7%(13) 2.4%(1)
2 X 25.0%(10) 62.5%(25) 12.5%(5)
3 59.0%(23) 41.0%(16) 0.0%(0)
4 X 37.5%(15) 57.5%(23) 5.0%(2)
5 77.5%(31) 20.0%(8) 2.5%(1)

Table 3. Number of user s who repor ted remembering seeing our warnings.

Safe Vulnerable Total
Userswho rememberedseeingourwarnings 55.3%(47) 44.7%(38) 85

Userswhodid notrememberseeingourwarnings 44.3%(47) 55.7%(59) 106

Table 4. Effect of warning recall on resisting our sim ulated attac ks. Of the 200 user s in our stud y, 9
user s did not respond to this question.

wasand if you did anything, whatyou did.” Overall, only
6 (15%)challengequestionsusersand13 (8%) emailusers
reportedseeinganything suspiciousduringthestudy. Four
of thechallengequestionusersreported that thecerti�cate
warningcausedtheir suspicion,but only 1 of thoseusersre-
sistedtheattack.8 Onechallengequestionuserreportedthat
the fact that the attackrequiredher to re-registerher ma-
chinemadeher suspicious.The 13 suspiciousemail users
reportedthe attackinstructionsasthe causeof their suspi-
cion,but only 6 of thoseusersresistedtheattack.

7.5 User reasoningduring our attacks

To help understandusers'thoughtprocessesduring the
simulatedattack,we showedeachusera screenshotof the
attack instructionscorresponding to her group and asked
her: “If you followed the above instructions,explain why.
If youchosenot follow theinstructions,explainwhy not. If
you don't rememberthis pageor whatyou did, tell uswhat
you don't remember.” We did notexplicitly identify this as
the“attack”.

Challenge question users. Among the 38 vulnerable
usersin thechallengequestiongroup,22 users(58%)said
thatthey compliedwith theattackinstructionsbecausethey
thought it was what they neededto do to log in. Rep-
resentative responses include: “Those were mychallenge

8Most browsersshow certi�cate warningsin popup windows. Firefox
3 andInternetExplorer7 presentfull screeninterstitialwarningpages,but
Firefox 3 wasnot of�cially releaseduntil after we completedour study.
Amongthe41challengequestionusers(whoweretheonly userswhosaw
certi�cate warnings– seeSection6.6), twenty � ve usedFirefox 1 or 2,
two usedIE 6, six usedIE 7, seven usedSafari, and oneusedEpiphany.
Among the 4 userswho reportedthe certi�cate warningas the causeof
their suspicion,threeusedFirefox2 and oneusedIE 7.

questions,soI answeredthem”and“I thoughtit wasproce-
dureto answerthesequestions.” 10 vulnerableusers(26%)
viewedtheattackasan errorthatthey shouldtry to �x, e.g.,
“I thoughtthesite's cookiemayhave beenerasedwhich is
why it wasn't recognizingmy computer, so I answered.” 4
vulnerableusers(11%)trustedtheWebsiteor indicatedthat
sincethesitewasassociatedwith UC-Berkeley, it shouldbe
safe.Of the3 challengequestion userswho resistedtheat-
tack,oneusernoticedthe certi�cate warningandstopped,
andtheothertwo usersdid not respondto thisquestion.

Email users. Among the 66 vulnerableemail users,26
users(39%) compliedwith the attackinstructionsbecause
they thoughtit was what they neededto do to log in. A
representative responseis “I copy andpastedthe link be-
causeit saidin bold to doso. It seemedlike thatwaswhatI
wassupposedto do.” 11vulnerableusers(17%)viewedthe
attackasanerrorthatthey should�x, e.g.,“I �gured some-
thingwaswrongwith your registration systemandthusfol-
lowed instructions.” 20 vulnerableusers(30%) trustedthe
Websiteor indicatedthatsincethesitewasassociatedwith
UC-Berkeley, it shouldbe safe. 8 vulnerableusers(12%)
indicatedthatthey compliedwith ourattackinstructionsbe-
causethey did notassociatemuchrisk with ourWebsite.

Among the 93 email userswho resistedthe attack,the
responsesof 37 users(40%) indicated that althoughthey
may have recognized the instructionswere different from
previousregistrations,they decidedto click theregistration
link �rst, despiteinstructionsto thecontrary, or did notread
the attackinstructionscarefully. Representative responses
include: “I did not follow the instructionsbecauseit was
easierto just click” and “Usually, in a veri�cation email,
youaresupposedto click thelink.”



Self-reportedeffectof warning on user
Warnings Little Helped Recalledduring “F elt Other No Total

Group in email? or none resistatk. atk. but no help safer” resp.
1 N/A 8 0 0 2 0 3 13
2 X 8 7 2 2 4 2 25
3 11 1 1 0 1 2 16
4 X 7 2 1 2 5 6 23
5 4 0 0 1 1 2 8

Total 38 10 4 7 11 15 85

Table 5. Self­repor ted effects of our warnings on user s who remembered seeing them.

17 resistingusers(18%) indicatedthat they did not no-
tice theattackinstructions.For example,“I neversaw these
instructions.” All excepttwo of these usersclicked on the
registrationlink; theothertwo userstimedout theattack.

10 users(11%) cited our warningsashelping themre-
sist the attack,e.g.,“The websiteandthe email I received
weretellingmecontradictingthingssoI justwentwith what
theemail told me” and“ I didn't follow theinstructions be-
causethey were contradictoryto thewarningsin theprevi-
ousemail.”

We foundevidencethat15 users(16%)initially consid-
eredtheattackinstructions,but eventuallygave up because
they found themtoo dif�cult, decidedit wasnot worth the
hassle,or madea mistake in following them. 5 usersex-
plicitly indicatedthis in their responses,e.g.,“I did notbe-
causeit wastoo muchof a hassle”and“I �gured I would
seeif the site would be on track later.” The remaining10
usersattemptedto follow theattackinstructions,but madea
“mistake”, e.g.,they forwardedour welcomeemailor copy
andpastedapreviouslyusedregistrationlink. Althoughwe
countthese usersasresistingour attack,they maybemore
likely to fall for futureattacksthanotheruserswho resisted.

Theresponsesof 3 resistingusers(3%) werehardto in-
terpret. They statedthat they followed the attackinstruc-
tions,but wehavenoevidencethatthey attemptedto doso;
they all clickedon the link quickly. Onepossibleexplana-
tion is that they did not actuallynotice theattackinstruc-
tions,but attemptedto pleaseusduringthesurvey or avoid
appearingasif they disregarded our instructions.

7.6 Ecologicalvalidity

To evaluate the ecological validity of our study, we
soughtto determinehow muchrisk usersperceived while
usingour site. Sincerisk is subjective, we askedeachuser
to tell usthebiggestsecurity concernsshehaswhile brows-
ing the World Wide Web andthe precautionsshetakesto
protect herself when logging into Web sites. Then, we
asked her to rank how often and thoroughly she applies
thoseprecautionswhenlogginginto thefollowing typesof

Web sites: banking,shopping, PayPal, Web email, social
networking, andour studysite. The answerchoiceswere:
“rarely”, “sometimes”,“usually”, “always”, and “I don't
usethis typeof Website”. We summarizetheresponsesin
Table6. Usersreportedthatthey did nottakethesamelevel
of precautionson our siteasthey do with othersites which
handlemoney. Over64%of usersreportedthatthey at least
“usually” take securityprecautionsat thosesites,but only
27% of userssaidthey at least“usually” took precautions
at our studyWeb site. Usersmoreclosely associatedthe
risksat our studyWebsitewith a Webemail siteor social
networkingsite.

In users' responsesto other questions,2 usersexplic-
itly mentionedthat they took precautionsbecausewe had
theirPayPal emailaddress,e.g.,“I wantedto staysecureso
thatpeoplecouldn't comein andtake my PayPal account.”
However, 14 usersexplicitly mentionedthat they consid-
eredour studysiteto below risk becausethey felt they had
little to lose, e.g., “even if someonehad hacked the site,
whathadI to lose?An experimentaccount?I wasnot par-
ticularly worried.”

8 Analysisand discussion

Our warnings were ineffective. Our resultssuggestthat
our warningshadlittle impactusers'decisions,evenwhen
usershadthe opportunityto seewarningsduring the sim-
ulatedattacks.We foundno evidencethat includingwarn-
ings in registrationemailshelpedusersresistour attacks.
Many usersdid not rememberour warningsor indicated
they had little impact on their decisionsduring the study.
Althoughincludingcontextualwarningsin emailseemedto
improvethelikelihoodthat auserwouldrecallseeingthem,
we found no evidencethat userswho recalledseeingour
warningsweremorelikely to resistour attack.Our results
areconsistentwith a recentstudyby Egelmanet al. which
suggeststhatpassive warningssuchasoursareineffective
in helpingusersresistattacks[16].



Site type Rarely Sometimes Usually Always Don't use No resp.
Banking 10.5%(21) 8.5%(17) 15.5%(31) 55.5%(110) 3.5%(7) 7.0%(14)
Shopping 13.0%(26) 12.5%(25) 26.5%(53) 37.5%(75) 3.0%(6) 7.5%(15)
PayPal 14.0%(28) 9.0%(18) 23.0%(46) 44.0%(88) 3.5%(7) 6.5%(13)
Email 34.0%(68) 16.5%(33) 18.5%(37) 22.0%(44) 2.0%(4) 7.0%(14)

Socialnetworking 34.5%(69) 21.5%(43) 16.0%(32) 20.0%(40) 1.0%(2) 7.0%(14)
OurstudyWebsite 46.0%(92) 18.5%(37) 12.5%(25) 14.5%(29) 1.5%(3) 7.0%(14)

Table 6. Risk ratings. This table summariz es how thor oughl y and often the user s repor ted applying
security precautions when log ging into various types of Web sites.

Researchfrom the warning sciencescommunity sug-
geststhatif a warningdoesnot suf�cientl y stimulateusers,
or if userscannotmeaningfullyprocessandapply a warn-
ing's message,it will have limited effect [57]. Some re-
sponsesfrom email users suggestedthat we failed to both
gettheirattention andcommunicateameaningfulmessage.
They assumedour warningswere similar to other “stan-
dard” warnings,or our warningsjust madethem feel our
sitewasgenerallymoresecure.For example:

� “I �gured it wasjust standardstuff.”
� “It looked like a standardcon�dentiality issue,so I

didn't think of it asanythingparticularly special.”
� “I just chalked it up to generalsecurity advice and

moreor lessforgotaboutit.”
� “It mademefeel thatthewebsitewasmoresecure.”
� “This bit of informationmademefeel like thesitewas

trying to protectmy privacy.”
� “It did notaffectmy decisionsmuch,but it did helpthe

validity of thesurvey.”

Lack of user suspicion. Our attacksraisedsuspicionin
only small percentageof users. Many of the other users
hadalternative interpretations.Some userssaw the attack
astheresultof anerror withtheWebsite,herbrowser, her
computer, or thenetwork, e.g.,“I thoughtthat the link was
broken.” Someusersdid notview thatcomplying with the
attackinstructionsmight berisky, but ratherthoughtit was
necessaryfor their own safety. For example,

� “I followedtheinstructionsbecauseit was for my own
safety.”

� “I did becauseI wanted to staysecureso that people
couldn't comein andtakemy PayPal account.”

� “The site is verifying I am who I say I am; I never
thoughtof it in termsof mequestioningthesite's iden-
tity.”

Someusersindicatedthey did nothave aclearunderstand-
ing of how theregistrationprocedureworksandits purpose,
andwhenthey wouldberequiredto participatein theregis-
trationceremony. For example,

� “I �gured that becauseI switchedconnections,as I
wasusing Berkeley's wirelessasopposedto my dor-
mitory'sethernetInternet,they neededto re-verify my
account.”

� “I followed the instructionsbecauseI assumedmy
password waswrongso the alternatemethodof login
wasby answeringthesecurityquestions.”

� “I � guredit hadbeentoo many dayssinceI' d signed
in.”

� “I answeredthembecauseI couldn't rememberif you
guys said that we will randomlybe asked to answer
themin placeof ourpasswordand login name.”

� “I rememberedthis page,andI followed the instruc-
tions becausethey areoften usedto verify a userif a
usernameseemsunsafeor hasbeentamperedwith.”

� “The link in theemailcontainsadatastringthat,when
clicked, changesaccount details to con�rm that that
wasavalid emailaddress.Securitybene�tsto theuser
maybeminimal.”

� “I think it preventshackers from justcreatingaccounts
andusingthembut they would have to go to theextra
stepof doingtheemailregistrations.”

� “I actuallydidn't think it hadanything to do with the
securityof my money/identity.”

Theseresults areconsistentwith previouswork which sug-
geststhatusershave alimited understandingof websecu-
rity mechanisms,Internetsocial engineeringattacks,and
effective defensestrategies [13, 14, 26, 58]. This evi-
dencesupportsour designprinciple for conditioned-safe
ceremoniesthat arguesdesignersshouldnot assumeusers
will beableto detectattacks,or suf�ciently understandcer-
emoniesto know whenthey shouldrefrain from participat-
ing or performvoluntarydefensiveactions.

The power of user conditioning and forcing functions.
Challengequestion basedregistrationconditions usersto
provide their answerswhenthey areasked their challenge
questions. The responsesof 58% of the vulnerablechal-
lengequestionusersindicatedthatconditioning wasthepri-



mary in�uence on their decisionto comply with the simu-
latedattack's requestfor their answers.User responsesof
this typeinclude:

� “I answeredthequestionsbecauseI thoughtI wasbe-
ing askedto identify myself.”

� “I answeredit becauseit wasrequiredin order to log
in.”

� “I wantedto log in, soI answeredthechallengeques-
tions.”

This supportsour hypothesisthatchallengequestions con-
dition usersto answertheir challengequestionswhenever
prompted.

In contrast,theresponsesof 56%of email userswho re-
sistedthesimulatedattacksuggestedthatconditioningwas
a factor in their resistance.The responsesof 40% of re-
sistingemailuserssuggestedthey mayhave noticedtheat-
tackwassomewhatdifferentfrom anormalregistration,but
eitherchoseto ignorethe attackinstructionsandclick the
link, or did not readtheattackinstructionscarefully. User
responsesof this typeinclude:

� “I didn't follow the instructionsbecauseI didn't pay
attentionto this page(I just followedtheusualproce-
duresto registermy computer).”

� “I didn't follow the directions becauseit sounded
sketchy andI wantedto seewhat happened.”

� “I musthave glossedover the instructionsto not click
the registrationemail link, I didn't think therewould
be two opposinginstructionsso I just went with the
onethatwasmoreobvious.”

� “I didn't readit carefully, andinstinctively clickedon
thelink in theemail.”

The responsesof 16% of resistingemail userssuggested
that they probablydid not noticeany differencesbetween
our simulated attack and a normal registration, and pro-
ceededto click on the registration link in theemail sentto
them.Userresponsesof this typeinclude:

� “I don't remember ever seeingthis page,but I think
what I might have seenwassimply that I thoughtthis
pagewasgiving me the sameinstructionsasthe �rst
time whenI hadto registermy computer.”

� “I don't rememberbecauseit hasbeena hecticweek.
I just didn't notice.”

� “I don't really rememberthisor I misreadit.”
� “It' scurrently2:20amandI justgotbackfrom 5 hours

of dancepractice. Honestly, I didn't even seethe in-
structions!!!How scary!”

Theseresultssuggestthatconditioningplayeda signi�cant
role in a largefractionof users'decisionmakingprocesses

during our simulatedattacks– to the bene�t of email reg-
istration,but to the detrimentof challengequestionbased
registration.

One factorour studydid not control is to what degree
challengequestionsand clicking on email links had con-
ditionedusersprior to participatingin our study. Several
sitescurrentlyimplement challengequestionbased registra-
tion [7, 27,49], andmany usechallengequestionsfor pass-
word reset. Although we do not know of any sites which
implementemail registration for machineauthentication,
many Websitessendanemail link to resetauser'spassword
or validateheremailaddress[21]. We did notscreenusers
basedon previous exposureto thesemechanisms,but we
did askuserswhetherthey hadpreviously usedthem.80%
of challengequestionusersand70%of emailusersreported
having usedthe respective mechanismsprior to participat-
ing in our study. However, we found no signi�cant corre-
lation betweenpreviousexposureto thesemechanismsand
attacksuccessrate. We leave betterunderstandingof this
issueasasubjectof futurework.

Ecological validity. We asked users to give feedback
about their impressionsof the study, and their responses
suggestedthat predictingpopularmovies can be fun and
engaging. Someusersexpressed disappointmentthat we
endedthestudybeforethey hadtheopportunity to makeall
7 predictions.Someusersadmittedthey hadno ideaasto
the true purposeof the study, andno userclaimedto have
�gured out that the study was securityrelated. Basedon
this evidence,we arguethe effectsof demandcharacteris-
tics weresharplydiminished in ourstudy.

Our studycreatedanexperienceof risk for someusers,
but many usersindicatedthat therisk level they associated
to our site wasroughly equivalent to Web email or social
networking sites,andbelow �nancial-relatedsitessuchas
bankingor shopping.Some usersexplicitly statedin their
commentsthatthey did notexperiencemuchrisk during our
study, e.g.,“And evenif someonehad hackedthesite,what
hadI to lose? An experimentaccount?I wasnot particu-
larly worried.” Someuserssuggestedthat they felt saferat
oursite becauseit wasassociatedwith Berkeley, e.g.,“I �g-
uredthatsincethis wasa Berkeley researchaf�liated web-
site, it would besafe.” Creatinga signi�cant experienceof
risk in studieslikeoursremainsachallenge.

Our designattemptedto limit theeffect of authority�g-
uresduring the study by conductingit in users' “natural
habitats”.Oneconcernwe hadwasthatuserswould inter-
pret theattackasinstructionsfrom us,theresearchers.Al-
thoughthis is similar to theproblemusersface duringareal
phishingattack,academicresearchersmightappearmoreas
anauthority�gure to auserthan,say, abank.Therewasev-
idencethatthismay havebeenanissuefor someusers,e.g.,
“I followed the instructionsbecauseI thought it wasa le-



gitimatesetof instructionsfrom respectedresearchers who
couldnotpossiblyhave amotiveto deceiveme”, but maybe
not for others,e.g.,“My securityis moreimportantto me
thantheir systemproblems.” We did not designour study
to evaluate thisissuein depth; furtherresearchis needed.

9 Userstudy limitations

Our study had several limitations. Although we took
greatefforts to makeourstudyasecologicallyvalid aspos-
sible(while remainingethical),someusers'responsessug-
gestedwe fell short in someaspects,mostnotablyin sim-
ulating the experienceof risk in the real world and com-
pletely eliminatingthe in�uence of authority �gures. The
sizeof the compensation may not have beenlarge enough
to warrantextra attention,and the fact that our Web site
was implicitly associatedwith UC-Berkeley may have in-
�uencedusers'decisions.

Weacknowledgethattheremaybemoreeffectiveattacks
againstemail basedregistration. Onepotentially effective
attackmightbeto try tohijackusers'emailaccounts,butwe
did not implement this attackfor ethicalreasons.Another
typeof attackwe did notevaluateis a predictionattack. In
a predictionattack,the adversarycreatesthe illusion that
shecanreliablypredictthefuture.Beingableto predictthe
future affords credibility, which an adversarymay be able
to exploit. If anadversarysendstheuseranemailpredict-
ing that shewill receive a registrationemail, but requests
thatshehandlesit unsafely, shemaybemorelikely to com-
ply. Stockmarketscamsemploying thistechniqueareoften
effective.

Although our results suggest that the notion of
conditioned-safeceremoniesmay be useful for helping
usersresist sometypesof Internetsocial engineeringat-
tacks,further researchis necessary. We acknowledgethat
it remainsto beseenwhetherthenotionof conditioned-safe
ceremonieswill bemoregenerallyapplicableto othertypes
of ceremonies,environments,andattackstrategies.For ex-
ample,it maybemorechallengingto developconditioned-
safeceremoniesto resistattackswhoseonlygoalis tosolicit
andstealsensitivepersonalinformation.

Our study collected a limited amount of information
from eachuser. Sincewe never met our users,we could
not directly observe users' reactions,recordcomments,or
probefor detailsduringthestudy. Also, sincethevastma-
jority of ouruserswereundergraduatesatUC-Berkeley, we
cannoteasilygeneralizeour resultsto the generalpopula-
tion.

10 Implications and limitations of email
basedregistration

One might argue that ceremoniesthat requireusersto
click on email links will train usersto click on phishing
links andunderminesomeanti-phishingefforts which cau-
tion usersto never click on links in email. However, we
arguethat relying on usersto never click on email links is
unrealistic. Sendingand clicking on links in email is of-
ten usefulfor users,andmany password resetand recov-
ery ceremoniescurrentlyrequireusers to click on anemail
link [21]. Somephishingstudiessuggest that many users
regularly click on email links and employ a wide variety
of link clicking strategiesbasedon thecurrenttask,appar-
entsourceof theemail,andothercontextual cues[13, 15].
It would bea signi�cant challengeto eliminate theseprac-
tices. We arguethat morecomprehensive defenseswhich
assumeuserswill click onsomeemaillinks aremorelikely
to beeffective.

Anotherpotentialcriticism is that email basedregistra-
tion simplyshiftsmany of thesecurityandusability burdens
ontoemailsystems.Thesecurityof emailsystemsrelieson
the securityof email servers and users'email passwords.
This raisesseveralconcerns[21]:

� A usermight usea weak email password or usethe
samepassword for all heraccounts.

� Someemail providers useweak password resetand
recovery mechanisms,such as challengequestions,
whichmaybevulnerableto socialengineeringand in-
ferenceattacks.

� Usersmayview their email accountsaslesssensitive
thantheir �nancial accountsandfail to adequatelypro-
tect their email passwords. In our study, many users
viewed securityof their email accountsashaving the
samelevel of importanceas their accountsat social
networking sites, but below their accountsat �nancial
sites.

� Email is oftensentover unencryptedconnections,and
POPand IMAP servers often accept passwords sent
overunencryptedconnections.

� Employeesat businessesor ISPsmight have accessto
their users'email.

� Severalusersmight shareasingleemailaccount.
� Email delivery is sometimesdelayed.
� Spam�lters mayblock legitimatemessages.

Althoughthewidespreaduseof email for password recov-
eryandresetsuggeststhattheseissuesmaybemanageable,
weshouldnot ignorethem.Ideally, weshouldexploremore
secureandreliablemessagingalternativesfor securitycrit-
ical applications.Onepotentialdirection is to sendregis-
tration links to users'mobilephones anddevelopsoftware
whichenableseasytransferof thelinks to users'computers.



11 Relatedwork

Studies which attack users. Security researchershave
conducteda number of studies which simulate attacks
against users. Several studieshave tried to evaluatehow
well individualscanidentify phishingemailsandpages[13,
29, 58]. However, thesestudiesdo not fully addressthe
designissueswe identi� ed in Section6.1. They wereall
conductedin a laboratoryenvironment,andtheuserswere
eithertold the purposeof the experimentor asked to role-
playa �ctitious identity.

To help createthe experienceof risk, somelaboratory
studieshave employeddeceptionandrequiredusers to par-
ticipatewith their own accounts.Egelmanet al. conducted
sucha studyto evaluatetheeffectivenessof browserphish-
ing warnings[16]. Users madepurchaseswith their own
credentials,andthe researcherssenttheusersspearphish-
ing emailsrelatedto thosepurchaseswhichtriggeredphish-
ing warningsin Firefox andInternetExplorer. Schecteret
al. asked real Bank of America SiteKey customersto log
into their accountsfrom a laptopin a classroom[44]. Al-
thoughSiteKey useschallengequestions,Schecter etal. did
notevaluateSiteKey'suseof them.Instead,they focusedon
whethereachuserwouldenterheronlinebanking password
in thepresenceof cluesindicatingherconnectionwasinse-
cure. They simulatedsite-forgery attacksagainsteachuser
by removing varioussecurityindicators(e.g., her person-
alizedSiteKey image)andcausingcerti�cate warningsto
appear, andcheckedif eachuserwould still enterherpass-
word. SinceSiteKey will only displayauser'spersonalized
imageafter her computeris registered,Schecteret al. �rst
requiredeachuserto answerher challengequestionsdur-
ing a “warm-up”taskto re-familiarize herwith theprocess
of logging into herbankaccount.No attackwassimulated
againsttheusersduringthis task.

Requiringusersto usetheir own accountsis certainly
a goodstart for creatinga senseof risk, but the degreeto
which theacademicsettingof thephysicallocationof these
studiesaffectedthe users'evaluationof their actualrisk is
unclear. Even if the experimenters were not in the same
roomastheuserswhile they usedthecomputer, thefactthat
they werenearbymay have in�uenced the usersto appear
“helpful” andbehave with lesscaution thanthey normally
would.

A few studieshave simulated attacksagainst usersin
the �eld without obtainingprior consent. Onestudyat the
United States Military Academyat WestPoint sentcadets
a simulatedphishingemail from a �c titious Colonel“com-
manding”themto click on a link [19]. Studiesby Jagatic
et al. [30] and Jakobssonet al. [31] also remotely simu-
latedphishingattacksagainstusers. Althoughthesestudies
closelysimulatedrealattacks,providedlargedatasets,and
achieveda high level of ecologicalvalidity, theabsenceof

prior consentraisesethicalissues.After learningthat they
wereunknowing participantsin one study, someusersre-
spondedwith angerandsomethreatenedlegal action[11].
Also, thesestudiescollectedonly a limited amountof de-
mographicandbehavioral dataanddid not conduct a exit
survey to probeusers'decisions.

Email for authentication. Other researchershave pro-
posedleveraging emailfor authentication[2, 6, 21, 23,48].
In particular, the designof Simple Authenticationfor the
Web(SAW) by Horst andSeamonsis similar to our email
registrationceremony [48]. Themaindifferenceis that we
proposeusingemailonly for relatively infrequentmachine
registrations,i.e., credentialinitialization, while the SAW
authorsproposeusingemail authenticationasa direct re-
placementfor passwords. In SAW, usersreceive a fresh
email link during eachauthenticationattempt. Also, the
SAW authorsdonotconsidersocialengineeringattacksthat
try to stealauthenticationlinks.

User conditioning and education. Previous anti-
phishingresearchhasattempted to take advantageof user
conditioning by using secureattentionkeys. Two anti-
phishingtools, PwdHash[43] andWebWallet [59], employ
a secureattentionkey to createa trustedpathbetweenthe
userand the browser. Although thesetools requireusers
to activate the secureattention key before entering any
sensitive information, they may be vulnerableto attacks
which persuadeusersto omit the SAK (Section4.1). A
userstudyof Web Wallet suggeststhat this attackstrategy
canbeeffective [59].

Relatedto conditioning is training andeducation. Sev-
eral researchershave proposed innovative educational
methodsfor teachingusers aboutInternetsecurityandso-
cial engineeringattacks[35, 45, 56]. Their initial results
arepromising,and relatedresearchsuggeststhatuserswho
betterunderstandInternetrisksmaybemorelikely to resist
attacks[15]. However, user educationmayhave its limita-
tions. If education is not periodicallyreinforced,satis�cing
usersmayforgetor omit defensivehabitsthey havelearned.
Also, a study consisting of interviewsdesignedto reveal
users'decisionmakingstrategiesfor suspiciousemailssug-
geststhatwhile users maybeableto managerisksthey are
familiar with, it canbedif�cul t for themto generalizethis
knowledgeto resistunfamiliar attacks[14]. Theseresults
suggestthateducationalapproachesmay requirecontinual
adaptationto addressnew attacks;otherwiseusers'defen-
sivestrategiesmaybecomeoutdatedand ineffective.

12 Conclusion

Our studyresults suggestthat 1) ceremoniescanaffect
userbehavior, for betteror worse,and2) the resiliency of



a ceremony to socialengineeringis relatedto whetherthe
actionsit conditionsusersto take are safe to perform in
the presenceof an adversary. Theseresultssuggestthat
conditioned-safeceremoniesmay be a useful notion for
building ceremonieswhichresistsocialengineeringattacks.
We proposedseveraldesign principlesfor conditioned-safe
ceremoniesanddescribedoneceremony, emailregistration,
designedaccordingto theseprinciples.Althoughemailreg-
istration may be animperfectapproximation of what we
would ultimately like out of a conditioned-safeceremony,
we believe it is nonethelessa useful examplefor explor-
ing and evaluatingthis notion further. Regardless,the fact
that42%of emailusersin ourstudywerevulnerableto our
simulatedattacksexempli�es the formidablechallengein
designingceremoniesto resist socialengineeringattacks.
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