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Abstract 258 organisations listed, 126 being universities, research

The Internet White Pages Servig&/PS)has beerslow laboratories or othepublicly funded institutions, 82
to materialise for many reasons. One of them is thebeing commercial organisatiomhoseprimary business
security concerns that organisations have, aallowing i related to IT, withonly 50 listings being for other
the public to gain access to either their Intranet or their types ofcommercial organisation. This contrasfsite
directory database. The Directory Guardian is a firewall dramatically with the large number ofidely varying
application proxy for X.500 and LDAP protocols that is types of commercial organisatitimathave a presence on
designed to alleviate these fears. Sitting in finevall ~ the Web. Given that commercial organizations

system, it filters directory protocol messages passingOutnumber universities by over thousand to one, the
into and out of the Intranet,allowing security ~ former areconspicuous byheir absence irthe IWPS.

administrators to carefully control the amount of Indeed, private discussions with a number of commercial
directory information that is released to the outside Organizations that doperate X.500 or LDAP directories

world. This paper describebe design of our Guardian revealthatthese organizations are willing to connect to
system, andhows howrelatively easy it is to configure theIWPS in order to retrieve directory information from
its filtering capabilities. Finally the paper describes the it, but never to give directory information to Those
working demonstration of the Guardian that was built for commercial organizationthat have joinedthe IWPS
the 1997 World Electronic Messaging Association have usually onlyarticipated in a half hearteslay, by
directory challenge. This linked the WEMA directory to adding no morehan atoken entry or two. It waghis
the NameFLOW-Paradise Internet directory, and realization, coupled with the growing demandrom
demonstrated some of tpewerful filtering capabilites =~ commercial organizations to have a firewalstem,

of the Guardian. running a number of application proxies, positioned
betweentheir corporatelntranet and the Internet, that
1. Introduction lead to thedevelopment ofthe Guardian DSA. The

Guardian is a firewallblirectory application proxythat
intercepts alldirectory protocol messages between the
Internet and the organization’s Intranet, amdly allows
throughthose messagédbat thelocal security policy has
sanctioned (see figure 1).

Experience gainedver the lastseven years with the
Internet White Pages Directory Service (IWPS), has
shownthat universitiesand otherpublic institutions are
primarily the only organizations that are prepared to
publish their entirairectories on the Internet. These ar
the only organizations that have joined the Internet Directory
pilot/operational service in any significant numbers. Fc
example, in the UK NameFLOW-Paradiservice [1]
there are 147 organizations listed, trest majority of
which are universities, research organizations al
publicly funded institutions. Only 21 entriesare of
commercial organizationand ofthese, thamajority are Guardian
computer hardwaresoftware and telecommunications
suppliers, or consultancy companies specialising
computer communications. Only 2 entrieme of
commercial organisationsvthose main businesses are
unrelated to IT, e.gelectricity generation. Similarly .
(although to a lesser extent) in the W8PS there are Intranet Directory

Figure 1. Positioning the Guardian Directory Firewall
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The GuardianDSA development project started in 2.1. Filtering Rules
December 1995, with funding from the EC IV
Framework RTDprogram. The Guardiawas originally It is important to realize that the Guardigself does
designed to intercemnly X.500[2] protocolsi.e. DAP, not hold any directory entry information, matherholds
DSP, DISP and DOP, but with the recentwide a set of ruleshatdictate which directory information (in
acceptance ofhe LDAPv2 protocol[3] in the market the form ofdirectory requestand responsesgan flow
place, coupled witithe rapidly expanding market for between the Internet and the Intranet. In this respect, it is
stand alon&.DAP servers, support for inbourkdAPv2 quite independent of argccess contrahformationthat
protocol hasalso been added the Guardian. Support may be appliednternally to the database holding the
for outbound LDAPV2 protocol will be addddter this directory information. Indeed, itvould be possible to

year. operate the localirectory service withittle or no local
access controinformation, thereby givingemployees
2. The Functionality of the Guardian free access to most dfe corporate directoryand to

placeall thecontrols in the Guardiartherebyrestricting
The Guardiarprovides twoquite distinct services to ~ access to everyone el§ee. thehardshell andsoftinner
the private Intranét First andforemostthe Guardian is ~ model of security)The rulesthatdrive the Guardian are
a directory applicationproxy designed torun in a  derived from the overall security policy of the
security firewall system. It ensurdbe integrity and organization.

confidentiality of directory information othe Intranet, The filtering rules that are configured into the
by only allowing properlyauthorized directorynessages ~Guardian operate at a number Mvels, and are
to flow into and out of the Intranet. separately configurable for each direction of information

Secondly, the Guardian is the Intranet'directory ~ flow. One configuration file (ToSecurityDomain.ini)
gateway tothe outside world, acting as eonnectivity ~ contains the rulefor filtering requestwriginating from
enabler, particularly for standalon®AP servers. It is the Internet, and the otherconfiguration file

in this seconatontextthat organizations runningDAP- (FromSecurityDomain.ini) contains the rufes filtering

only directoriescan gain real administrativeenefit. ~ requests originating from thintranet. At the highest
LDAP clients and servers will no longer need to be level, the security administrator configures which
continually re-configured tdearn about otherLDAP protocols e.gLDAPV2 and DAP, areallowed to pass

servers onthe Internet -they only ever need tenow  through the Guardian. At the neldvel, the security
about their own internal LDAP servers and the administrator configures which usexgeallowed to bind

Guardian. Allnew configuration information is added to With these protocolsand below this, which operations
the Guardian, making it a central point for €.9. Search andist, areallowed to passhrough the
administration and knowledge management. The Guardian. Sofor example, the integrity of Intranet
Guardianbuilds up itsown ‘world’s eye’ view of the  directory informationcan be protected by forbidding
IWPS, and has itswn internalskeleton DIT from which ~ modification operationshat originatefrom the Internet.
it hangsknowledge references ttherLDAP andX.500 At the nextlevel, the administratorconfigures which
directory servers. If operating in a purely X.500 context, €ntries areaccessible tavhich operationsand bywhich
the knowledge configuration information iextremely  alias nameshey should be known ithe other domain.
Simp]e (one of the Intranet3SA’s must hold a superior Below thiS, the administrator lists which attribul;qaes
reference tahe Guardian, and the Guardian must hold a may be included imparticular entries, and at thewest
Superior reference to NameFlow Paradise). In a mixed|eve|,the administratoconfigures which attribute values
LDAP and X.500 context, references to exterhMAP are allowed to passthrough the Guardian. Thus
servers are also added to the Guardian. confidentiality of information is assured by preventing

The remainder of this paper will concentrate on the Sensitive attributes, entriemdeventhe names of entries
security functionality othe Guardian andvill describe from leaking out to the Internet. All filtering rules have a
its powerful filtering capabilities. default of DENY everything, sthat the administrator
has toprogressively releasthe locks in order to let
directory information leave the Intranet.

Because ampplicationproxy has no inherentvay of
knowing whether a requedtas originatedfrom the
! Like any firewall, theGuardiancan sit between any two networks, Internet or the Intranet, the Guardiarcanfigured with
protected by different security policies. For the purposes of this paper, wethe names andddresses of trusted directory servers on

only consider the case of the publicly accessible Internet (representing . . . .
low security network) and a corporatetranet (representing a high both sides ofhe firewall. Every other directory server is

security network).
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assumed to be un-trusteshd residing on the Internet. signature proves to be false, willeither reject or
Note that trusted directory servers on the Internet are stilldowngrade the operation according to $leeurity policy
not allowed to receive sensitivinformation from the  input by the administrator.

Intranet unless aencrypted communication session is 3.1 1. Authenticating and Authorising Outgoing
employed. Finally, the Guardian will never relay requeStSOperations

within one of the domains, as none of tgectory Someorganizations have a requirement to restrict the
protocols requirethis functionality. (Aconsequence of umber of usersvho are allowed access tthe Internet.
this is that the Guardiawill never relay a request from  The securityadministrator has toonfigure the Guardian

one unknown directory server to another.) with the distinguished names of usarsinon-leaf nodes
o o (typically organizational units) that asdlowed access to
3. User Authentication and Authorization the Internet directory. If théntranet user is not within

this namespacehis request will be denied. Finally, for
In a distributed directory service, a user nfayd to authorized users, the DN of the user can either be hidden
and be authenticated 3ny directory serverand the  (for example by replacing with a generic name) or made
servers may pass user requeastween themselves (in visible in the requestghat flow onto the Internet. An
the X.500 model the DSP is used for thi$ieread DAP X.500 user will typicallybind to his/hedocal DSA, and
currently does not support such a protocol). A the request will be chained to the Guardian by this. In
configuration parameter informs the Guardian of the some circumstancebke user will need to bindirectly to
minimum level of authentication required for each the Guardian, for example, when usitgAP servers, or
directory protocol. Ithe usemeetsthis minimumlevel, when external directory servers wish tdirectly
the bind will be accepted, otherwise it will be rejected.  authenticate the user. In these circumstances the
In the case wher¢he useidoesnot bind directly to the  Guardian acts as @roxy user. For these outgoing
Guardian, the Guardianeeds to know if gparticular sessionsthe Guardian performBAP-DAP chaining or
user was authenticated by a trusted directory server, or by DAP-DAP chaining (see figure2). OutgoingDAP or
an un-trusted one. Its list of trusted directory servers will LDAP to DSPchaining is not supported.DAP-LDAP
tell it this, and if it transpires that theser was chaining will be addedowardsthe end of thisyear,
authenticated by an un-trusted sertken the Guardian although the same functionality can be obtained by
removesthe authentication privileges from the user’s using the X.500 Enabler from Critical Angle [5].
requestand treatdhim or her asin-authenticatetefore 3.1.2. Authenticating and Authorising Incoming
either rejecting the request or passing Bf&P request Operations
onto the other networksee figure2). If the user was For incoming sessions,similar situation applies. The
authenticated by a trusted directory serigen his’lher  Gyardian is configured with the list of remote users (DNs
level ofauthentication (simple or strong)believed and ¢ |eafandnon-leaf nodes) whareallowed to access the
passed on as-is to the other network. _ Intranet. It isalso possible to give blanket access by
If the user bindglirectly tothe Guardian, then his/her using thekeyword ALL. Becaus¢he Guardian is trusted
credentials arechecked. If simple (password based)  the Intranedirectory servers, it doesot need to act
authentication is used, the Guard@recksthe password as a proxy for a remoteser. The remote user must be
against its internal list (thpassyvordareactually sto.red authenticated by the Guardidefore he/she isallowed
as attributes of user entries with the equivalent ccess tohe IntranetConsequentlyhe Guardiaralways
distinguished names). If strong (digital signatbesed) performs standardAP-DSP chaining or LDAP-DSP
authentication is used, the Guard@recksthe signature chaining (see figure 2) orincoming operationsLDAP-
for authenticity,and also that there is a chain of trust | pap chaining will be addedowardsthe end of this

leading from thepublic key of atrusted CA to thepublic year to support LDARstand alonadirectory systems on
key ofthe user. In this context, our Guardiansteortly the Intranet.

due to become acertified user of the ICE-TEL CA
infrastructure [4]. If the user's credentigisove to be
false or untrustworthy, a configuratigrarameter directs
the Guardian to eitheejectthe bind or downgrade the It is important that the names amddresses of the

session to un-authenticated if this level is acceptable. corporate directory serversan be hiddenfrom the

In addition to session authentication, individual Internet, and that only the address of the Guarskaver
directory operationsan be digitally signed by a user. s made known publicly. Referrals tatranetdirectory
The Guardian wilcheckthe digital signatures of signed ggarvers would compromigais situation, ifthey were to

operations, retrieving th€RLs as necessargnd if the e released to the Intern@onsequentlythe Guardian

3.2. Processing of Referrals
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always acts omeferrals to Intraneservers. Similarly for  Internet. Again, the Guardian willlways endeavour to
incoming referrals, there is little point in passing these tofollow incoming referrals, anghass a complete set of
the corporate user, since has no direct path to the directory information back to the user.

Internet Directory

DAP| LDAP DSP

LDAP

A
DAP

- — — — — — —

Guardian

DAP LDAP

Intranet Directory

Figure 2. Protocol Chaining Supported by the Guardian

The filters act sequentially, as depicted in Figure 3.
3.3. Configuring the Guardian Configuration of the Guardianinvolves the
specification of two distinct security policies:
One of thekey factors in security is KISS (keep it « the Intranet Access Policy (this speciftas protocols
simple, stupid). If it is extremely complex to configure a and operationsthat externalusers caruse to access
firewall system of any type then it is likely that, sooner or  the internal domain: and the entriegttributes and

later, asecurityadministrator will make a mistake which values that can be returned in outgoing results); and
compromiseghe security ofthe IntranetConsequently, « the Internet Access Policy (thépecifiesthe protocols
ease of configuratiohasbeen akey design aimfor our and operationsthat internalusers caruse to access
Guardian. the external domain; and the entriefiributes and
The Guardian acts as a 6 stage fil{grogressively values that can be returned in incoming results).

refining and reformattingnessageshat pass through it.
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Figure 3. The Filters of the Guardian

To make clear thdact that thesetwo policies are
distinct, two configuration filesare specified,and each
contain specifications faall six filters. Thesyntax and
semantics of each is the same, though weg/ likely
that the content will be different e.g. see Appendix 1.

The Guardian configuratioruses a “"default deny”
principle, which meansthat anything that is not
explicitly enabled will be disabled. Therefore, if both
configuration filesare emptythen the Guardiawill not
allow any X.500 or LDAP protocols to pawough it.
Additionally, by ensuringhatonly permitted actions are
specified, rather than prohibited actions, the
configuration file does not contain any prohibited
information and so it can be made public if required.

3.4. Specification of the filters

The syntaxfor each filter is formally defined (using
BNF) as:

<filter> ::= [’ <filter_name> "'
<filter_specs>

<filter_name> ::= 'Protocols'
| 'Users'
| 'Operations'
| 'Entries'
| 'Attribute Types'
| 'Attribute Values'

<filter_specs> ::= <filter_spec>
[ <filter_specs> ]

<filter_spec> ::= [ 'FOR' <branch> ] <allow>

<allow> ::='ALL'
| 'ONLY" <refinements>
| 'NONE'

<refinements> ::= <refinement>[ ',
<refinements> ]

<refinement> ::= <specification> [ ‘('
<qualifier> ") [ 'KNOWN AS'
<modifier> ]

<specification> ::= description of the items
accepted by the filter. The
format is specific to each
type of filter.

<qualifier> ::= a restriction, allowing an item
to be accepted under specified
conditions. The format is
specific to each type of filter.

<modifier> ::= description of the item in the
namespace of the calling domain

(if this is different to the
called domain)

<branch> ::= boolean condition in terms of
previous filters. The format is
specific to each type of filter.

3.5. Examples

This section gives an example of eaifpe of filter,
and shows some of the capabilities that are possible.

3.5.1. The [protocols] filter
Here, the list of enabled directory protocols is given.

[Protocols]
ONLY DAP, LDAP(no authentication), DSP(simple)

Each protocol may take an optionahrgument
indicating the minimum bind strength of authentication
that isacceptable. Irthis example, AP bind must be
strongly authenticated (this is the default if no bind
strength is mentioned), aanonymous LDAPbind is
acceptable and a DSP bind must have at lepassword
(simple).

DISP and DOP are not mentionedand the Guardian
will block any DISP or DOP binds that it receives.

3.5.2. The [users] filter
This specifiesthe distinguished names of thesers
who areallowed to bind tche Guardiarfor each of the
above protocols.Distinguished names arspecified
according to Internet Drafdraft-ietf-asid-ldapv3-dn-
03.txt[6] (which will shortly supersede RFC1779), with
the extensiorthat nameamay be specifiedising wild
cards. Four forms of wild card are supported:
1) if an RDN of ‘at=*" is included in the name then it
will match any singlevalued RDN ofattribute type
at, e.g. cn is used for commonName etc.;

2) if an RDN of ‘at=**" is included in the name then it
will match any multivalued RDN of where one part of
the RDN is of attribute typat;

3) if an RDN of*“*=*" is included then it will match
exactly one RDN of any attribute type; and

4) if an RDN of “**=**" js included then iwill match
one or more RDNSs, of any attribute type, up to the
end of the name.

[Users]

FOR Protocol=DAP, LDAP

ONLY <cn=A J Young,ou=Information Technology
Institute,o=University of Salford,c=GB>
(simple) KNOWN AS <cn=AJ
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Young,o=University of Salford via
guardian,c=gb>,

FOR Protocol=DSP
ONLY <cn=DSA Manager,cn=DSA,o=University of
Salford,c=gb> (strong)

Each user DN isollowed by twooptional parameters.
The first indicates thdevel of authentication that this

<cn=D W Chadwick,ou=Information
Technology Institute,o=University of
Salford,c=GB> KNOWN AS <cn=D W
Chadwick,o=University of Salford via
guardian,c=GB>

In theaboveexample, onlytwo entries (forthe authors
of this papermay pasghrough the filter, andhese will
be visible inthe other domain with their organisational

particular user or group of users must present. If absenty it affiliations stripped off.

it defaults tothat specified forthe individual protocols,
but can beset to ahigherlevel if the security policy so
directs. A lower value will be ignored (asuld be the
case for DAP inthe examplesabove, sincehe DAP
protocol requires strong authentication).

The second parameter, starting witkeywords
KNOWN AS, allows analias namefor the user to be
used in the other domain.

3.5.3. The [operations] filter

Here, we specifywhich directory operations will be
allowed to passhrough the Guardiafor each group of
users.

[Operations]
FOR User=<cn=DSA Manager,cn=DSA,o=University
of Salford,c=gb>
ONLY READ(unsigned),LIST(unsigned 20, signed
100),COMPARE

Each operationmay take an optionalargument
indicating whether or not ihay beunsigned in order to
pass through the Guardian. ThéST and SEARCH
operations additionally caspecify anoptional argument
giving the maximum number of entries thatay be
returned in the results (thimay be different for signed
and unsignedperations). The defaultalue for this is
one entry. Inthis example,READ may beunsigned,
COMPARE must be signeghis is the default if no
signature requirement is mentionednd LIST may
return more entries if the operation is signed.

SEARCH and the modification operations are not
mentioned hereand sothese operations wouldot be
allowed to pass through the Guardian.

3.5.4. The [entries] filter

Here, we specifyvhich entries will be allowed to pass
through the Guardian. In addition gpecifying which
entries can pass through, it aso possible tspecify
what their names should Beown as in the external
domain i.e. a form of aliasinghis isespecially useful if
an organisation wishes to protect itatranet DIT
structure from being visible on the Internet.

[Entries]
ONLY <cn=A J Young,ou=Information Technology
Institute,o=University of Salford,c=GB>
KNOWN AS <cn=A J Young,o=University of
Salford via guardian,c=GB>,

3.5.5. The [attribute types] filter

Here we specifwhich attributetypeswill be allowed
to pass through the Guardian.

The second part of thexample is needed if the
administratowishes to over-ridéhe default-deny stance
and say that all attribute types can be releasetbr all
allowed entrieotherthanthose explicitly named in the
first part of the example.

[Attribute Types]

FOR Entry=<cn=*,ou=Information Technology

Institute,o=University of Salford,c=GB>

ONLY objectClass, commonName, surname,

title, postalAddress, postalCode,

telephoneNumber, userid, rfc822Mailbox,

roomNumber, userClass, userPassword,

favouriteDrink

FOR Entry=*

ALL
3.5.6. The [attribute values] filter

Here we specify, foreach attribute typethe values
which areallowed to pasghrough the Guardian. The
example herespecifies that all direct dial telephone
numbers will be made available in international format,
whether theyare stored ininternational, national or
internal format.Non-direct dial extensions (these do not
start with a 5) will not be released.

The second part of thexample is needed to over-ride
the default-deny stance and say thatalbotherallowed
attribute types, all values can be released.

In the specification of a value, a * may be used to
match any number of characteemd a ? to match a

single character.

[Attribute Values]
FOR Attribute Type=telephone number
ONLY "+44 161 745 *",
"0161 745 *' KNOWN AS "+44 161 745 *"
"5?22??" KNOWN AS "+44 161 745 ??2?2?"
FOR Attribute Type=*
ALL

3.6. Specification of local names

The configuration file allows the Guardian
administrator to define local naméw groups of users,
and tospecifythe DNs of usersand entries usinthese
short name formsThis makes thespecification much
easier for the administrator, since he/she does not have to
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re-enter lots of DNs. Aswell as allowing for more
readable specificationshe mechanism alsprovides a
single place where the names of the grougmbers is
defined, thereby making maintenance and audit easier.

Local names aredefined in an extra section of the
tailor file, which is usually located aftethe filters
(though it can bdocated anywhere). Thegre specified
as follows:

[Local naming]
NAME <distinguished name> ... KNOWN AS
<local name>

4. Piloting the Guardian

The Guardianwas successfully piloted ahe EMA
meeting in Philadelphia in April 1993and again at the
EEMA meeting in Maastricht in June 1997. It is now
permanently operationaland demonstrable from our
Web site [7].

Because the Internet White Pages Service and
NameFLOW-Paradise service use Quipu based X.500
products,thatincorporate Internedefined extensions to
the X.500 198&rotocols [e.g.8], WEMA decided to set
up a parallel infrastructure using produthst conform

The short local name must not contain a comma, an S the . DAPv2 protocoland 1993 X.500 standards. The

ora*.

The distinguished nammay contain wild cards, as
defined earlier inthe documentAny number of names
may be specified, separated by a comma.

An example is:

[Local Naming]
NAME <cn=A J Young, ou=Information
Technology Institute, o=University of
Salford, c=GB>, <cn=D W Chadwick,
ou=Information Technology Institute,
o=University of Salford, c=GB> KNOWN AS
<guardian developers>

This allows the Guardian administrator to say:

[Users]
ONLY <guardian developers>(strong)

to restrict use othe Guardian tgust the namegbeople,
or to say:

[Operations]

FOR User=<guardian developers>

ALL

FOR User=*
ONLY Read,Compare,List

to give the namedpeople higher privileges than other
users. If staffing details changfeen the Guardiafilters
do not need to be changed.

3.7. Other configuration information

Various other parameters are supported in the
configuration files. Briefly theseare: a parameter to
control the amount of logging, whether to downgrade or
reject failed authentications, the list of trusted DSAs, and
the action to take if a request attempts to retrieve
restricted information (remove from result oeturn
error).

Guardian is quitdappy to talk to botffilavours of X.500
products,and infact does so irour demonstration, with
the Salforddirectory (representinghe Intranet)being
held in a Quipu DSA,and the WEMA directory
infrastructure (representing the Internet) being held in
1993 conformant DSAs.

If we were to connecthe University of Salford
directory to the EEMA infrastructure via the Guardian in
the conventionalvay (Figure 1), then iwould only be
possible to see a subsettbé information contained in
the University of Salford directory, as directed by our
security policy.Furthermore, itwould not bepossible to
verify the full protectioneffects ofthe Guardianbecause
no-one from the Internetvould have access to the
unfiltered directory. Consequently, we have built a
configurationthat allows users to see botehind and in
front of the firewall, sathat they cansee for themselves
the effect ofthe Guardian. To do this, we haeglded
subordinate knowledge references to the EEMA GB DSA
to point to both theUniversity of Salford operational
DSA, and theUniversity of SalfordGuardian(see figure
4). By displaying the contents of th@niversity of
Salford operational DSA, one will see the entire directory
of the University of Salford. By displayinghe contents
of the University of Salford vigdhe Guardian DSA, one
will only see the entries thabur security policy has
decided should be available to the public directory.
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EEMA
GB DSA

University of
Salford via
Guardian DSA

University of
Salford DSA

Figure 4. The Configuration of our Demonstrator

4.1. The University of Salford Directory

There are approximately 26,000 entries held in the
University of Salford directory, and these are all held in a
single Quipu DSA. The Salforddirectory tree is
structured with departments (organizational urbpw
the University of Salford entryand people below the
departments, as shown in Figure 5.

All people within the University of Salford haweecess
to all of this information from the corporate Intranet. The
Guardian haveen configured sthat theWEMA public
directorycanonly see Jperson entries in theniversity
of Salford directory, and cannotsee any of the
departments, as shown in Figure 6.

O=University of Salford

OU=department name

CN= person’s name
Figure 5. The University of Salford’s DIT

O=University of Salford via Guardian

CN= person’s hame

Figure 6 The University of Salford’s DIT visible
to the public

This shows the powerful filtering effects of the
Guardian, in that nadnly can itremove leakntries and
subtrees from public view, but danalso removenon-
leaf nodes, therebgppearing to alter the structure of the
corporate DIT. Finally, the Guardian can rename non-
leaf nodes, thereby allowirthe privatedirectoryand the
public directory to use differemtamingconventions (for
example, in our demonstration, the internal name
O=University of Salford, is givethe nameD=University
of Salford viaGuardian in thepublic directory). The
Guardian thusllows you to gateway between two DITs
with different name-spaces. Such capabilities are not
normally provided by standard access control lists.

4.2. Attribute Filtering by the Guardian

The three entries that are visible via the Guartiave
hadsome oftheir attributediltered from public view. If
you read the contents of the entry:

CN=D W Chadwick, OU=Information Technology

Institute, O=University of Salford, C=GB
via the operationaUniversity of Salford DSAyou will
seethat the Emailaddress, Fax number, Telex number
and Telephone number attributes aral present.
However, if you read the contents of the entry:

CN=D W Chadwick, O=University of Salford via
Guardian, C=GB

via the Guardianyou will seethat theTelex number and
Fax number attributes have been filtered out. It is also
possible to filter particular attribute values, ifyour
security policy so requires.
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4.3. Performance

[8] Hardcastle-Kille, S.E.
operations extensions to provide and

A limited number of performance measurements haveUsingX.500", RFC 1276, Nov 1991

beencarried out in our laboratory, in which tisalford

DIT was searched for SN=Chadwick, both directly and Appendix 1. Example Configuration Files

via the Guardian. These haxevealedhat thedeviation

in real time performance (as seen by the user agent), fo# This is an example ToSecurityDomain.ini file,

both access routes, is geeat as thelelay ingoing via

the GuardianSpecifically, for 20 requests sent via both

routes, the average timend standarddeviation for a
response was 1%6.5 secs for adirect request and

# specifying the Intranet Access Policy used in

# the EEMA demonstration Guardian (enhanced to

# take account of some new features that are not
# currently implemented)

# This file specifies the protocols and

20.3t7.5 secs for a request sent via the Guardian. \WWe are operations that external users can use to

currently performing additional tests to determine ho

W # access the internal domain; and the entries /

# attributes / values that can be returned in

much of thedelay is caused simply because we are j results (incoming operations outgoing results)

chaining via anothedirectory serverand how much is
actually caused bythe filtering functionality of the
Guardian.

5. Conclusion

The provision of a Guardiamirectory application
proxy should give organisatiotisatwish to publishonly
a part of theircorporate directory, the€onfidence to
connecttheir corporate directory service the Internet
White Pages Service, safetire knowledgethatthey can
fully filter the amount ofdirectory informationthat
leavestheir domain. The Guardian implementatimumlt

at Salford University provides such a functionality.

Furthermore, a major design gdalsbeen to ensurthat
the two configuration files, used toinput the
organisation’s securitgolicy into the Guardian, areoth
easy tounderstand andsecure inthe way that they
operate, using the default deny principle.
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[Protocols]
ONLY DSP(simple),LDAP(no authentication)

[Users]
ALL

[Operations]

FOR User=<andrew>,<chad>

ONLY Read (unsigned), List (unsigned 100, signed
100), Compare(unsigned)

FOR User=*
ONLY Read (signed), List (signed 100),
Compare(signed)

[Entries]

ONLY <andrew> KNOWN AS <cn=A J Young,

o=University of Salford via guardian, c=GB>,
<chad> KNOWN AS <cn=D W Chadwick,

o=University of Salford via guardian, c=GB>

[Attribute Types]

FOR Entry=<**=** o=University of Salford,c=gb>

ONLY objectClass, commonName, surname, title,
postalAddress, postalCode, telephoneNumber,
userid, rfc822Mailbox, roomNumber, userClass,
userPassword, favouriteDrink

FOR Entry=*

ONLY objectClass, commonName, surname,
organizationName, countryName, localityName,
stateOrProvinceName, street, title,

postalAddress, postalCode, telephoneNumber,
userid, rfc822Mailbox, roomNumber, userClass,

lastModifiedTime, lastModifiedBy,
accessControlList, associatedDomain,
businessCategory, description, iattr,
masterDSA, slaveDSA, userPassword,
favouriteDrink

[Attribute Values]
FOR Attribute Type=favouriteDrink
ONLY tea, coffee

FOR Attribute Type=objectClass

ONLY top, person, organizationalPerson,
newPilotPerson, quipuObject, organization,
domainRelatedObject, quipuNonLeafObject,
organizationalRole, organizationalUnit,
country, locality, dsa

FOR Attribute Type=telephoneNumber
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ONLY +44 161 745 *,
0161 745 * KNOWN AS +44 161 745 *,
57?2?27 KNOWN AS +44 161 745 ??2??

FOR Attribute Type=*
ALL

# End of filters - the following items are basic
configuration items

[General]

LOGGING "level=exception level=notice
file=guardian/intranet.log"
AUTHENTICATION downgrade
QUERY PROHIBITED ITEM return error

[Local Naming]

NAME <cn=A J Young, ou=Information Technology
Institute, o=University of Salford, c=GB> KNOWN
AS <andrew>

NAME <cn=D W Chadwick, ou=Information
Technology Institute, o=University of Salford,
c=GB> KNOWN AS <chad>

# This is an example FromSecurityDomain.ini
# file, specifying the Internet Access Policy

# used in the EEMA demonstration Guardian
# (enhanced to take account of some new features
# not currently implemented)

# This file specifies the protocols and

# operations that internal users can use to
# access the external domain; and the entries /
# attributes / values that can be returned in

# results (outgoing operations incoming results)

[Protocols]
ONLY DSP

[Users]

ONLY <c=GB,o=University of Salford, ou=
Information Technology Institute, cn=A J Young>
(simple) KNOWN AS <c=gb,o=University of Salford
via guardian,cn=A J Young>

[Operations]
ALL

[Entries]
ALL

[Attribute Types]
ALL

[Attribute Values]
ALL

# End of filters - the following items are basic
configuration items

[Trusted DSAS]
NAME <cn=University of Salford DSA 1,c=gb>
(simple)

[General]

LOGGING "level=exception level=notice
file=guardian/internet.log"
AUTHENTICATION downgrade
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